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ABSTRACT

The rapid advances and spread of network-based technologies have managed in increasing network
related attacks and threats which result in insecurity system and possibilities of malicious intrusions.
Recently, a number of Detection System schemes have been proposed based on various technologies.
However, the techniques, which have been applied in many systems, are useful only for the existing
patterns of intrusion. Therefore, probe detection has become a major security protection technology to
detection potential attacks. Probe detection needs to take into account a variety of factors and the
relationship between the various factors to reduce false negative & positive error. It is necessary to
develop new technology of probe detection that can find new pattern of probe. In this paper, we
propose an improved hybrid probe detection based on 3-step modules. 3-step modules have session
pattern analysis module, oriented weight module, and fuzzy cognitive map module. For the performance
evaluation, the KDD CUP99 data made by MIT was used. Most of Detection System sensors provide
less than 10% rate of false positives. The experiment results show that this approach can effectively
reduce false positive rate and has a high detection rate.
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Table 1. List of KDD CUP 1999 Data records

Attack category Attack name Records

Normal 1,000
Smurf 195
DoS Land 98
Pod 78
Ipsweep 134
Probe Nmap 89
Satan 75
buffer overflow 97
U2R sql-attack 86
Rootkit 51
guess-passwd 42
R2L ftp write 30
Phf 24
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