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ABSTRACT

Internal network connected to the internet are vulnerable to external attack. A consensus of awareness
of that problem are spreading. As solutions to that problem, To prevent any damage on the system in
the organization, The network separation obligation are spreading. Even if the intranet operates as a
closed network by separating the internet can not be guaranteed to be secure. Security threats posed by
malicious code are still present, such as stuxnet which works on control network that operates on a
closed network. User carelessness, internet connect by intranet PC due to malicious intent, information
leakage through the USB, an influx of malicious code to intranet, and using a technique for transferring
data between separate networks without the use data transmission system for secure data transfer can be
transferred uncontrolled data between internet and intranet. Also, even if network separation is completed
insider threat is still present. Network separation made a difference of the traffic form occurring in each
of the network, and the characteristics of the security log was affected. Accordingly, separately many
researching for the internet about malicious traffic detection, need a plan that can effectively detect
anomalies in the security log occurring in the interanet. In this study, Analysis of the characteristics of
the security log occurring in physically separate the network environment focusing on the interanet and
proposes a model for efficiently performing the security control.
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Table 1. Compare each network characteristics
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BEE F7o i Protocold BAHE HA 2719 HFI BFHA Protocold BAEHE H Lo U3 iy FFHEA
Table Each protocol average size, Standard deviation and average ratio, standard deviation of Detect Packet According to the network

l:kl

separation
Division ] Detect Packet Detect Packet Size Detect average Detect Ratio
average Size(byte) Standard deviation Ratio Standard deviation
Internet-A TCP 357 52.56 49.66% 18.13%
Internet-A UDP 202 109.89 40.50% 21.09%
Internet-A ICMP 101 342 9.83% 3.93%
Internet-A ESP 2974 174.27 0.02% 0.01%
Internet-B TCP 920 107.37 68.33% 23.57%
Internet-B UDP 733 370.85 30.80% 23.77%
Internet-B ICMP 114 4.73 0.87% 0.30%
Internet-C TCP 932 82.23 45.06% 14.43%
Internet-C UDP 990 400.19 54.50% 14.48%
Internet-C ICMP 949 87.03 0.45% 0.26%
Intranet-D TCP 145 2.22 89.73% 1.46%
Intranet-D UDP 284 25.17 6.49% 0.69%
Intranet-D ICMP 9108 497.33 3.32% 0.71%
Intranet-D OSPF 14411 505.93 0.46% 0.08%
Intranet-E TCP 154 7.59 25.26% 1.27%
Intranet-E UDP 830 26.11 71.45% 1.27%
Intranet-E ICMP 796 147.61 3.29% 0.27%
Intranet-F TCP 764 37.07 87.63% 2.43%
Intranet-F UDP 835 147.20 9.92% 3.46%
Intranet-F ICMP 441 275.50 2.45% 2.23%
g2 5= Protocold! TCP, UDP, ICMPol thaf wH& AaE wwstd BEdd 7|#Y grALge
g froll W o7t A=A ARkt o FFUA7E 24 UF 459 dEHUS A A
2 7)1F ATt &A= ESP, OSPF &9 Protocol sk 71 mEUA HlE A As AT
of TAAR Wi friol td SA W F AT I e HYHoR sk B
gga]d 2zaqad 8 7B YRANGN HRIE 1 WE E
R FE ARG BAHE BRI o) Ak AL ¥ 4 YTk 5o)F Hogk oW
ProtocolZ-oll Al TCP9} UDP7} AA 9 oF 90%E A Z1BAME 195 BAFHA &7 &4A%L  ICMP
Aska QlofA, FEee e EA4S Hlasr]df Protocol®] Z¢-dle #Edd 7|#e] dFAS
= % 7§19 Protocole] did S4< & tiwidtia dlM "BAHE R A7) I EEHA} &
AZE. EARNG uwfﬂ Amd B4 23  didez A dehygt =23, 5oz @
NEEE Yl REUAE o83 dm, B4 Aol BAse SH0E A% wol B4R 29
3] ®™ Protocold EWH HA =279 o3k A FA(source address) P9+ EAHA  FA
w2929 Protocold A EE H Lo B3 w3 (destination address) [PZtoll A3 EF o] &x
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