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ABSTRACT

Finite field multipliers are the basic building blocks in many applications such as error-control coding,
cryptography and digital signal processing. Hence, the design of efficient dedicated finite field multiplier
architectures can lead to dramatic improvement on the overall system performance. In this paper, a
hardware implementation of ¢-times fast hybrid finite field multiplier is presented. The proposed
multiplier is used for polynomial basis of finite fields GF(2™). The proposed architecture is t-times
faster than bit-serial architectures but with lower area complexity than bit-parallel ones, where the value
for t, 2<t< [m/2], can be arbitrarily selected by the designer to set the tradeoff between area and
speed. In this multiplier, a field element of m-bit length is subdivided into several parts to speed up
the multiplication operation. In every clock cycle, the multiplication of ¢-bit sub-word and an m-bit
multiplicand produces one m-bit product. The most significant feature of the proposed architecture is
that a trade-off between hardware complexity and delay time can be achieved. This makes the proposed
multipliers suitable for applications where the value of m is large but space is of concern, e.g., resource
constrained cryptographic systems. In addition, the proposed architecture is highly regular, simple,
expandable and therefore, well-suited for VLSI implementation.

© 2015 KKITS All rights reserved

KEY WO R D S : Finite fields, Galois fields, Polynomial Basis, Multipliers, Cryptographies

ARTICLE INFO: Received 6 April 2015, Revised 17 April 2015, Accepted 17 April 2015.

"Corresponding author is with the Department of Chungcheongbuk-do KOREA.
Information & Communication Security, Youngdong E-mail address: kyilmin@yd.ac.kr

University, 310 Daehak-ro Yeongdong-eup Yeongdong-gun



Journal of Knowledge Information Technology and Systems(JKITS), Vol. 10, No. 2, pp. 271~277, April 2015

1. A &

534 dAHFinite Field Arithmetic)e ©FAHA
Bool gtgolE Fof HofoA de F&HI 9)
13l 84 GFR™)E 2"MY #3ks s

9o 94E 2=
209 944 034 18 2=
A (extension field)o] T}, % A GF(2)s & 27
A(binary fieldAe HAF WA FA A4t
© 2 XOR(exclusive OR) d4toz Hojsn, FAl
& AND Q4o g Aojdn,

43 01/\]-0] ;HJ]Q_

R AR A

A (field) o) ™,
F34 GF(2)9 )

T GF(2™)Y 94252 GF(2)9 9419
0 1% AFE Ze m—13 o8y gah4y
(polynomia) 0.2 FHE & it} o] Zo] f3F
A GF2™)Y dAES T3 oE FdsY,
A% 7 gl HEY XORZ 44 7+ 4
e W] FAF YA A HEidetA @
o gubd o g A AFsd A9 wEo
278 F Jorg gao a4 GF(2™)Y
AAFNA 71 Aol He dito] HTh
weba FEA FAA g EeHow A
sk WS FohlE e 05%%01 AsH oz o
FoA Yok diFAA AR, Adh7]A(dual

basis)E ©] &g Berlekamp[4]91 4 g E3,
A7t7]1 X (normal basis)& ©] 4 Masseye} Omura
[5]9] 74 d1EEs E 7 Uk o guYEE
< OIA7IAE A3 wdete] £9%E &
°Jl°1 2 AAANZEE FolaA e HHEE, o
of e #d g AFEel &
gy A7 AY AA71AE o] &at
of st He Wil ok B =&dHE o
841 7] | (polynomial basis) ol A 523
g AAgn.

T34 GF(E2™) 49 FAZIE HEYE FA

7](bit-parallel multiplier)s} HIEZAZ FA7](bit-
serial multiplieN=® +8% 4 Yot HIERE FA
7€ & Z9(clock) ol A5 &3t 2o
o, HEZAY FA7|e dwtdos mIYudy
AZE AR Zo AdE st HERE F47]
= G4HEEE wE W 3271 B A "
neA FEAY AF mol g F 4E Eokd
S8l AstA odrHel WEAE FA7= 3
2 tdsiA 549 ARE ALtsteE mF
gukge] AzE A Aol AT

oldd FAME sfAsty] fote] 2 EF
S AA AZE Aole] AME HEFE Hete gt
ojlpZlE W Eo] WxEI QITH8IH11]. 3dto]B
e gAVle 71EY HEAE gV RYge &
< AAAZ g A& F 9o, HERE
A7 EgE AL EdoE AT F e W
Holt,

B =RqAs F34 GFQR™)Y thdrA
A 49 F dirY F& EIT IS ¢
NE Egstd Zz2bs HEE Adste Bo=
tife] 55 P AE F de tHlE stolBy
E FA71E AAsA stedolr FHFT o]
A t= 2<t< [m/2] TTA, J2 &
A9l AAANTE Atolo] AFE sl A3}

!

A R8T 5 gk AR (g solns 34
e A1z MEXY FAZBTE Fe AGA
Aol ABE e 5 Y, MEYE FA)BokE

Ei A& S}E"Jloi TEE At

f
>
Q
)
[\)
[oe]

AA g 301]*15 AA A=ZH F3
oﬂ/q 22’-3413].01] _,_A],] ﬁ;,}E zﬂ_ﬂ'
ojlBZE FAVIE stz FEdTh el
4ollA A2 B=Th

- 272 -



Journal of Knowledge Information Technology and Systems(JKITS), Vol. 10, No. 2, pp. 271~277, April 2015

FEA GRE") 39 &
stelngs F47] 47

F&A GF2™) 49 499 F 94 A% B
2 g4/ 42 B oeg go| & 4 9
.

A—a0+a1a+ ...... +a _10/7171 (D

B=by+ba+ - +b, """ ®)

- B 3
b +b1a+b2a + -

+bm—la 1)

—

w34 Qe oA Aeetd bed 2o] "n.

Z=byA+0b,[Aa]+b,[Aa®]+ - @
- +b,_ [Aa™ ]

m—1

A @E olgsH ¥ DI 22 FEA

2 3A7E AAE

GF(Q2™) 49 v EX

4
3o,
o

|bm_1| |b1 | bo

a8 1 GF(2™) 49 nEAE FA7]
Figure 1. Bit-serial multiplier over GF(2™)
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Table 1. Finite field accumulator Characteristic table

Co
Cq
C2
C3
C4
Cs
Ce
(074

do
dq
d2
ds
dy
ds
ds
dz
€o
€1
(%)
€3
€4
€s
€6
e7
fo
fy
f
f3
fa
fs
f
f7

??:‘_XHQ}EJ'EH C}’ﬂ}:iiu E]”‘OE‘Q_?"EH 2l w3}
0 0 0 s}
1 0 1 s}
0 1 1 Es
1 1 0 E=

In%

P

:> 1l
D

I3 5 A T4k
Figure 5. Flnlte field accumulator

A" DY HEAZ FA4719 <aF 29 v
4 spolHEE FAVIE wus HH, <O D9
FANN o, af, e , o'E FeHE AFFA

7b 8 AHE A

, (t—1)m7)9) 298 AND Ao

ES} (t—1)m7H9l 298 XOR AOIEZ} o AH&

HAE=

&

a8y a8 D9 FAZE a8 DY FA

of W&l ) WA g Ass
443 ddeld sze| Byl
Aold st A2

2o wA719

TekA tE
719 &5
<E 29 7]

E Hlassith

%ol 7bs 0}71]

Aljke #4719 %@E

X 2 F3A FAVIEY ERE v
Table 2. Complexities Comparison between Finite Field Multipliers

2 HERZ | HEAZH Al b
- HA7 =47 b
Filp-flop 0 3m 3m
2:1 MUX 0 2m 2m
2-input AND m? m tm
2-input XOR m2—1 m t—1)m
g FA7 0 1 tm
CLOCK 1 m m/t |
4. 2 B
2 =RdAe F3A GF@Q™)Y BEA7IA

2 wAzol vis) ¢l weA

T e tHE sholHEE



Journal of Knowledge Information Technology and Systems(JKITS), Vol. 10, No. 2, pp. 271~277, April 2015

o4 2225 FA0 A%E 29T 4 Y= )

% Sojnele 471 SEdolz FHsYD,
FHE AN MEAD FA9 2 ADA
At MIENE BAY1S) BT HNE Aol 43
S AFFoA, MEAY FAugE ge
Slov) WEwd F4

AT A €& 5
o]

References

[11 R. Lidl, and H. Niederreiter, Introduction to
finite fields and their applications, Cambridge
University Press, 1994.

[2] Man Young Rhee, Error-correcting coding
theory, Mcgraw-Hill, 1989.

[3] D. Hankerson, A. Menezes, and S. Vanstone,
Guide to  elliptic  curve  cryptography,
Springer-Verlag, 2004.

41 E.R. Berlekamp, Bit-serial reed-solomon
encoders, 1EEE Transactions on Information
Theory, Vol. 28, No. 6, pp. 869-874, 1982.

5] J.K.Omura, and J.L.Massey, Computational
method and apparatus for finite field
arithmetic, U.S. Patent #4,587,627, 1986.

[6] C. K. Koc, and B. Sunar, Low-complexity
bit-parallel  canonical and normal  basis
multipliers for a class of finite fields, IEEE
Transactions on Computers, Vol. 47, No. 3,
pp. 353-356, 1998.

[71 S. Lin, and D. Costello, Error control
coding:  Fundamentals  and  applications,
Pearson, Prentice-Hall, on ed., 2004.

[8] C.  Paar, P.

Soria-Rodriguez, Fast arithmetic for public-key

Fleischmann, and P.

algorithms in galois fields with composite

exponents, IEEE Transactions on Computers,
Vol. 48, No. 10, pp. 1025-1034, 1999.

[91 Y. S. Cho, and S. K. Park, Design of
GF(2™)
Electronics Letters, Vol. 34, No. 7, pp.
650-651, 1998.

multiplier  using its  subfields,

[10] L. Song, and K. K. Parhi, Low-energy digit-
serial/parallel finite field multipliers, Journal
of VLSI Signal Processing, Vol. 19, pp.
149-166, 1998.

[11] A. H. Namin, H. Wu, and M. Ahmadi, Comb
architectures for finite field multiplication in

F,.,, IEEE Transactions on Computers, Vol.

56, No. 7, pp. 909-916, 2007.

[12] P. K. Meher, On efficient implementation of
accumulation in finite field Over GF(2™)
and its applications, 1EEE Transactions on
Very Large Scale Integration (VLSI) Systems,
Vol. 17, No. 4, pp. 541-550, 2009.

GF(2™)9 T2 71AE o] &3t &
stol Bl = FA7]19) st=do] T+&

z84, WA
S EH i H 1 )

2 o

o
o
B
ox
lo
il
o
N
i
10 l—o
Hu
2
2
4 o
Jot

2,

}olv

>

[

o

Ry
iru)
[

O
o
=2
> o
N
r
2

D)
-
BN 2

£

e
-0,
>

@ ™ o
= o
p

o
LT E=
2
r_o‘ oX,
G 2o
SO m}o
it =
T
o oft
N
o =%
& oh gy
>
Q i xe
© oo
3 -
E (e
rr
i) M
o o
ol ood o 4 x
rlr L omx N opeelorr

- 276 -



Journal of Knowledge Information Technology and Systems(JKITS), Vol. 10, No. 2, pp. 271~277, April 2015

ol A AHAsA HFete] Y= HHT + = #&
oty ¥ w7l w9 52 wol7] st m
HE EOH A d4E o RESE Eedth
o 28 Aolg B tHES] HHYES mHES] I
7} 5HZW mulES] AHE I Agtd

] BHE 2o Fmet AR
se AT 7 de Aotk weA
HZ A" I o] m gk
17} He S8 A3

| FA7e R 7
71] gL £ SlolA

lo

>
o
2

EX)
[
rol
i
ofy

b 2L
rl{_Q‘
J
=
ol

o

i -P‘
e 2

er
QL
j‘é
b r+

Yong-Suk Cho received the
B.S., M.S., and Ph.D. degree
in the Department of
Electronic Communication
Engineering from Hanyang
University in 1986, 1988 and

)Q 1998,  respectively.  From
1989 to 1996, he was a researcher at Korea
Telecom. He has been a professor in the
Department of Information & Communication
Security at Youngdong University since 1996.
His current research interests include finite field
arithmetic,  cryptography, and  error-control
coding.

E-mail address: yscho@yd.ac.kr

Kyoung-Il Min received the
B.S. degree in the
Department  of  Electronic
Engineering from the Ulsan
1977. He

received the M.S. degree and

University  in

the Ph.D.
Electronic

degree in the Department of

Engineering from
University in 1984 and 1995,

has been a professor in the Department of

Chungnam

respectively. He

Information & Communication Security at

Youngdong University since 1996. His current

research interests include logic design and

- 277 -

cryptography. (Corresponding
paper)

E-mail address: kyilmin@yd.ac.kr

author

of

this



