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ABSTRACT

The problem of security management in document management system is that it is even harder to
detect an authenticator who uses the system anomalously, although it is as much as possible to prevent
and detect the movement of exposing information or destroying the system as a malicious purpose by
means of passing through physical and logical protective devices of the system. To solve this problem,
an usage status of a contents has been collected within a certain period of time, which is actually used
at a specific site and the behavior patterns of a user based on data mining technique which has been
analyzed. The main variable deciding a user's pattern has been analyzed and the user has been
clustering according to the result. A single-host based on anomaly detection model was designed by
techniques of K-Means and Self-Organizing Maps being used for clustering. This model detects a case
where a specific user deviates the existing result of clustering in comparison of the result of experiment
as anomaly. The content usage pattern of a user was utilized for the designed detection model while the
existing detection model of anomaly was established through analysis of usage pattern of command or
data packet. In this study, it is to discuss data mining-based anomaly detection model in which couldn't
be solved out by the existing method, detection of a user’s intentional exposure of information, and the
result of the experiment.
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Figure 1. Hacking type and cases
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- Update Profile or
Audit Data _> Rules _> Attack State
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Figure 2. General type of anomaly detection system
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sy | A a
Emp_ID Character A-8-4+ D
Content_type_1 Decimal 71&R A
Content_type_2 Decimal INktA
Content_type_3 Decimal TEEE
Content_type_4 Decimal A F
Content_type_5 Decimal &3
Content_type_6 Decimal Al = 76
Content_type_7 Decimal A= FF/7
Content_type_8 Decimal A= F78
Product_code_1 Decimal Memory## 718l =
Product_code_2 Decimal A Project & Hdl=
Product_code_3 Decimal LSl #4 Aul=
Technical_code_1 Decimal Design## 7del=
Technical_code_2 Decimal Process 7]« ZEl=
Technical_code_3 Decimal =z 7l& Ad=
Technical_code_4 Decimal H2E 7% 7Au=
Technical_code_5 Decimal TE e Hd=
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Figure 4. Contents type in dataset
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Figure 11. IF-THEN logical expression(K-means)

Al

o=

48 A 24 e ERY

o
ofN
o oo
%

o

ol ofN

i
>
oo
ol
ol
2
>
ot
=,
©
o
o
iy
v}
[
o

dlo|E7F drhy A=A AEES

& dojele A& dHolE AEJ
A D 5 AFE dHolH A% 37
te] dHolHA FA9E 100 &

bl
e oo ot
W
= o
N oxo

oo & orlr ofN op T
o
e
9‘1[
®
>

28] dHelert A%
£ A7) el oAHA
22 Agsto] Adata, vAY P9l
2 WAsto 7]E AHEA b
ol HHE JHAEE etk dE
ol DRAMAIES Test7| &3 #dd 7|«
Z 2y Ag2 dolHE LSAEY
HE 238t WEoE WAsT
, Sl tisiA = K-means 98%,
SOM 95%=, v1474 9= K-means 9} SOM EF
100% AL F UAAKE 2.

Hr
—_
(]
o
O_AN_, oL

e e o

rE e 49
o ox rid I

=

©

0

i

o2

Lo

e
=
2
mlm l">"
Nl

i
R
ri
bl

2
o
o Ry
A=)

® 2 2¢2HY 4587}

Table 2. Clustering result validation

T A olel [AA/ZLR]| T2 &

A K—means 10071 98/2 98%

39

SOM 100 A 95/5 95%
W) 4 A} K—means 10071 100/0 100%

39

SOM 100 A 100/0 100%
5.4 &

Ay A3}E oo, AFH AHEAY] wHGF
Ql P9= FY2HA g3 FAE F e &
AT deH, AHAA Pl o AGe
f7te] oAt MY E Hol AHA PAE wBY
49l g9z BoE & 9ee I,

vl HE AA TS tolHE dste
0| 14 oo, AR B U3 A

SAoll 27t AR AFZo] flof HolE &H7F 27}
A7 UF AREATE 71E9 A2 AR HE
& Hofutd ALt A3s AAZ 7P ol
= wEoA dgstglon, ol A7 @A A
o shAley Auzle ZNk 7 HolHE A4
& ARE & o, dA AN FAgle] A2
&5 AS AeE o

2 =wdAe 7Isdel T8 A At HE
7] A WHoE YR ASE ASAY HAA

wol A% B9 A ZUe AL
a2 gl B2 A8A AHE AXE] 9



Journal of Knowledge Information Technology and Systems(JKITS), Vol. 10, No. 4, pp. 465~473, August 2015

7k 7bsstte 2R AT

o iy
i
_0|L
N
do
sL
e
Yy

>
O
re
-
©
u)
=)
flo
>

References

[1T S. Noel, D. Wijesekera, and C. Youman,
Modern intrusion detection, data mining,
and degrees of attack guilt, in applications
of data mining, In Computer Security
Kluwer Academic Publisher, Boston, 2002.

[2] Klaus Julisch. Data mining for intrusion
detection: A critical review, In Applications
of Data Mining in Computer Security.
Kluwer Academic Publisher, Boston, 2002.

[3] JF. Roddick, and B. G. Lees, Paradigms
for spatial and spatio-temporal data mining,
geographic data mining and knowledge
discovery, Taylor and Francis, London,
2001.

[4] J.P Anderson, Computer security threat
monitoring  and  surveillance,  Technical
report, James P Anderson. Washington,
1980.

[5] Steven E Smaha, Haystack: An intrusion
detection  system, In Fourth Aerospace
Computer Security Applications Conference,
pp. 37-44, 1988.

[6] Kumar,

detection of computer intrusions. Diss.

Sandeep, Classification and

Purdue University, 1995.

[71 R. Schalfoff, Pattern recognition-statistical,

structural and neural approach, John Wiley

& Sons, 1992.

[8] R. Agrawal, T. Imielinski, and A. Swami,
Database mining: A performance
perspective, IEEE Transactions on

Knowledge and Data Engineering, Special
issue on Learning and Discovery in
Knowledge-Based  Databases, 9(6), pp.
914-925, 1993.

[91 J. Han, and M. Kamber. Data mining:
concepts and techniques, Morgan Kaufmann,
2000.

[10] J.F. Roddick, and M. Spiliopoulou, A4
bibliography of temporal, spatial and
spatio-temporal  data  mining  research”,
SIGKDD Explorations 1, pp. 34-38, 1999.

dlolEjmtelld ZIvt EABEAI2F AR
v 3RS EAe B AT

%

JRZRE ] FE4, =gd B A
AN2"lE gAY ARE vgoﬁlﬂlL PF> o
& gt gA7 sbesid, A" AAAY
A9 o5d AR £2 YYS ELX]o}“ AL otk

A AAE 8t BAREALE AL dF
494 713t FREA AR A2 A HEE b
olH mold 7|H& Agate] A8 Al~El AME
W& AFste 8 W4E BAs T we A
SAE FY2HPRET. FH2HP L K-means &
SOM 7I1H& AHgston, Ads Tt FH2EHT
Ao} wuste B4 AR 71E FE2HEY A
S5 Holg A, olE HAAA Y= GA G}

i of

o
J_>.i offt I‘HW

OfDoZi_B.

>~

].

rlo

m[o £

- 472 -



Journal of Knowledge Information Technology and Systems(JKITS), Vol. 10, No. 4, pp. 465~473, August 2015

Y T2E 7|uke| I A9 gA md& dAs
At & ATE Foto] 712 HozRE AET ¢
AN FGAA gAY 2 AH fEE B
A P9 =

Hyun-Song Jang received

the B.S. from the

Sungkyunkwan University,

- and M.S. in  computer

science from the Hanyang

d‘ University. He is currently

pursuing the Ph.D. in business administration at

the Seoul School of Integrated Sciences &

Technologies. He has been designing and

establishing various information system for

semiconductor, silicon wafer and LCD/OLED
business.

E-mail address: hyunsong.jang@stud.assist.ac.kr

- 473 -



