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ABSTRACT

The big data is typically collect a large amount of information. It is processed of receiving a service
and is based on a cloud computing environment. These environments are easily exposed to illegal
accesses, which use IP Spoofing compared to that of a single system. In this study traceback information
is used to identify normal users in order to response to illegal accesses in a cloud computing
environment. Then, services are provided after the identification process for the normal access frequency
of users by comparing it with access failure information within a specific time. If there exists
mismatches in traceback information or the access failure information exceeds a critical value, the access
will be identified as an illegal access. Then, the access is immediately interrupted and is recorded as
illegal access information. In addition, as an access that is attempted at an unexpected location, which is
not registered in the existing user traceback information due to movements of normal users, is presented,
the data will be provided after encrypting it for responding illegal accesses due to leaks of OTP. The
model presented in this study is safe for authorized users against illegal accesses, which use IP Spoofing
in a cloud computing based big data collecting environment, and improves service availabilities.
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Figure 1. IP Spoofing process
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Figure 2. Cross-service cooperation model
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Figure 9. Receiving encrypted data in a client
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