= Joumal of Knowledge Information Technology and Systems

ISSN 1975-7700

KITS http://www kkits.or.kr

A Method for Detecting Unauthorized Intermet Access Node in
Private Financial Network

Hyung-Jin Cho', Eunjin Kin’, Huy Kang Kim®

lDepartment of Financial Security, School of Information Security, Korea University
2Department of International Industrial Information, Kyonggi University
*School of Information Security, Korea University

ABSTRACT

Recently, many companies make efforts to enhance security to detect and prevent an APT(Advanced
Persistent Treat) attack that mainly target on the companies' PC devices. Most global companies run
several branch offices that have numerous PC devices, but they are not easily controlled by a central
security policy. Although security policies enforce to prevent unauthorized internet access, there are
various detour techniques such as using tethering, open VPN or RogueAP. If a company fails to control
all end user's PC devices, this can threaten the company's overall security. Especially, this can be the
most critical problem in finance business domain. In this paper, we introduce a method to detect
unauthorized internet access node in the closed private network. We conduct this method to find out the
unauthorized nodes against the security policy. We deploy this detection method in the real network of
a finance company in South Korea. As a result, we can classify several types of unauthorized nodes,
and improve the detection techniques.
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Table 2. Incident Types Happened in Finance Companies
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Figure 1. Typical Attack Path that Aims at Finance Companies
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Figure 2. Network Diagram of Unauthorized PC Detection
System
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Table 6. The Type of Unauthorized Node(PC) in Finance
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Figure 3. Overview of the Proposed System
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hSocket = socket(PF_INET, SOCK_STREAN, 0);
if (hSocket = TNVALID_SOCKET)
Errortandling("hSocket() error!");

memset(&servAddr 0, sizeof(servAddr));
servAddr. sin famlly AF_INET;

servAddr. sin_addr.s_addr = inet_addr(host);
servAddr. sin_port = htons(atoi(port));

if (connect(hSocket, (SOCKADDR *)&servAddr sizeof (serviddr)) = SOCKET_ERROR)
Errorfandling(" cnnnect() error!");

D_RQ("POST ");
D_RQ(uri);
DRQ( HTTP/1.1\r\n");
D_RQ("Accept: text/htnl, apphcatlon/xhtml+)( X-XNIL, #/A\r\n");
SEND_RQ( "Accept-Language: fo-fR\r\n'):
SEND_RQ("User-Agent: Mozilla/5.0 (Mindows NT 6.1; Trident/7.8; v:11.0) like Gecko\r\n");|

SEN
SEN
SEN
SEN

char *encode_data = NULL;
size t encode size = 0;
encode_data = base64_encode(xor_data, idx, Sencode size);

char content_header| 1 @u]
sprintf(content_header, "Content-Length: %d\r\n", encode_size + 7);
SEND_RQ(content_f header;

Figure 5. Sending the gathered node information
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SEND_RQ("DATA="):

int i’

for(l =0:; i { encode size; i++) {
char *chr = &encode datalil:
send(hSocket, chr, 1, 0);

SEND_RQ(™\r\n");

recv(hSocket, encode data, 1024, @):

closesocket(hSocket):
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Figure 6. Transmission via POST method
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Svalid ip = array("14] T, T, 4] ]","1.] 1)
Seip = $_SERVER[ "RENOTE_ADDR"];
for (§1 = 9; $1 ¢ sizeof(fvalid ip); $i+) {
if (strpos($valic ip[$i], Seip) 1= false) {
exit(6);

% 7. 39 IP Address 239 fEA AF
Figure 7. Validation of the Public IP address setting
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$decText = baseb4 decode($getData);

$cvtDecText = iconv("cp949”, “utf-8", $decText);
//echo strlen($decText);

$encText = basebd encode(§decText);

$cvtDecText = str_replace(array("\r\n","\r","\n"), "\n", $cvtDecText);
//echo $cvtDecText;

$lines = explode("\n", $cvtDecText);

$1ineNum = sizeof ($lines);

$iip = "0.0.0.0";

for ($i=0; $i ¢= $lineNum; $i++) {
//echo $lines[$i] . "br)";
$pos = strpos($lines[$i], “(7]2 HH)");
if ($pos 1= false) {
//echo $lines[$i] . "br)";
$pos2 = strpos(§lines[$i], "IPv4 FA");
if ($pos2 != false) {
//echo $lines[$i] . "br)";
// filter 27} OJ&l
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Figure 8. Match for the Collected IP address Information for
Each Node
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$conn = mysql_connect ({f g ]);
nysql_select db($ninzagw, $conn);

Squery = "select idx, eip, iip, data, version from nzclient order by desc"
$result = mysql_query(Ssql, $conn);

echo "(table width=100% border=1 cellpadding=1 cellspacing=8)";
uhile($row=mysquetchfarray(ﬂiresult)g

echo "tr)";

echo "(td boder=1)";
echo $rou(idx);
echo "{/td)";

echo "(td boder=1)";
echo $rou(date);
echo "{/td)";

echo "(td boder=1)";
echo $rou(eip);

echo "¢/td)";

echo "(td boder=1)";
echo $row(iip);

echo "¢/td)";

echo "(td boder=1)";
echo $row(version);
echo "(/td)";
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Figure 9. Printing the Collected Node’s Information
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$query = "select data from nzclient where idx = $idx";
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$decText = base64 decode($row[datal);
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Figure 10. Saving the Collected Information in the
Database
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Figure 12. Result of Experiment (1st Stage)
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