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ABSTRACT

Complaints among users have increased because of insufficient explanation about safeguard and forced
use of safeguard. Someone has said that Internet banking safeguard(hereafter safeguard) is unnecessary
because large-scale Internet banking fraud has happened continuously although financial companies have
taken complaints among users lying down. But this is a misconception that people try to couple
inconvenience caused by ActiveX with use of safeguard. We should judge necessity of respectively
safeguard based on objective capacity and interrelation, as opposed to safeguard is unnecessary because
of inconvenience. Therefore in this paper we analyzed and evaluated existing domestic safeguard’s
necessity based on PDR matrix namely, information security lifecycle which is classified Prevention,
Detection, Response and six of Internet banking threats(account theft, public certificate snatch, malware
infection, input data modification, input data snatch, phishing/pharming). This made us identify four
overlapped sections and two empty sections of safeguard and know that all safeguards are certainly
necessary except graphic authentication in P section of account theft and phishing/pharming, phishing
prevention program in P section of phishing/pharming in case of overlapped section by evaluating their
capacity. But we recognized a gap between the findings of our research and user’s thought by surveying
Internet banking users. So we proposed three ways to narrow the gap such as giving specific
information regarding Internet banking threat and safeguard to user, giving information considered user’s
level to user, guaranteeing user’s a choice regarding use of safeguard.
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Figure 1. Damage to Internet banking by major country
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Table 5. The current state of introduction domestic Internet banking safeguard
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Table 6. The product list of related safeguard by Internet banking threat
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Table 7. The classification of related safeguard by Internet banking threat
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Table 12. The current state of Internet banking safeguard described using PDR matrix
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Table 14. Associative relations between threats
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% 15 AU L 71w A =& safeguard H7F
Table 15. The evaluation of safeguards related to account theft based scenario
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Table 16. The example of combination of safeguards related to account theft's prevention section by transaction type
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Table 17. The evaluation of safeguards related to input data snatch based scenario

Scenario pareguard Z1HE K 227 1Y ARE oy g%
Hardware Keylogger X - -
Software User Level A _ B
Keylogger Kernel Level A _ C
Screen Capture A A A

¥ 4" g3 Fa dd 7 4
2) Kernel Level :

Hooking, VKD Hooking

1) User Level : SubClassing, MessageHooking, API Hooking, BHO Disclosure, Screen Capture
- PS/2 : Port Scanning, IDT Hooking, H/W Breakpoint using Debug IDT Hooking, Filter and Service Callbank
- USB : USB Bus Drivers Hooking, USB Bus Drivers Upper Filter, USB Hub Drivers (or Usbccgp Drivers) Lower

Filter, USB Hub Drivers (or Usbccgp Drivers) Hooking, USB Hub Drivers (or Usbccgp Drivers) Upper Filter,
HIDUsb Drivers Lower Filter, HIDUsb Drivers Hooking, HIDUsb Drivers Upper Filter, VKD Hooking

18 =GAA 76t 48 7 €3 safeguard B 7}
Table 18. The evaluation of safeguards related to input data snatch based operation system

Scenario Safeguard | o)y e pg e o9 M AR Q99 Az
Windows O 0 O
Linux X (0] (0]
Mac X O O

19 9 BHeEbeA 7k " # €3 safeguard 7}
Table 19. The evaluation of safeguards related to input data snatch based web browser

Web Broweer Safeguard | )y e nor mz g g Ane Qa1 9%
Internet Explorer @) @) o)
Chrome X @) o)
Firefox X o) 0)
Opera X O 0
Edge X O O
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* 20. Azl 719k 3 A4/5t7 safeguard 7t (1)
Table 20. The evaluation of safeguards related to phishing/pharming based scenario (1)

Scenario areguard j;i;faj 7§l URL FNel o] | = EV SSL
hosts W= VAN 0 0 0
hosts.ics = A 0 0 0
iframe 4+ A ) ) )
VPN Ed 9 A 0 0 0
DNS ¥z A 0 0 0
wEe Wz A 0 0 0
7 Wz A 0 0 0
® 21 v 2 719k 3 4/3t7 safeguard B7F (2)
Table 21. The evaluation of safeguards related to phishing/oharming based scenario (2)
Scenario s r.iié;;:? 7H<d URL A<D elelA EV SSL
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