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ABSTRACT

The number of data is increasing due to develop of Internet, smart devices and IT sector. In other
words, the explosive development of the IT field, the number of structured and unstructured data is
increasing in geometrical. In addition, problem of numerous security threats was found. It is becoming
intelligent and enhanced. An accident such as a large-scale system failures and large amounts of
personal information leakage is caused by external hacking. Especially, the attack such as APT
(Advanced Persistent Threat) to aim at a specific target is increasing. There are many companies and
organizations to arrange countermeasures to respond to these attacks. Also, according to this trend,
importance and analysis technology of Big Data is developing. But, security technology is showing a
low level relatively. To study the techniques that can effectively respond to the attack by unknown
cyber threats such as APT attack from a clear understanding of existing security with a focus on
defense against attacks based on known APT attacks. And service development possible attack response
services are desperately needed. In this paper, we list about definition and technique of Big Data in IT
field buzzword. Also, we will research about security threat and security response technology.
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Figure 1. Attack step of Advanced Persistent Threat
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