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ABSTRACT

In the past, most of the existing password authentication schemes are based on a single server
environment which are inadequate for the multi-server environments. But recently, researches have been
performed focusing on the remote user authentication scheme by password and bio-metric data in a
multi-server environment. The following study analyzes weaknesses in user Authentication schemes in
multiple server environments as suggested by Mishra et al’.s. Over the years, various identifier and
password based schemes for multiple server environments have been suggested. However, they have been
found of password guessing or dictionary attack based vulnerabilities. In order to overcome such
weaknesses, there's been many papers since then that suggested various multiple server verification
schemes that utilize biometric data for use in multiple server environments and distributed networks. In
order to prevent weaknesses in Mishra et al's scheme and Chuang et al'.s scheme, the user verification
parameter h(PSK) was utilized to improve upon the weaknesses. However, Mishra et al'.s scheme is
vulnerable to user/server spoof attack, denial of service attack, impersonation attack, and
man-in-the-middle attack. The following study analyzes C&C scheme and improves it, in order to
reanalyze and compare weaknesses and problems to Mishra et al'.s scheme.
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Table 1. Summary of the major characteristics and drawbacks
of existing multi-server authentication schemes

Scheme Characteristics Drawbacks
Juang W. S. SC, HF NA

Tsai J. L. HF NA

Liao and Wang HF SSA, UMA
Yang and Yang DLP, HF PIA

Yoon and Yoo ECC PIA, SSA, PGA
Chuang and Chang HF IA, SSA, MMA

SC:Symmetric ~ Cryptosystem, HF:Hash Function, NA:No Anonymity,
SSA:Stolen  Smart  card  Attack, UMA:User Masquerade  Attack,
DLP:Descrete logarithm Problem, PIA:Privileged Insider Attack, ECC:
Elliptic  Curve  Cryptography, IA:Impersonation Attack, SSA:Server
Spoofing Attack, MMA:Man-in-the-Middle-Attack
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Figure 1. Architecture of a Multi-Server Authentication System
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Table 2. Notations used in this paper
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Figure 3. Login and Authentication Phase
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Table 3. The Reanalysis result of security properties

security C&C scheme MlShr? e't afl.s Mishra et al'.s fReal\I}Fb}leS resti'lt
components analysis reanalysis tor scheme analysis or Mishra et al.s
C&C scheme scheme
_Re315t server Yes No Yes No
umpersonation
-ReSISt user Yes No Yes No
impersonation
Resist masquerade _ _ _
attack No
Resist man—in—the
—middle attack Yes No Yes No
Resist DoS attack - No Yes No
Resist stolen smart Yes No Yes Yes
card attack
User anonymity Yes Yes Yes No
Resist reply attack Yes Yes Yes No
Mutual authentication Yes Yes Yes Yes
Session key agreement Yes Yes Yes Yes
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