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ABSTRACT

In the age of fourth industrial revolution, convergence in various industries is inevitable. The
convergence of the aviation industry and the IT industry sector is rapidly moving into one of the major
industries and technologies to facilitate international standardization efforts. In this paper, for stable
operation of the drone, analyzed vulnerability through various types of reported accidents and propose
requirements for the necessary security requirements. Conventional use methods, such as spoofing and
jamming attack, which are used to examine the frequency bands, have proven that they are no longer
able to secure GPS safely. And in this paper, limited to low-cost industrial drone operation, suggesting
a new set of algorithms that take account of the operational goals of the drone. The proposed algorithm
improved reliability by suggesting a technique for separating data collected by the external data required
for navigation and by the captured data. Further, it has increased stability compared to costs, resulting
in a double security structure that lets them distinguish against wrong signals that has open the
corresponding network only when needed and the random values depending on time. The algorithm
presented in this paper does not significantly change the existing hardware and most processes operated
by software, expect that will contribute to the efficient operation of low-cost industry drone.
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Figure 1. Drone market scale prediction(Defence Industry)
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