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ABSTRACT

With the development of the mobile environment, it has become more common to access dynamic
XML data regardless of location and time. As the application areas of XML are gradually expanding,
the security issue of XML has become a major concern. XML is an important tool for storing and
exchanging data. It also plays an important role in systems and web applications on the Internet.
However, XML is just a language, so the security of the application can not be guaranteed. There are
also problems such as permission to access resources, authentication, security enhancement and privacy
protection. XML should be used to support access because protection can not be guaranteed due to
some functions of the data while using the existing access uniquely. As this makes XML data
increasingly complex, there is a growing demand for a secure access policy for data. Therefore, it is
difficult to apply the existing access policy. The requirements of access in XML need to be integrated
with Web technology support, transparency, fine access control, and existing user authorization
techniques. In this paper, we propose a secure query processing technique for efficiently accessing large
capacity XML data resources. We also analyze the existing problems and present experimental results
through practical and important techniques and performance evaluation. Finally, we describe the direction
of future research through secure XML access policy.
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Figure 1. Access Policy in Mobile Environment
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18 DOM Tree, RQ: User_requester,
AP: Authorization Policy
=% DOM Tree
for each ¢ & children(T.root) do
if c.parent.type in(L, R, LDH, LD) then
[ L. A%}, R: A7 AZH o, LDH: 22
st @3Fo], LD: 27)n} FFA AA ¥/
if Aut.dtd N xmlxas == @ then
/* xas(xml access sheet) */
c.label«—c.parent.label
else
c.label«—decision_rule
(c.p.label, ap.auth.dtd, ap.xml.xas)
fi
else if ap.aut.dtd N ap.xml.xas == @ then
c.label«<—default()
else
c.label«—decision_rule(ap.auth.dtd, ap.xml.xas)
fi fi od
292 38 42 2uad
Figure 2. Conflict Resolution Algorithm
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Query XPath[18]
Q1 | /site/people/person/homepage

Q2 [sitefincrease

Q3 | /site/people/person/phone
Q4 | /site/emailaddress
Q5 | /site/people/person/education

19 3 A9 9
Figure 3. Query Example
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