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ABSTRACT

TDL provides common situation awareness and simultaneous decision making power through real-time
and near real-time information sharing to all warfighters. Accordingly, The ROK forces, which have to
carry out various operational missions, make various efforts to acquire TDL for joint and combined
operations in various weapons systems such as command post, ship, airplane, tanks, and etc. However, it
takes a lot of money to acquire such ability. Accordingly, there is a need for an alternative for
minimizing the cost increase and improving the TDL operation capability in the existing operation. In
this paper, we propose an alternative method to expand the TDL through logical subnet configuration
using ARIA encryption technology instead of adding individual network through the acquisition of new
equipment. The proposed logical subnet configuration method shows that various logical subnets can be
configured for each group on the TDL sharing information in the existing broadcast network. Through
the system implementation, we confirmed the validity and feasibility of the technique. In the future,
based on this paper, it is expected that further study on the ROK TDL subnet operation method and the
performance improvement of each weapon system platform. Through these studies, we hope to contribute
to the improvement of ROK military mission performance and economic military operation.
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Table 1. Tactical Data Link Operation Status of Each Country

Nation Link-11/16/22, VMF ETC
USA  |Link-16 [Link-11/11B| Link-22 | VMF CEC, TTNT, CDL
CDL, STDL, IBS,

England |Link-16| Link-11 |Link-22|VMF BOWMAN. HeATS

France |Link-16| Link-11 |[Link-22 Link X, Link Y
1JMS, Link-1

Turkey |Link-16 [Link-11/11B| Link-22

Sweden |Link-16| Link-11 |Link-22|VMF| OPTASK Link, TADCOM

Norway |Link-16 [Link-11/11B| Link-1

; : ; HDL, SATCOM,
letherlands| Link-16 [Link-11/11B Link-22 EUROGRID TCDL, CDL
Australia |Link-16| Link-11 VMF TCDL, Link-1

Canada |Link-16| Link-11 |Link-22
Denmark |Link-16
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Table 2. Status and Plan of TDL by ROK Weapon System

KOREAN TDL US/NATO TDL
[Weapon system
Link-K | KVMF ISDL | Link-16 | Link-11
Command &
Control A o o o
Army
Surveillance & AN
Reconnaissance
Maneuver VAN
Warship N O O O
Aircraft A A O O
Firepower AN
Protect VAN

Legend : A Planning O Operation

Data Link Processor Data Link Terminal Communication
Host Computer H ©Lp) H (Terminal) H equipment

a9 1 AedolHyga dwk 74
Figure 1. General Configuration of Tactical Data Link
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T3 453 73
Table 3. Type of Security

Type Type of Security

MSEC Encryption of Message Data

Encryption of Waveform:

o Jitter
TSEC ¢ Pseudorandom noise

¢ Frequency-hopping pattern
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Figure 2. ARIA 16x16 Diffusion layer
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Figure 4. Existing tactical data link operation method
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Figure 6. General Configuration of Tactical Data Links

3.4 787 A4 2 WA S48 2eEs

[

B2 o3 41 Z2 ARIAY FHEHE 1§
AN¢s7) AR 1FEE 1F9 IFHE
(Group Numben& A A3kl ¢ 9 ¥ s (Random
Number)9} wE}A =2 FHEOR : Exclusive OR)L.
Z 23t 2F 715 A8E dedolHHE A
B AA ARG A g} =EHE WjEso,
dlolH 83 A7y ABY 453t SW BE
A E&EE g

Message TX Process (DLP) Message RX Process (DLP)

Tactical DataLinks
(Non-ciphertext)

l

Encyption | +— GroupKey <«

|

Tactical Data Link message
TX (ciphertext)

Tatical Dtalinkmessage
(Non-ciphertext)

|

— GroupKey —» Decryption

l

Tactical Data Link message
RX (ciphertext)

|

39 7. =84 AN GastE AR 54 A
Figure 7. Transmitting and receiving encrypted messages on

logical subnets
AedolHda o =E5e (Id" DA
He wkep Zo] HE WAAE dolgda A
W ABEY gsd SW RES o] 43t HAA

2 gusted £280, £4 xEqHE £Y
98 3870 B 448 ¢Es gAAd o
3 wacﬂ 258 $4L AH WAAES 9
3 9% Qs ge g o
g ?ﬂle-ﬂ Ae Bz And g 6AA
2 AL £ QA 99 oo B WAA ¢35
32 23 w24 A8y 740 Msal B

B AdAE 187 A4 A gt

T Qg Z9 ARIAGA AHES 5 9
Ag =
3

ok
v

li

=
[¢]3
o
b3l
&

I

%7
1o Fdst o &

o

ry m\ru rr

ofr
o

2] 4

2

AZEY
83 255 A3 e 39
74 54 e

a3y,

41 1§77 A SW

027 WA SWE ALATF AR 1ENE
o JogHEE &gt 1FINE AT o
g, ARIA 43 ZEJGA g 1892 AL 7}
TIES AA @ o 2ol AAsA
o =¥ 77] 128 HIE
e 7] 37] 1192 ME
o 2= 7] A7) : 128 ¥

¥ 4 léﬂi klx} 71-
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