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ABSTRACT

Nowadays, intelligence communications technology is developing rapidly in a cloud computing
environment with big data services. With the change of the network environment, the protection function
for increasing information exchange process on the Internet and important intelligence materials needs to
be further developed. Intelligence protection based on the internet has OTP authentication and encryption
technology for network for the detection technology with non-normal general access. But the weaknesses
of these technologies are being discovered in a variety of attack technologies. In particular, attackers with
high-end illegal access technologies frequently try IP spoofing attacks. That is, it uses the cloud hosting
intelligence that can build mutual trust to constantly try increase the trust relationship in the cloud
service environment by illegal attacks. In order to improve the accessibility of information service in the
cloud computing environment, this study analyzes the traceback information by using the Euclidean
distance law in mathematics. In this study, the IP value of each hop is dually grouped, and the
Euclidean distance is calculated by the two sets of coordinates. The chart changes composed of these
datas are then calculated. Then the study will analyze and change the appropriate information for OTP
authentication or encryption, and then obtain information to reduce the implementation process of OTP
authentication.
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Figure 1. A process of IP Spoofing
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Figure 2. A processing of user Authentication in the
proposed model
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Figure 4. Results—2 of traceback information

g P, <O DY EFolx W AR A}E
2d, P4A AEAE FUT PE ol§F A2
o] MAGAT BAA EASE B9 P} FY

==

4 gt 4% ¢ 4 Utk o] A% B £E
f2ee 7o AAR B4 19LE Fael §
A% AFE Kol7] el OTPE BAATIA o
1 AN AE FYRES B

17 D Edlz W JuE o)gdel A

ZEEY PE Au FEZ Vehd Aol

2

» 203,255

20, 236 2

95 1P AE o] &3 A &
Figure 5. Two sets of coordinates Based IP

<Id 62 Edolx W HHZ o] §ato
gE AgE A ghol tig zolnh

o
iy

HOPH = 1 iz bl Y2 |[Fuclidean distance.1

1 203 3| @89 1 323. 289
2 203 63] 255 23 265, 258
3 210 8] 216] 121 223,224
4 1 T2 213 3T 189. 781
] 1] 1501 213 jak-] 207,212
6 1) 146 208] 141 158, 731
7 1) 148 213 29 235. 810
3 1) 107 208] 177 110, 440
2 1) 107 208 e 167. 738
10 1) 151| 208 222 150, 652
11 116 67 a] 102 113.159
12 116 67 0] 190 196. 217
13 ki 2 52| 184 149.412
14 V2 2 52 189 153, 847
15 T2 4 G2 122 97. 591

HOPH 3= Il j¢] 71 Y2 |Fuclidean distance.2

1 203 3] 285 1 323. 289
2 203 63 285 25 269, 258
3 210 8 216] 121 223.224
4 1 T2 213 ar 189, 781
] 1) 150 213 o] 207.212
6 1) 146 208] 141 155, 731
7 1] 148 213 29 235. 510
8 1) 107| 208] 173 111.629
9 1] 107 208 i1 167, 738
10 1) 151| 208] 222 150, 652
11 118 87 0] 102 113.159%
12 116 67 Q] 190 196, 217
13 Ve 2 92 184 149.412
14 T2 2 G2 189 153. 847
15 72 4 52| 122 o7, 591

a9 6. fZE= A At 34
Figure 6. Euclidean distance calculation process

- 741 -



Journal of Knowledge Information Technology and Systems(JKITS), Vol. 12, No. 5, pp.737-745, October 2017

A e g Do 7Esk fEFYs A
HE g ALE B3t =¥ a2 zot,

33 7. fEdC A & 2Pz
Figure 7. Graph-1 of Euclidean distance numerical

values

<Ad 82 I8 Hof 7w F2d A
 ANE T 2FF T zolh.

--- ERUANTER

a9 8 fEEs A # 1¥= 2
Figure 8. Graph-2 of Euclidean distance numerical
values

—— Eucisenn dstnce 1 —— Eudidesn dtnce2e ¢+« BFLAANLee1 - - - FELAA e

110.440

39 9. YAA &4 1=
Figure 9. Threshold analysis graph

- 742

" 9> frEdE A @& AdE 53
%9 Y D <ad & T A
e Jgzoty <ad Do FZE¢ A
8WA A ZEo ZolE HolAT JAA
e Fag 18 ZdE 1 o5 AY B
A geth 3D o] AL OTPE BHAA Y

B3 An2E £33
FHNE Atk

<3q 1002 Efol~ ¥ HH7} %‘i ’5‘le &
N

EVR
O o rlo S b

o

N
o
=
o2
}0{'
ot
=
ol
ofrt
o rulo o

HoPH = | %1 | %2 | Y1 | Y2 |Mnclidean distance.3
1 203 3| 255 1 323. 289
2 112 208 174 1 198. 338
3 112| 206 174] 63 145, 454
4 112 43) 174 14 171, 936
5 112| 84| 174 226 59, 055
] 129 3] 200 69 217. 720
7 129 2| 280 11 270, 647
B 129 2| 2s0| 97 198, 842
9 129 2| 2h0l 125 178. 197
10 129 5| 250 249 124, 004
11 203 254 131] 138 51. 478
12 103 45) 235 ] 236, 231
13 72 2| 52| 184 149,412
14 T2 2 52) 189 153. 847
15 72 4| &2 122 97. 591

I3 10, Ao|3 AR AR 7)uet 2T Ay A A
Figure 10. Euclidean distance calculation process based on
different routing information

Euclidean distance 1 Euclidean distance.3 BEYANGPegLeeeees BRYAN TS

323280
~~~~~~ 303289

59.059

I3 1. <2P6>, <2 10> 7k YA B a¥=
Figure 11. Threshold analysis graph based on <Fig. 6> and
<Fig. 10>



Journal of Knowledge Information Technology and Systems(JKITS), Vol. 12, No. 5, pp.737-745, October 2017

a3 1D f29= A & AdE 53
H ¥ o3 <ag 109 79 245
2 FHAR Aot <TF 6o o 1
© Edfolx W AH7L A3 YA ALY
BE AEI} Aolsttgte AR M =3E
a8 P9k o] OTPE TASHA Y=t 1
—L-.]]o]/\ W AR} Aoldt ALI)E A
[ 3k Hlw o] §7] ol
o]f‘& AZ ARy} 859 OTP
A e EE 2T + Uk

HHNA
[

[ == i1
[
=

iin)
N

©

o 2 o on

m{m

(2
ox
>
N
g

O

A o R
S o
I
o X

iy
AU
L
re

o
>

M
4
ofo o rlo 4
flo 1>
rlo
{m
=

oxl

ox ©
rE 2 oo
(E e

ol
-

=2
o >

oXx.

>
ofr
-

e
@]
H
o
R/ e
o=
flo
AN
)
2
to
re
Rl
>
=)
[
AN
N

= OIEM OTP #tt e
Zeot Ag AMEE o] &8tk of%
6}04 Egol2~ W HAqN = Tts
9 IP ARE FZt AP AR

L/\g%

offt

dAA dveE 4 Tz AREH e
AA ARE o] &ste] AYTE A OTP T4

O

1

254

mu b

§Th T o] HAA TS

A= oA

References

(1]

(2]

(5]

Telecommunication Technology Association
2008. Botnat trend and respond technology
present, TTA Journal, 118(Special Report) :
pp. 58-65.
J. z. Li,
aspectt of big data -

and X. M. Liu, 4n important
Data usability, school
of computer science and technology, Harbin
Institute of Technology, Harbin 15000 1,

pp. 1147-1162, 2013.

R-W. Huang, X-L. Gui, S. Yu, and W.
Zhuang, Privacy-preserving ~ computable
encryption scheme of cloud computing,

Chinese Journal of Computers, Vol. 34, No.
12, pp. 2391-2402, 2011.

A. Lee, Guideline for
Cryptography in the Federal Government.
Nist SP 800-21.112, 1999.

S. Gueron,

Implementing

Advanced encryption standard
(AES) instructions set. White paper of Inter,
2008.
X-F. Meng, and X-B. Ci, Data management
Concepts, and
School
of China,
2013.

J. H. Sun, and K. J. Kim, Cloud computing

techniques challenges,

of Information, Renmin University

Beijing 100872, pp. 146-169,

in the vulerability analysis for personal



[10]

[13]

Journal of Knowledge Information Technology and Systems(JKITS), Vol. 12, No. 5, pp.737-745, October 2017

information security, Journal of Information
and Security, Vol. 10, No. 4, pp. 77-82,
2010.

H-D. Lee, H-T. Ha, H-C Baek, C-G. Kim,
and S-B. Kim, Efficient

defence model against IP spoofing attack

detction and

through  cooperation of trusted hosts,

Journal of the Korea Institute of
Information and Communication Engineering,
Vol. 24, No. 12, pp. 2649-2656, 2012.

Y-T. Mu, H-C. Baek, J-Y. Choi, W-C.
Jeong, and S-B. Kim, A4 Proposal of a
defence model for the

collection using trace back information in

abnormal  data

big data environments, Journal of the Korea
Institute of Information and Communication
Engineering, Vol. 10, No. 2, pp. 153-162,
2015.

J. Heo, Detecting abnormal SIP (Session
Initiation Protocol) traffic using statistical
distribution estimation. Journal of KISS
Software and Applications Vol. 38, No. 11,
pp. 606-612, Nov. 2011.

Y. H. Shin,

A Research on

G. H Lim, and E. G. Im,
the possibility of ARP
spoofing attack in SCADA System Based on
TCP/IP  environment.
journal, Vol. 9, No. 3, pp. 9-17, 2009.

Convergence security

M-H Kim, H-C Beak, S-W Hong, and J-H
Park, An Encrypted Service Data Model

for Using lllegal

Government Civil Affairs Service under Big

Applications  of  the
Data Environments, security
journal, Vol. 15, No. 7, pp. 31-38, 2015.

W. C. Hong, K. W. Lee, S. J. Kim, and D.
H. Won, Vulnerabilities andlysis of the OTP
DOI;

Convergence

implemented on a PC,
10.3745/KIPSTC. 2010.17C.4.361.

[14] S. Li, and S.

3-dimensional

G. Kang,

cross-lattice

Design  of
signal
constellations with increased compactness,

Journal of the Korea Institute of
Information and Communication Engineering,

Vol. 20, No. 4, pp. 715-720 Apr. 2016.

[15] M-S Kim, J-H Kim, J-H Wo, L-S Lee and
B-H Kim, A4 function of a variety of
distance in accordance with the definition
of a regular polygon, The Korean Soc.

Math. Ed. Proceedings of the 47th National

Meeting of Math. Ed. pp. 4-5, pp. 259-268,

Nov. 2011.

frE28s Ag 769 OTP AUF 24

FF, AR, AT, Pya
Lo 77 E 5 3
HYEG YA 2o E S5 R

8 o

259 AREA /1% ¥ dolg ANsE 9%
29 B0z Wl WHskT Unk o)A U
E92 87 Wst 2140 oA Hud
45 2% H4ol $2 48 Aol 4 BE A%
2 #3 879D At Aol MENL lu
An nsdE dBHon BWHY Aze 4T ¥
A W OTPE <87 A% W, 3 Mol
AHT Tk TYAY old SWEL TR ]
Mg 0|88 349 AkRS Holn Ytk 53 A=
o BWAY HE 7142 BeD db FARES
Aoz P ~%Y AL WA A=stn 3
4 % 4% A WA At FHtE 9 saE
ARE ogste BHAA gAL Axa] Weo
FH9E Az BAAAE oldF A9 BAF o
$9 34 127k 9% 348 & o B Ee 2
BOE BRGAA Aulz B2HE A7) Aokl
o) Edolz W Auel B4 o) Fox §2
=AY ARAE olgsg & 2ol fEs

- 744 -



Journal of Knowledge Information Technology and Systems(JKITS), Vol. 12, No. 5, pp.737-745, October 2017

Ae) #AEE 7 Fol BT Y= P @S % F )

4 ag Aol Az RER AL 1 e oS

HE e 2HZE Y F old U ®o] 3

< At ofd OH% Bol ARl #4 % OTP &

Folvt ¢z3 AL FHs] i AU AA

oA 275+= OTP ;ﬂ%“’ﬂ W SHIHEE oA
21 2 99}

Yang Liu received the

Master’'s  degree in  the

Department of  Computer

Science from  Gyeongsang

National University in 2015.

£ His current research interests

include network architecture, bigdata security,

network security.

E-mail address: a2633558a@naver.com

Hyun Chul Baek received
the Ph.D. degree in the
Department of  Computer
Science from Gyeongsang
National University in 2003.

4 He was a chairman in the
Committee of Computer System technology at
The Korea Association of Regional Public
Hospital in 2007. He has been a professor in
the  Department of  smart  convergence
Information, Gyeongnam Provincial Namhae
College since 2013. His current research
interests include network, network security,
encryption, bigdata security, cloud computing.

He is a member of the KKITS.

E-mail address: dosi_gas@lycos.co.kr

- 745 -

Jae Heung Park received
the Ph.D. degree in the
Department of Computer
Engineering from
Chung-ang University in
1989. He has been a
professor in the Department of Computer

Science at Gyeongsang National University
since 1983. He has been a researcher in
the Software Engineering Research Institute
at The Gyeongsang National University
since 1984. His current research interests
include computer network and security,
S/W Reliability. He is a member of the
KKITS.

E-mail address: pjh@gnu.ac.kr

Sang Bok Kim received
the Ph.D. degree in the
Department of Electronics
Engineering from Chung-ang
University in 1989. He was

a director in the Department
of Education Information Computer Center at
The Gyeongsang National University from 2007
to 2010. He has been a professor in the
Department of Computer Science at Gyeongsang
National University since 1984. He has been a
researcher in the Computer Data Communication
Research Institute at The Gyeongsang National
University since 1984. His current research
interests include computer network and security,
computer system architecture. He is a member
of the KKITS.

E-mail address: sbkim@gnu.kr





