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ABSTRACT

To secure the safety and reliability of the electronic financial transactions, the financial company
perform vulnerability analysis and evaluation on the electronic financial infrastructure. However, the
financial sector vulnerability analysis and evaluation criteria that are used in the analysis and evaluation
of electronic financial infrastructure vulnerabilities by financial companies have not been updated since
its distribution in 2012, Although vulnerability analysis and evaluation agencies such as the financial
information sharing and analysis center and the information security professional services company are
updating their own vulnerability analysis and evaluation standards, since the standards are not
standardized, financial companies are confused when performing vulnerability analysis and evaluation. n
this paper, we analyze the problems of the existing analysis and evaluation criteria of the electronic
financial infrastructure and propose a measure to establish a reasonable inspection standard in accordance
with the characteristics of the financial institution's electronic financial infrastructure and suggest a
supplementary point using the information security management system. In addition, We introduced
example case of establishing the criteria of analyzing and evaluating the vulnerability according to the
autonomous security system of the financial company
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evaluation of vulnerabilities of electronic financial infrastructure
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Measurement Criteria in financial sector
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Table 4. Inspection criteria of information security management
system in financial sector
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