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ABSTRACT

The use of biomedical technology has been applied to all smart devices such as smart phones and
tablet PCs, mainly shopping malls, medical systems, and financial institutions. The core of biomedical
technology is the authentication function. Authentication verifies the validity of the identity at the remote
server by the registered user. It is also a basic security service that allows access to remote servers.
Passwords, smart cards, and biometrics are three commonly used elements in authentication. Remote user
authentication schemes for various multi-server environments have been proposed by many researchers.
Lin et al's suggested that the scheme of Baruah et al's is vulnerable to impersonation attacks, smart
card theft attacks, etc. in a multi-server environment and proposed an improved scheme. However, there
is a weakness of some parameter calculations as a result of Lin et al.'s analysis of the authentication
scheme. It was revealed that users and servers were colluding, or when users' smart cards were stolen,
they were vulnerable to impersonation attacks, smart card stolen attacks, replay attacks, and denial of
service attacks. Thus, this paper logically reanalyzes and compares the vulnerabilities of the Lin et al 's
scheme.
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3 nosyel ARy 2

Table 3. The Reanalysis result of security properties

security Mishra et al'.s Baruah et al'.s Assertlon‘of Lin Reanal_y31s re§ult
- - et al'.s for Lin et al'.s
components scheme analysis scheme analysis
scheme scheme
Resist impersonation No Yes Yes No
attack
Smart card stolen attack No No Yes No
Resist DoS attack No No not attention No
User anonymity No Yes Yes Yes
Resist reply attack Yes No Yes No
Mutual authentication Yes Yes Yes A
Session key agreement Yes Yes Yes A
Free password change Yes Yes Yes Yes
Perfect forward secrecy No No Yes Yes
Data freshness No No not attention No
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