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ABSTRACT

The immediate recognition of abnormal temperatures in the furnace system is very important for timely
disaster control. Conventional abnormal temperature detection techniques typically use pre-programmed
thresholds to identify abnormal patterns from a stream of temperature data in a statistical manner.
Therefore, it is not suitable for use in a heating furnace system in which abnormal patterns must be
detected in real time. Hierarchical Temporal Memory (HTM) is one of the machine learning models
with excellent ability to analyze patterns of stream data. This model is a new machine intelligence
technique that uses unsupervised continuous learning using Cortical Learning Algorithm (CLA), which is
a time-based learning algorithm, and Spare Distributed Representation (SDR), which stores temporal and
spatial patterns. This HTM, which is distinguished from existing deep learning or artificial neural
network model, is capable of real-time continuous prediction from input of stream data and can be used
to recognize abnormal states in various fields. HTM can be used as a robust model to detect
abnormalities in successive temperature data in a heating furnace system because the furnace system
continues to generate temperature stream data with a certain pattern over time. Here we developed an
HTM-based, unsupervised, real-time anomaly detection system for heating furnaces. Performance
evaluation shows that the suggested system can perform excellent abnormal real-time detection.
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1. Introduction

The automated monitoring system to check the
condition of furnace system on a real-time basis
plays the key role to eliminate system downtime
or to mitigate potential service failures. Real-time
anomaly detection engine, particularly autonomous
temperature  detection, is one of the most
important factor in a furnace system.

The wvarious attempts at using statistical
methods or pre-programmed threshold have been
made to detect the anomalous point in
temperature streaming data, which send the alert
when temperature data jump out of lower or
upper limit temperature range[1-4]. However, these
kinds of algorithms require many efforts in
defining threshold values, and do not provide
enough lead time to operations team dealing with
the impending fluctuations of temperature incident.
So the system having the ability identifying the
unusual, unexpected, or surprising patterns in
real-time is required for early incident detection
in furnace system.

There are a lot of previous research trying to
construct temperature anomaly detection systems
to solve these problems. Mete CELIK using
DBSCAN was suggested to discover anomalies in
monthly temperature data[5]. DBSCAN using a
density-based  clustering  algorithm  defines
anomalies in the data series. It shows its
performance by  comparing with the statistical
anomaly detection method with two user-defined
parameters. Even if Mete CELIK results in a
good response from a monthly temperature

dataset, this system is not practical in a

steelmaking industry environment that requires a
solution near to real-time detection. Similarly,
Zhao proposes ensemble methods to improve the
performance of density-based and rank-based
algorithms using several datasets[6].

The neocortex is the complex memory system
with hierarchical structures divided into regions[7].
It constantly predicts the future with the data it
received and also learns new knowledge from
past experiences. We call this neocortex theory as
‘memory prediction framework’[8].

HTM is a new machine intelligence model
based on the neocortex theory[9]. It uses
unsupervised ~ continuous  learning  using
Cortical Learning Algorithms (CLAs)[10-12],
which are time-based learning algorithms, and
Spare Distributed Representation (SDR)[13],
which stores temporal and spatial patterns. It
is distinguished ~ from

artificial

existing  deep
learning[14]  or neural network
model[15].

In this paper, we use HTM machine learning
algorithm for anomaly detection from temperature
stream of furnace system.

This paper is structured as follows. Section 1
introduces a few challenging questions along with
previous research to tackle the problems. Section
2 analyses some anomaly detection problems in
the furnace system. Section 3 presents the system
architecture and implementation based on HTM

engine to perform the anomaly detection including

experiment results. Section 4 evaluates our
detection system, and section 5 describes
conclusions.
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2. Problems Analysis of Fumace System

2.1 Fumace system

Before diving into the logic behind our system
we describe what is a furnace system. An
industrial furnace system contains several sensors
attached to each heater such as temperature
sensor, vibration motor sensor, noise volume
sensor and so on to watch over the whole
operation of the system. The job of furnace
system is to heat steel starting from pre-heater
stage till uniform heater stage before performing
metal bending procedure as <Figure 1>.

In the heating furnace system in the <Figure
1>, the steel plate of the yard is passed through
the conveyor belt through several heaters in order
to be machined, and is processed into a stable
steel plate through the final step. In this case, if
the temperature or the pressure intensity can not
be adjusted properly at each step, a problem
occurs in the uniformity of the steel sheet.
Therefore, it is very important in the heating
furnace system to determine the normal state by
measuring the temperature of the heat applied by
the heater in each stage in real time and to
make a decision such as stopping the work. In
order to efficiently process this problem, the
heating furnace system arranges various related
sensors in each stage, measures the sensing
values, and then uses these values to control the
heating furnace by sending them to the remote

central computer.

Tempegature sensor

furnace
=27 7

Figure 1. Furnace system

In this paper, we will cover only detecting
anomaly behavior of temperature sensor inside
furnace system as it is the most crucial factor
among all others. The temperature inside the
furnace system is controlled by input amount of
gas and oxygen, and by the openness of valve of

gas and oxygen.

2.2 Problems analysis

Real-time  anomaly  detection  application
promulgates unique constraints and challenges for
machine  learning models. It requires an
astounding amount of continuous sequence data to
be analyzed in real-time. With abundant amount
of data to be properly learned, it can make
prediction from the data set that would contain
normal or diverse patterns. It is contrasted with
anomaly detection using batch processing that the
full dataset is available. Practical real-time
anomaly detection system of furnace system
imposes another constraint. Specifically, sensors
inside furnace system keep sending data, in which

those sensor streams are enormous in number at
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high velocity and few seconds interval, leaving
little opportunity for human intervention. Manual
parameter tweaking and data labeling seem to be
unviable for furnace system data. Therefore,
operating in an unsupervised and automated
fashion is necessary for anomaly detection of
furnace system. HTM algorithms shows excellent
performance to deal with detecting anomalies in
streaming data. It meets our requirements to solve

the above problems.

3. Anomaly Detection System for Fumace

System

3.1 System architecture

<Figure 2> describes the architecture of
unsupervised real-time anomaly detection system
for furnace system. We construct our system
using data server and HTM engine of NuPIC
framework to detect anomaly of furnace system
NuPIC  was

developed by Numenta and derived from HTM

and generate anomaly score.
machine intelligence algorithm[9]. In the <Figure
2>, preprocessing interface obtains raw metrics
generated from each temperature sensor attached
to heater directly and performs data format
preprocessing. Detection system makes use of
HTM engine to detect patterns, and models each
heater automatically. Each individual metrics has
a corresponding model which is used to generate
anomaly score. An automated model creation also
reduces or removes the pre-defined parameters for

identifying what is normal and abnormal. It also

eliminates the need to create new model manually

if new heater is added.

metrics data from furnace

raw data

1. Preprocessinginterface. 2. Detection application |

HTTP API

anomaly service | metric_listener
metric_storer | metric_scheduler

MySQL | RabbitMQ

Jonomly score

formatted data

| 3. Anomaly Score Interface |

Figure 2. Architecture of anomaly detection system

Data server itself is constructed by combining
html pages, JavaScript files, and many nodes of
RedisDB to easily obtain temporal streaming data.
Raw metrics generated from each heater contain
various information such as airflow input, gas
flow, and other chemical components that have
the influence on the fluctuations of temperature
value. That raw temperature value is scripted
every minute and pushed into HTM engine which
contain several services including anomaly service,
metric listener service, metric storer service, and

Then HTM

raw metrics from

metric scheduler service. engine

processes those real-time
furnace system, and produces an anomaly score

for each metric.

3.2 Experimental results

We configured our user-define script to fetch

data from furnace system in I-minute time
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interval. <Figure 3> shows the implementation
result of our engine to generate abnormal scores
in real time. We plotted this data as shown in
<Figure 4>, <Figure 5>, and <Figure 6> for more
visualization and intuitive control.

<Figure 4> shows temperature fluctuations for
the first day resulting in high anomaly score
around 0.5. It means that all data are treated as
unexpected or high anomalous. That’s what we
expected because the engine has seen the
temperature data for the first time and has no
data previously learned. <Figure 5> shows the
temperature fluctuations of the second day since
the temperature data has been fetched into HTM
engine. We can find that the system considered
the temperature as normal, lowering its anomaly
score to nearly zero in all the heaters, even
though there are temporal fluctuations of

temperature data.

Uid Row  Time Metric Raw Anomaly Is Multi
id stamp value annomaly  score play  step
score value  best
predictions
5441183c96a0497f86b35854 6022  2017-08-22 §65.210661 0 0.0445654 1000  null
9f1f76ad 00:00:04 148647 63
dab122a1c53d49da0f593e80d 6046  2017-08-22 820.623636 0 0.0445654 1000 null
c05boaf 00:00:07 850596 6
2382322298f148758681b7cle 6001  2017-08-22 §20.351505 045 0.8159398 1000 null
752445 00:00:15 501863 75
5441183c9620497f86b35854 6023  2017-08-22 869.909771 0 0.0445654 1000 null
9f1f76ad 00:00:17 913561 63
dab122a1¢53d49da9f593e80d 6047  2017-08-22 §22.956055 0 0.0445654 1000 null
c05baf 00:00:20 236671 63
2383a2208f148758681b7cle 6002  2017-08-22 827.181413 0.9 0.9999999 10000 null
7524445 00:00:28 124897 99456085 00001
5441183c96a0497f86b35854 60247 2017-08-22 865.781709 0 0.0445654 1000 null
9f1f76ad 00:00:30 515306 63
dab122a1c53d49da0f593e80d 6048  2017-08-22 823.106836 0 0.0445654 1000 null
c05b9af 00:00:33 504012 6
238a3a2298f148758681b7cle 6003  2017-08-22 826.419427 0.8 0.999 1000 null
7524d45 00:00:41 929976
5441183c96a0497f86b35854 6025  2017-08-22 866.763260 0 0.0445654 1000 null
9f1f76ad 00:00:43 268249 63
dab122a1¢53d49da9f593e80d 6049  2017-08-22 821.493516 0 0.0445654 1000  null
c05baf 00:00:46 065957 63

Figure 3. Original anomaly score
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This is the result of learning from the previous
trend of temperature fluctuation. The system
remains stable for four days. There was a
technical error in the openness of valve to
provide gas into furnace system when a heater
starts. <Figure 6> shows a abnormal patterns of
temperature fluctuations and its anomaly score.
There was also human intervention after seeing
high anomaly score. Again, this is what we
expected as there was a technical mistake in

furnace system. Refer [16] for more information.

4. Evaluation

We here evaluate our anomaly detection system

for temperature of the furnace system. As
mentioned, A stream of data is fed to our system
continuously from temperature sensors of furnace
system in a l-minute interval. We found that our
system has the ability to adapt very quickly to
the random fluctuations of various heaters.

About 10,000 temperature records are generated
per heater per day. Our system was able to judge
normal and abnormal by using only input records
for one day at the learning stage. Furnace system
works normally on a daily operation. It generates
high anomaly score and alerts when there was a
technical error in the openness of valve providing
gas into furnace system as <Figure 6>. It enables
user to take action immediately toward specific
abnormal heater found in the whole furnace
system.

Our system provides a decent and compelling
anomaly detection score. In our testing setup

environment, all related servers are connected in a

100Mbps local area network having no bottleneck
in data transmission over the network protocol.
Our system can successfully generate anomaly
score within 5 minutes for about 40,000 records,
which is one-day records of a furnace system.
Qualitative investigations are still necessary for
our system in order to compare system
performance to others since our testing does not

include any security related testing.

5. Conclusions

Sensors inside furnace system continuously send
a stream of data. Immediate detection of anomaly
from data generated by the temperature sensors in
furnace system is very important for the timely
disaster prevention. In this paper, we present an
unsupervised real-time anomaly detection system
for the temperature in the furnace system. It is
implemented based on Hierarchical Temporal
Memory (HTM) engine. HTM is an unsupervised
machine learning model, which has special ability
to analyze the pattern of data stream.

Though performance evaluation shows that the
proposed system in this paper provides excellent
anomaly detection, more extensive investigations
are still necessary to apply this system to other
areas. It is also necessary to find areas in which

our solution is applicable.
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