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ABSTRACT

Continuous cyber threats are on the rise for critical information from public institutions and private
companies. However, the attacks by hackers are not predictable and continue to evolve, and there is a
limitation in current security test methods to develop a reliable information system because of time and
cost issues. As a new way to strengthen information system security, this study suggests a security test
method with utilizing crowd SW testing technique, which is attracting attention as a new software
testing methodology. Crowd SW security testing has the advantage of detecting the fault and
strengthening security verification on various systems through a large number of people’s participation. It
can also be a solution to the time and cost problems posed by existing security testing. Utilizing the
method in security test contribute to the improvement of information systems’ reliability and quality
through checking security vulnerabilities. In order to activate the cloud SW security test, it is necessary
to apply the security test for each stage of development and to test public and leakage organizations. If
crowd SW security testers are fostered at the national level, it will contribute to strengthening SW
security and solving the manpower shortage problem of SW testing industry.
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Table 1. OWASP Top 10 (2010 - 2017)[5]
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Table 2. Vulnerability Diagnosis Tool

TE
Cppcheck, Double
c/c++ Check, Flaw finder,
Object Center &
Attack Flow,
Languages dotTESTTM,
c# Coverity, Roslyn
Security &
Attack Flow, bug Scout,
JAVA Jtest®, Find Bﬁgs =
B2 ARz, A A,
BS | appe) ey mot
Linux 2 7)g} 92 AG
Nessus 0ol AbE
Network NT 9 Lo g W FHepy
Scanner OBJECTives izHH"J NTOSpider &
A F
HeE el g
Qualys HESLZ g Wi Alz=F
A
A At o EA )
Nikto, AE FHFH dlolE o]~
N-Stealth & o]&3dte] TE FHokH
271
Absinthe SQL 144 HeFd &
SE A EE HI SQL
Web | Sqmap A9 AES FA AE
ol ZE Al kA
Acunetix S = Fzyg ) HeF
H 2y
AppScan x| gholojo] A THE 4 of
EgANA HAFH 2

24 71 B HIH H2ES $HA

71E SW HQH2EE AZE 3 ] @A), o
A RS SOR Qs g2 FEE didse A
o] JHI, AAAQ B2ES} o]FojA7d A
b ont (8l H2E g Btk Hbyg AAH

g FATHIL tr1Y B FF7I9e Afol
T 924 HaES 1Y o 7 AZE
of gigt o= ¥ HEA =2 AHo| o,
Y5 El2EY @ Hgo] E1, A5 o] H
2EE PR E Agte] Hol 4£QHwW, FuiF
o2 e B AAL e A o
T3, AN HAEE Ay By AEZ <
st} AR ARE =EFuU)7] ofHE Heol 9l
th ob2add HAEY A AiA 2" nl3)
Hetdy #ds ARHQ A4E =28 5 YA
g vl g Qo] AstEo v W ZH$
= 28 v tokd Hetd HEE WA
ZotA "ok olo] uhe| IS HAEE 7|E
A&A B 2H, of2aA H2gd vste H&&
Zo|3, NS @33 gdd HOA H2EY
A3Eg 7L

3. 2= A4 7|4 SW HH A E

3.1 2= SW HZXE

- 668 -



Journal of Knowledge Information Technology and Systems(JKITS), Vol. 13, No. 6, pp. 665~675, December 2018

AL HAEHS AFY HEUMEHG g
oo ot grho] AFAHo|1 YL AAE 7HA
0= AGeE A4 7Nk H2H 7ol

%, Aghes H2gold /g ¥ 2%o) ZRER
Aol 2ZES O] AF O H2EE S o
24 e odzeE 53 AAHos AYse
Aol ozt threl A7l AY vAd, duwel
T A Bxd s ZEEHYY
ATEYOE AgEH FoH sSug we
AN obxAaA HIZE 71 ol tH10].
% 3 AYSE H2E SAE]
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Figure 1. Crowd testing process[11]
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