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ABSTRACT

Interest in IoT technology is increasing these days, and core of IoT technology is sensor network
technology. Although ZigBee network is widely used in IoT-sensor network, it is vulnerable to various
security threats such as wiretapping of sensor information, abnormal packet flow, data forgery and denial
of service attack. However, ZigBee IoT-sensor networks should operate in resource environments with
limited computing capabilities. Therefore, it is imperative that IoT-sensor network security technologies
be researched for lightweight design. In this paper proposed an algorithm for mutual authentication
of loT-sensor networks based on a trust assessment model that enables safe IoT-sensor network
construction even with small security operations. The proposed trust-based authentication algorithm is
designed with direct trust relationships between ZC-Sensor nodes belonging to the ZigBee Pico-Net and
performs a trust assessment between nodes based on probability calculation and logic calculation. In
addition, the proposed mutual authentication algorithm can support confidentiality, anonymity, mutual
authentication and freshness in terms of security safety of the IoT-sensor network and increase the
lightweight-ness of the existing authentication methods. And it will be possible to extend safety and
survival period of loT-sensor network by reducing the use of limited batteries in sensor nodes.
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Algorithm 2. Trust-based Node Registration Algorithm

Procedure Registration(]ll ) {
[* MmN 9 55 24 WAA(M, = {ID)|"Hello”}) */
Key_Setup ; /* 7] AR
£Z(' N(OO) ; 5 A Zé]i iﬂi}ifh = O,ff =0 %
Select case (5=9%)
case Accept : {

Accept N; ¥ N9 AAY FE2T FT
fo=fo s
&m@mg=f%ﬁ;ﬁéﬂﬁiﬂﬂ&ﬂ

}
case Reject : {
Reject &V [* N9 AM% 53
Bel (Ezc.\,) 0;

L3 AR

}
End Select /* 5% */
if Bel(Eyy) = A, then [* AF e} 37} */
Spyenin) = { Trust }
else
Spyenin) = { Uncertainty };
End if
/*TIB%}L],EZU,N’ = (.fs) ff ) *
Update_TIB([Q ,fga N,’Bel (EZ(; N, ),SE/(V yin });

} [* End of Registratidn *
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Algorithm 3. Trust-based Mutual Authentication Algorithm

Procedure Mutual_Authentication(/}/;) {
I¥ M;:N; 2 52 WMADM, = {ID||Data }) *|
TIB_Retrive(ZD),) ; [* TIBY] 413 A1 74 *
if ID, & TIB then Registration(M) ;
Select case (S, (c})

case Trust: {
if 9984344 then
Reject M;;
DBel (EZ(: ‘V’) =0;

Accept M
fo=F+ L

Bel(Ey ) = f‘f s A
End if

}
case Uncertainty : {
if Bel (Ey ) =0 then Reject A4
else
Select case (5%<1%)
case Accept : {

Accept M, [* M9 521 &84
fo=f+ 1

éase Reject : {
Reject M; 5 [* M o) 4 AR
fr=f+1:

End select /* &5 */

Bel (EZ(,‘,N, ) = f {F‘Sff
End if

AR AALE ¥

1
End Select [* 415 A #AZF *

if Bel(Eyey) = A, then [F A5 e A%

SEZ{:,\: {n} = { TTUSt }
else

Sk, (ny = { Uncertainty }:

End if

/*TIB@"‘—L&ZU,N, = (fs ff )

Update_TIBUD, & 7¢; v . Bel (Eye, 5. ) .Sk, (n)):

} I* End of Mutual_Authentication */
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