Journal of Knowledge Information Technology and Systems(JKITS), Vol. 14, No. 2, pp. 127-136, April 2019
https://doi.org/10.34163/jkits.2019.14.2.003

|
o Jourmal of Knowledge Information Technology and Systems

ISSN 1975-7700

KITS http://www kkits.or.kr

A Block Chain based Service Architecture for Improving
Transparency of Online Transaction

Chul-Jin Kim
Dept. of Computer Systems and Engineering, Inha Technical College

ABSTRACT

Based on the block chain platform, new systems are being developed and studied in various fields.
Since the development of new system based on block chain is a transition from the existing centralized
server to the decentralized system, existing systems can not be used and new ones should be developed.
Therefore, the development of a decentralization system based on the block chain is expected to take
additional time and cost. In this paper, we propose a method to decentralize on the basis of block chain
while maintaining existing online system. We propose an architecture for integrating existing online
systems and block chains without developing new ones. By integrating the block chain with the existing
online system, transparency of the transaction data occurring in the existing online system can be
guaranteed. In this paper, we use the connection adapter for interworking with the Hyperledger Fabric
based block chain. The connection adapter calls the REST API to store and update the transaction data
in the ledger in the Hyperledger Fabric. We also propose a process of distributing and synchronizing
chain codes between peers managing the ledger in Hyperledger Fabric. In the case study, we confirmed
that transparency of transaction data can be secured by integrating with online shopping mall service
and Hyperledger Fabric.
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Figure 1. Ledger Management of Hyperledger Fabric
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Figure 2. Transaction Transparency in a Centralized Server
Architecture
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Figure 3. Transaction Transparency in Block Chain Architecture
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package main

import {
“github.com/hyperledger/fabric/core/chaincode/shim”
“github.com/hyperledger/fabric/protos/peer” }

type T_Asset struct { }

func (t *T_Asset) Init(stub shim.ChaincodeStubInterface) peer.Response { ... }
fune (t *T_Asset) Invoke(stub shim.ChaincodeStubInterface) peer.Response { ... }
func set(stub shim.ChaincodeStubInterface, args [Istring) (string, error) {

stub.PutState(args[o], [Jbyte(args[1])}
func get(stub shim.ChaincodeStubInterface, args []string) (string, error) {
;t‘ub.GetState(args[O])

3
fune main() {

if err := shim.Start(new(T_Asset)); err !=nil {
fmt.Printf("Error starting T_Asset chaincode™)
}

H
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U I=

Figure 9. Chain Code to update Transaction Information

Go AC[13] 7I¥ke] A9l Zee (I8 Dok 2
Q

o] Init(), Invoke(), getO/set) 42 T4 Jdt
Ao g Shim(14] #7]1A¢ AIZE AHH | ~E

w2t FEE it0 F49F Invoke() <ol 3]
4t 2HolE Yo ERANS BT F gtk

Peer (http://127.0.0.1:8545/t_chainCode)

Chain Code
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public void deploy(){
String chainCodeName = “t_chainCode”;
String jsonData = {... method:deploy, params{ ... }, ... };
executeroanc( http://127.0.0.1:8545/"+ chalnCodeName jsonData, ... );

public void transaction() {
String chainCodeName = “t_chainCode”;
String jsonData = {... method:order, params{ ... b
executeroanc( http://127.0.0.1:8545/"+ chamCodeName jsonData, ... );
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Figure 10. Connection Adapter
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Figure 13. Existing Online Shopping Mall Service for Integrating
Block Chain

var request = require('request?;
module exports = {

PostTrade: function (req, res) {
var trade = {}
trade.commodity = product_id
trade newOwner = user_id
var sendTrade = JSON stringify(trade)

var headers = {
‘Content-Type": 'application/json ; charset=utf-g'
H

var options = {
/{ REST API of Block Chain
"url": "hitp://localhost:3000/api/Trade’,
"method": 'POST,
"headers": headers,
"body": sendTrade

3% 14, EEAQ0 AYA ofgE
Figure 14. Block Chain Connection Adapter
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A dolE(Trade)s M3t}

// Product Data Structure // Buyer Data Structure
{ {

"$class™ "org.example.trading.Trader",
"tradeld ing",

"name": strmg “firsthlame™ "string”,

“brand": “string”, “lastName™: “string”

"category”: "string", }

“season”: "string",

"gender": "string”, // Order Data Structure

"price™ "string”, {
"quantity”™: 0, "$class™ "org.example.trading.Trade",
"owner”™: {} “commodity™ {},

} "newOwner": {}

}
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Figure 15. Online Transaction Data Type passing to Block Chain
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Specify if you want to use an API key to secure the REST API:

Specify if you want to enable authentication for the REST API using Passport:
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Figure 16. Hyperledger Composer Server Start for REST API
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@ Hyperledger Composer i x
€ C O localhost:3000/explorer/#Trade Trade _create

Hyperledger Composer REST server

Admin : Rest server methods

Commodity : An asset named Commodity
Query : Named queries

System : General business network methods
Trade : A transaction named Trade ShowlHide | List Operati

[F=23 /Trade

ins
m Mrade Create a new instance of the model and per

Request URL

http://localhost :3000/api/Trade

Response Body

{
"$class": "org.example.trading. Trade",
"commodity": "peeez",
"newowner": "cikim",
"transactionld": 1df19ccs:

3

a9 17. o] H#H A HEH ] REST API
Figure 17. REST API of Hyperledger Composer
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Request URL Request URL

http://localhost :3006/api/Commodity http://localhost:3006/api/Trader

Response Body Response Body

t €
"Sclass": "org.example.trading.Commodity", Y eTas ez R o oY e Y A i NIL ade e
Told™: "poeez”, “tradeld": "cjkim",
“name": "Cashmere Coat" “firsthame g
"brand" *Cashaere Coat” e
}
", Request URL
“price": "800, 000"
"quantity": 1, http://localhost :3000/api/Trade
“owner": "cjkim"
} Response Body
{

“Sclass": "org.example.trading.Trade",
"commodity": "peeez2",
"newOwner": "cjkim",
"transactionId":
}
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Figure 18. Transaction Data passing through Hyperledger

Composer
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"$class": ”org.hyperledger.composer.system.HlstorianRecord",‘
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"transactionType": "org.example.trading.Trade",
“"transactionInvoked": "resource:org.example.trading.Trade#co
"participantInvoking": "resource:org.hyperledger.composer.s
"identityUsed": "resource:org.hyperledger.composer.system.Id|
"eventsEmitted": [
{
"$class": "org.example.trading.TradeNotification",
"commodity": "resource:org.example.trading.Commodity#pog
"eventId": "c0de 05bd813af8e 1df19cc810e2)
"timestamp": "2019-01-21T07:55:07.487Z"
}
1
"transactionTimestamp": "2019-01-21T07:55:07.487Z"
3
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Figure 19. Saved Transaction Data in World State of Ledger
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