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ABSTRACT

Various bypass techniques have been developed to hide malicious code in image files among
non-executable files. It is difficult to detect by reputation or signature-based antivirus methods when
unknown malware is hidden. In this paper, we proposed a neutralizing method of hidden malicious code
to analyze the structure of the original image file format and disable the malicious code through image
data area conversion even if there is no prior information about the signatures or characteristics of
malicious codes. The proposed method consists of image file extraction phase, file format analysis phase,
file transformation phase, and management phase of transformation image file. In the image file
transformation phase, header information transformation, specific string filtering transformation for
additional information, and image pixel data transformation using nonlinear transfer function are
performed. In order to prove the effectiveness of the proposed method, 10 malicious code - hidden
image files among 48,220 of the latest malicious code (paid API) purchased from Virus Total Company
were used in the experiment. After the file extraction phase, the format analysis phase, and the image
file conversion phase for the neutralizing method, the experimental results show that the virus detection
amount is reduced quantitatively and thus the effectiveness of the proposed method is verified. In
addition, by using the non-linear transfer function, the converted image file was able to neutralize the
malicious code while maintaining the same quality as the original image, which could not be
distinguished by the naked eye.
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Figure 1. Hidden Malicious Code in Images Data
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Figure 2. Malicious Cod Hidden Images Neutralizing Process
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bhiXe)

g% | wdwen | F5 | YT TS
Dropper | 05 PHOLBIaD |3 46 | 30/59 | 0/5
bgcolor.gif 354 27/59 1/5
343 s.git | 13,667 | 34/56 | 1/5
694_s.gif | 14,163 | 35/60 | 1/5
, 898_s.gif | 10559 | 36/59 | 1/5
Trojan logo.gif 6,546 | 34/60 | 1/5

0f0005AaGA
WOUHTIKItE | 20,102 | 27/59 | 1/5

ws.gif

wso.php.gif | 66,152 | 26/60 0/5
Ransom | 242881png | 103593 | 13/56 | 0/5
ware bild.png 76986 | 19/60 | 0/5

(& D& HIE

o thsted

7
Hhol 2| 2 £

A 5N BAE AE

- 216 -

oy
p
ol

99 olwA 5 107)
MR EEENE

4t

Hol Fu
A Ee vie o] =T &
o 1070 ohell S 47.7%9

QAR

T 9T} Aol
9e onA 3
].

ul Al 1 o]

A A8k



Journal of Knowledge Information Technology and Systems(JKITS), Vol. 14, No. 3, pp. 211~219, June 2019

& 54 AL

...............

39 6. dAIE oA A 75t APAF
Figure 6. Result of neutralization of malicious code image file

® 2 738 AP F, 4IE GgAAH vw
Table 2. Compare Malware Detecion Results

o

kel A}
gumgy | 29 YT Y

63_photograph. -
Dropper octer—stream 1,946 358 | 05

bgcolor.gif 354 0/58 0/5
343_s.gif 13,667 0/58 0/5
694_s.gif 14,163 0/58 0/5
898_s.gif 10,559 0/58 0/5

=
r

Trojan logo.gif 6546 | 0/58 | 0/5
0f0005AaGA
WOUHTIKItE | 20,102 | 0/58 | 0/5
ws.gif

wso.php.gif 66,152 | 2/58 | 0/5
Ransom | 24283Lpng | 103593 | 2/57 | 0/5
ware bild.png 76,986 0/58 0/5

GE D= 1079 o 2o
datel REg W S F, vl AR T4
dertolg s AWe Fosel omE BA 2

g ehd Aol 9% A Adsas gy
2o S4IES Gt A0 et gk
1>a+ GE Do) VIl 2ED) B 2

2
ofo o /\
ne
=
ﬂlS

Hlas) RH, Ak FH35t 7)o

H4H <E 2>4 VT &21%ke] 9 A8 <& D
o} VT &AgRG @AGHA wotA SlojA Alkgt
743 7|9 s FHE k. dE =
o], <& DA bgcolor.gif ¥ ZH$- iframe
Fo AP AET}

edd BU2A, o U ol
o i

FE BAT 23

5970 &AAZ F 279l A bgeolor.gif o] <t

H‘fﬁ% T U B =294
bgcolor.gif TQol] 2 &a}a],

textString HEX%k(http, iframe, htmol ®jAE =

HEXZ) < 733k

o|nA 5o BAPR Gl

A& String # AHAlste] A3 & D9 A

s Hd, A==

24317} 289 bgcolor.gif I}

Yol WolHAEYL B AN §7 BA 2
s

3} 587 RE ©&
g4 d3E AT

7b A" 1074

g3l dets Ag
9 Asts Hud

e THE zw
oA o] 2

22 Ao 46H

N ok
& F MYIsE GA
J

o
ol
ol
)
ol
ol
rr
-z
M
il
L

>
e
po}
|o
fi
=T}

shedol, A%

o, AL oy

[0 mx i
oM
© o (n
oX
&
[
)
©
)
2

2
X

T ke
)

B -
T
=
i
2L



Journal of Knowledge Information Technology and Systems(JKITS), Vol. 14, No. 3, pp. 211~219, June 2019

A% F, MIEE FE3 AT 7S A
st 7128 AaYA 71N QhE) Hpol 2 2t
A P, 2= T3 5 AxY s
B 0E AT Yot AR omA s A
A AHIES ol FHoly &4 7He H43
A sk, didldl elulAl st 2R T2E F
Aot HA dolHE WY dE Sz W
of AL TAE FHIANA 5 AT

i B 488 T3 284 oA
FAEA HrEsAT of 71 dEdl B <y
AA Ge A= AIUAY S ta of
He A AR glols gEs A AR
TN At Qloh B, A oA 3
Yol 2Fd FHIES FEAZ WEE ol
A Ade §teg TEeA xE Axe A2
oA FA% fARE FELR A F= 4

il

P
T

FF AFANE SHIE ojuARY oz
)

594, ovle § Beute} Bd eynE o
HIEE EHoz RERATE ATE £
287} 9

References

[1] Malware statistics,
https://www.av-test.org/en/statistics/malware/ht
ml, Feb. 2019.

[2] Financial services commission, Financial
information  network  separation  guide,
Financial supervisory service, 2013. 09.

[3] S. Shah, Stegosploit: Hacking with pictures, Hack
In The Box Security Conference, May 2015.

[4] D. S. Jung, S. J. Lee, and D. J. Ryu, 4

study on the correspondence malicious traffic

between the network data transfer systems in
a network isolation environment, Winter
Proceedings of Journal of Communications
and Networks, pp. 1152-1153, 2016.

51 1. H. Park, and W. S. Seoung, 4 study on
concealing malicious code using a image file
. method and countermeasure, Proceedings of
the Institute of Electronics Engineers of
Korea, pp. 235-236, 2009.

(6] Y. J. Keum, H. J. Choi, and H. K. Kim,
Hiding shellcode in the 24Bit BMP image,
Journal of The Korea Institute of Information
Security and Cryptology, Vol. 22, No. 3, pp.
691-705. 2012.

171 K. Cabaj, L. Caviglione, W. Mazurczyk, S.
Wendzel, A. Woodward, and S. Zander, The
new threats of information hiding : the road
ahead, 1T Professional, Vol. 20, No. 3, pp.
31-39, 2018.

[8] G. suarez-Tangil, J. E. Tapiador, and P.
Peris-Lopez, Stegomalware: playing hide and
seek  with  malicious  components  in

smartphone Apps, Lecture Notes in Computer

Science, Vol. 8957, pp. 496-515, 2014.

[91 S. D. Cha, K. H. Park, and H. G. Lee, A4
solution to the On-Line image downgrading
problem, Journal of The Korea Institute of
Information Security and Cryptology, Vol. 6,
No. 2, pp. 23-32, 1996.

[10] S. S. Ji, Locating and searching hidden
messages in Stego-Images, Journal of the
Korea industrial information systems society,
Vol. 14, No. 3, pp. 37-43, 2009.

[117J. H. Lee, C. L. Kim, S. H. Lee, and J. L
Park, Image steganography and its
discrimination, Journal of broadcast engineering,
Vol. 23, No. 4, pp. 462-473, 2018.

[12] J. E. Wingate, G. D. Watt, M. Kurtz, C. W.

- 218 -



Journal of Knowledge Information Technology and Systems(JKITS), Vol. 14, No. 3, pp. 211~219, June 2019

Davis, and R. Lipscomb, Defending against
of  digital  steganography,
Proceedings of the Conference on Digital
Forensics, Security and Law, pp. 175-184, 2007.
[131C. T. Do, N. H. Tran, C. Hong, C. A.
Kamhoua, K. A. Kwiat, E. Blasch, S. Ren,

insider use

N. Pissinou, and S. lyengar, Game theory for
cyber security and privacy, ACM Computing
Surveys, Vol. 50, No. 20, pp. 1-37, 2017.

[14] S. R. Wiseman, Poison Pixels - combatting
image steganography in cybercrime, RSA
Conference 2018, HTA-WO02, 2018.

[15] VirusTotal,
https://en.wikipedia.org/wiki/VirusTotal,
Jan. 2019.

A= 2499 oA Hd 10745 A A
st 83 7IMS AR A FEUA =UE
’“‘ﬂrﬁl ojm|A v MILAE 8 5, AP A}
L Ao glo|gx A& FAJ ZFoE

JorA AN W EAYE AU,
HAY 2RSS olgad, Wad ouA 3
g0 TRAA 2T AES AR oA pe
e FASHEME dYIES FHIAL 5 AN

A
=
=

H
1

7 o
m2 l‘q,

o rlo

o

AR AL 7wk ojmx A
gL 087 JAHFE 73 7Y

ABA, o yE
\F A S oY

2 - -
Ao B YIE TT

2 o

HARY g FoA oA 3o GHI=E
S9N R +3 7IY 977 s stk
FHAA @2 HIETE 24 e A B
ofuf AIZYA Z]ute] qrEjmbole s el o) &
A7) gt & =wdAs dAIEY AIYAY
SAel tig o /‘W AE7E QHEE 92 ol7]

A g e F2E EAs oA dolH ¥
M3 53 ouA JJra o #4X dHI=E FH3
ANFE WS AStET Agkst e olnA 3}
Y FZ oA, olnx Hd Tul BA oA ojnx
g HEGA, WE ojvA Y # AR 74H
o] itk olm A 3d W A ME Y8 ojnx 9
7t YUEE FY AR W HrF AR g 54
2E¥ FHY W3 nXg AgedFE AEE o]n
2 ZA4 do]E wW3to] o]FofZiTh Atd WHel &
FAe =15ty st wlo]H 2B (Virus tota) A}
ZHEY Fud HA JAI=(FEAP) 48,22070

Dong-Seob Jung received

the bachelor’s degree at

' 5}?:' KAIST in 1993 and Master’s
= degree in Interdisciplinary
;.\-‘*.: Program of  Information

Security at Chonnam

National University. His current research interests
include security solutions, network connection

systems, and security consulting services.
E-mail address: dsjung@hunesion.com

National University in 1991,

i
‘ “r 1993 and 1999, respectively.
From 1995 to 2006, he was in Seonam

University and Shingyeong University as an

Sang-Joon Lee received
the B.S., M.S. and Ph.D.
degrees in Computer Science

and Statistics from Chonnam

5

assistant professor. Since 2007, He has been with
Chonnam National University as a professor in
the school of business administration. His current
research interests include Management Information
Systems, Software Engineering, IT Service,
Information Security and Ubiquitous Business. He

is a life member of the KKITS.
E-mail address: s-lee@chonnam.ac.kr

- 219 -




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice




