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ABSTRACT

The growth of Internet technology is providing high quality contents for users to access conveniently.
It has been a growing number of application servers to provide services to users. These services are
provided through insecure public channels. It is vulnerable to blocking, modification and deletion of
transmission information by third parties. Therefore, a mutual authentication mechanism is required to
securely communicate between the user and the server. Mechanism is a way for a user to access a
remote application server to establish mutual authentication and session key with the server. It is used
to combine biometrics and passwords to enhance the security of the authentication scheme. In many
studies, authentication schemes have designed the protocol to resist threats by using the characteristics
and advantages of hashing bio, public key and secret key cryptography. However, it can be seen that
most proposed authentication schemes had limitations in designing perfect security. This paper briefly
reviews the proposed schemes. In addition, the proposed scheme prevents the exposure of anonymous
and traces in the authentication process and solves the problem of user/server impersonation attack. To
improve the scheme, we propose a hashing bio-based authentication and key agreement scheme in a
single server using public key cryptography.
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Table 1. Properties of comparison scheme

Scheme AZFQ A FE 7Y A5 H S35 SEAEH(RC)
Lu et al.'s[3] BIO—based Biohashing G AHAZF 3 N
Qui et al.'s [13] Database ECC G AHAZF 3 N
Chaudhry et al.'s [11] 2—factor ECC G AZF 2 Fre=s
Amin et al.'s[8] Nonce—based RSA GAAHIF 3 R
Li et al.'s [9] Nonce—based D-H 7)u% ThEAHIE 3 AL
Srinivas et al.'s [10] pf:;i;:giig:g’ed D-H 7)a% TS 3 A8
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Table 5. Comparison of computation complexity
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