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ABSTRACT

In modern society, security-enhanced access control systems are an important factor. In this paper
real-time smart access control system using a face recognition camera and OTAC(One Time Access
Code) is proposed. This system especially focuses on the response speed of the embedded board to
implement a delay-free system. Most access control systems on the market uses RFID to authenticate
users. RFID has the advantage of fast authentication time and high usability. However, system’s weak
points arise because others can steal and manipulate them. There are biometric recognition methods as
supplant method, such as facial recognition, vein matching, iris recognition and fingerprint recognition
are used as technical methods. The method proposed in this paper uses facial recognition technology and
OTAC authentication. This is implemented on the embedded board by linking the depth information
camera and the user DB server which is built on cloud environment. The embedded system was
designed using Python, C++, C and PHP on Raspberry Pi 3 Model B+, Ubuntu 18.04 LTS and Arduino
Due. Then communicated with each other using Wi-Fi and Serial Communication. In addition, the
driving speed, one of the important specs, was 300 ms, which resulted in conformity with the designed
specification. This system’s prototype was manufactured to prove the practicality and efficiency of the
system.
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Figure 1. Block Diagram of Proposed System
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Figure 5. Resident Authentication Process Data Protocol

BEA AR 5% Z2EZE g 2ol W3
A

He (d 603 22 A2 J1gdn.

@ #eA7F OTAC 25/ Al sk

A olF, oMY, 927 MAC F4E U4

o

@ OTAC #H/9%s AH7E Z47 256H E9
tempkey, usr_auth 715 AJAsted ¢
B DBl 09 AR} 34 4%

Q WEAA OTAC g %
2 oWE s T

tempkey, usr_auth
Ha 9 gy

U

OTAC #g ¥3
olmY 4

g AMH

| i
ojoY L <j ojo 2w

a9 6 HEA AH 55 ZREF
Figure 6. Visitor Pre-Registration Process Data Protocol

<A

OTAC &gF/elE Z2EZL 1 72L& &4
2 7134,

il
e

O FEA7} ol d W g FAE 29

@ WEA ~uEE MAC F4E 293

@ MAC F4, tempkeyE OTAC THF/AZF AMH
of A&

@ tempkey$} MAC F47F A& A OTAC
(QR ZE)E 43 DB A tempkeyE AHAIS

® FEA7} OTACE 7hvgtel Bl 2g

©® OTAC ®j19] usr_auth Z=Z OTAC ¥/

o1z Ao A3

- 455 -



Journal of Knowledge Information Technology and Systems(JKITS), Vol. 15, No. 4, pp. 451-461, August 2020

HF2 2} OTAC Gen.
ADIEE Linux 0S Server
Email tem;:key

Cug 93 24| mcuz o

ARP
MAC Address Req.

MAC Address tempkey
» = +

MAC Address

@ OTAC image

OTAC image Ba A2 7|2

image
oTAC inage | o Can. | 100

decode

® usr_auth
Embedded @ol= Az
Board os da o= w7t 712 |
oar R o AZ 7B
CIE=) = usr_auth 4}
oLeD AR | FEH OIS —auth 3|
“Ad. OlE”
A|g--C22 202 ]
=i _
e E 22 4 |

19 7. OTAC #3905 Z2EZ
Figure 7. OTAC Generation/Authentication Data Protocol

BN AFA 5% ZRESS B8R 2 &4

1 Eq_.
D A% AM 55 ¢= A Y

g% 059 gHte RE 719 Agd AL
=EAA Atste WA FHE dH FRE
getr 1 Hele e 2ok due Eg ey
TG ;0 FEH BEFoE FAHHY O
o] HAE UTF-8E <At dto] A4d)

il

I

Tactile Embedded Face Recog.
Switch Board Linux 0S Camera
e
T T
3sec .
A ®:

********** > odiss Ay

Random code Gen.|
OLED B AL ® ot

— “UHHSE AR
@ Ct2 Pose
C}3 Pose < i
CHS AHA" |
At
®
2 CtS Pose
® e o . Ct3 Pose |«
Al TS AT e
=8 %=
. . 55 28 |le—
5 2= <+

9 8 A AFA 58 ZREF
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