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ABSTRACT

Currently, smartphones are used in various online services such as electronic payments, stocks, and
mobile banking. So far, there have been many studies to counter attacks that can occur when entering a
password on a smartphone. Secure numeric keypads, which are currently popularly used, add spaces
between keys or shuffle the order of keys to improve the security of existing keypads. Keypads with
spaces have a problem that the location of the touched key is easily exposed to the attacker, and the
method of shuffling the order of the keys can easily be exposed to the attacker when the password
consists of the same number. In this paper, we propose a secure numeric keypad against password
guessing attacks that can occur when entering a password on a smartphone. The proposed keypad
shuffles the order of the keys and moves the touched keys to a random location so that the password
composed of the same numbers is not easily exposed to the attacker. As a result, it is possible to avoid
touching the same location when entering the same numbers. Therefore, the proposed keypad is strong
against the password guessing attack that can occur when entering a password on a smartphone.

© 2020 KKITS All rights reserved

KEYWORDS: Secure numeric keypads, Randomized keypads, Password guessing attacks,
Accelerometer sensors, Gyroscope sensors, Motion sensors, Smartphones

ARTICLE INFO: Received 6 August 2020, Revised 21 September 2020, Accepted 13 October 2020.

"Corresponding author is with the School of Computer E-mail address: iksuplorer@ssu.ac.kr
Science and Engineering, Soongsil University, 369,
Sangdo-ro, Dongjak-gu, Seoul, 06978, KOREA.



Journal of Knowledge Information Technology and Systems(JKITS), Vol. 15, No. 5, pp. 591-598, October 2020

1.4 &

A2 ge Agsel ARAA, 74, Zud 3
A3k g Do kel Aulze] AREES of
£33 9ok, FHol F4H APEES PCo B
2 Hold g A% s} vl YA
o AREE o4 ge daEdel 99¢ dn
871 4151 A2 FAHE YRR AfEZS B
9% Jds Al £goz Sue HAse o
49T + 9 M AEE B Ao 7)E
o 294 WEg HaF W g AIse 3

A & % 9of o

LT . >
9 rlo

2 ER FEEHE 99 JESL 719 HA
7b i dsky] gl BAE AR HH| A
0% AAY H2Y=E LohrI7}h o HT

AGHA shEES AzHE Y A BAY
F9E 349 Bed) Ad Be A7 A
Aoigith. @A) FHOE AEHIL Yt HY £
A AL A1E ANEY BAYS AU 9
8 7 Aolabolo] Fue FAAL 7o £AE
4ol WAY, I Ik PEe HAH

718 37} 7bsatvl, 719 €A E H4lol WA et
T e 2ot 22 AR FAHAS |
FAAANA A =22 F dde AV Ao
B oERAAE 2REEN 15E dayE
3% 374 AR £A AH=S AR A

= 2 =
st AdEE Heky AME Y8 79 wME
o

T4 W old o3
HuEe 24T 3BANE Adsts 719 =0

2. ¥ A+
21 ZtEZ 2= F5 T4

1 ded 2nEE a9t AL gaF
Holol FAN A& £4E FUsty H29Y=
g F33e 2 gAY ddes 448
Hz9ee 2mA T4 b FHfsir e
g3 5% AFE O¥ DY H#2H o] gz
golol HEo] WAHE AgAE Egoz A
=& d4ste des d4EdT of A ™ D
o $Z3} o] Yo AEo] ol HA 29
=7 =EEHe A7) o

a9 1. 29A 24
Figure 1. Smudge attack
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Figure 2. Keypad with grouped keys
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