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ABSTRACT

In earlier study, the DSDC (Duties Separation & Data Coloring) -MAC model that applied the
separation of duty (SoD) and data-coloring security techniques as a unified policy was provided. For
practical use of this model, the implementation system must be designed and the model corrected. To
do this, this paper proposes to design an architecture for an implementation system based on the
DSDC-MAC model and check the accuracy of this model. First of al, the design for the
implementation system identifies the necessary functional modules based on the DSDC-MAC model and
structure them into design the architecture. Subsequently, the operating process of how the
module-to-module access interactions are made during execution was designed. As a case study, the
design of the actual implementation system is shown by applying the proposed architectural model for
the MAC model of the HRMS (Human Resources Management System). Next, to verify the accuracy of
the model, the model is formalized using the Z language and examined through the Z/EVES tool. This
enables the system implementation of the data security access model using the DSDC-MAC modd.
Furthermore the accuracy of the DSDC-MAC model structure was checked to confirm that the model is
correct.
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B oEeh e mdof A2d FEL JHestA stk
obz#, DSDC-MAC =9 Fx&° A4 AHAst
of A 2ddE FUsint.

DSDC-MAC =499 7& A2d HdA
A8 AA

> 1 2
FXF, oleF
‘e £ ZESSH w7
Pora HEE S

2 o

7129 BLP model## Biba modeld] BHoHAH& &
ue 598 Aoz HFEE(SoD: Seperation of
Duty)$} Data-Coloring 29+ 7]'H& 283 DSDC
(Duties Separation & Data Coloring)-MAC =#&-< A
At o] 2d9 HAH AEE HHA, FE A
2"& AAsta, 2de] AgAo] YFHoor gt
2 AT+ DSDC-MAC =9 7]uke] 78 AJAH
< 93 oI gHE AAS, o] Y9 A4S 4
Argtth |4, 8 A2"S 99 A4+ DSDC-MAC
modelo] 71EElA BLE 715 BES AEIHA o
S FZIEY oI HE TaRlgt). ofojx,
Ao oAgA BE HIY ATELo] o]FAREA
o & AAS AASAT AL EA, AR
Al 2" (HRMS: Human Resources Management System)
o] MAC 2d& o2 AAE op7|ex rdS A
34, AA 7FE A2 AAE Bt oz,
o] B FIAE YFetr] HslA, Z AAE A4S
A BdSs AYPHOoE WAty ZEVES ETFE &
s AArgth o)A, DSDC-MAC &S o] &3 o
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