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(Design and implementation of smart card-based multi-authentication
mechanism for digital contents delivery)
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ABSTRACT

With explosively increasing digital contents, library and information center should have a
new role between knowledge providers and knowledge users as information brokering
organization. Electronic transaction system should be required for performing this brokering
service since economic value is added to information and knowledge in information society. The
developments and changes around library are keeping up with increasing building digital library
and digitalizing printed sources. With the rapidly changing circumstances, the Internet is
currently witnessing an explosive growth. By serving as a virtual information resource, the Internet
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can dramatically change the way business is conducted and information is provided.
However because of features of the Internet like openness and information sharing, it has
fundamental vulnerabilities in security issues. For instance, disclosure of private information
and line eavesdropping such as password, banking account, transaction data on network and
so on are primary obstruction factors to activation of digital contents delivery on network.
For high network security and authentication, this paper looks at smart card technologies
and proposes multi-authentication protocol based on smart card on open network, implements

and analyzes it.

7. ¢l AvlEZIE UXEEU X Wl 9453t authentication, smart card,

digital contents, 3-DES, cryptography
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|1St seed| |2nd seed |3rd seed| |Nth seed
| Seed X& |
| KeyGeneraton ———>{ KeylogH= |
| Key Export I—%| Master Key Card |
DKc & &
| AH2 Xt s/c card |
<3E 6> HIZ7|IMY 2tF
(2) AE ASHAYF MKs = E(Seed 1//|Seed?i/seed3)
AQME Q=N I S Edfe] AulEIE, DKc = E(2FF [DIIFFEAZHS, MKs)
AR g g ] 74 A ] Ao
e A Z7ke] 271993k o] HhaE]
AzA AAE oo 2k WA svkE :
W = X271 9] 5
FITARE A} I3 AT L ol=F T A (MKs) 9+ 3H871(DKe) & A3t ¢l
Ads sty Foll= 3-DESE A&453US

o] QIFH A AuETIEAA ] g
olFol it} olEld QlZ Aol A
Z¥zkel Wd71e] A #ulE
A I (" 6 7
= mtAE7S A7 Al
BolFy 9},

Au 2] 2717} (SAM
Secure Application Module Card) ] #7
= HtAET1E] A HME Fol7]
fste] Aln"oA o2 AAFH kel
obd 39 Abgol AF  R7|Fk(seed
value) S YEIE= S FHE83190
AREAFe] AmtEFLIE AAE = 1A
= A4E mta7], 52 D 2 7tE
A o] AZNSE dBslste] A4 et

Q1zo]
o
A
=

2]

Tl

>,EF{F

o
be

oX X, o\ 1:0

o & g o8

2=
T
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p
=
e

o

34
97

H] card:

1.

Ol

H AAGE uAH7(MKs) = 9AAHS
NHE7)FFE(SAM  card)ol] A]7E o]
#2H A7 (DKe) = AREAF AHE
7] A 7dE o] v 2H T}

lo,

P

1) APlEFE AREARS
2HPETFEARR A} qq
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ek dE &
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5 ol&shE AOoEA B A ARt
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qe FAG B £ gl IS
AL A8
AOE St Jte 2ld ADLE 9tE
Moo 21
AQDIE JlE &
AR PINQY
AHZ X} PIN’
WS-
PIN = PIN>
5D}
(OE T ADEFIE ARZARIS X2|=

(A" DA AHARE &RtE 7i=g
ZAtE FEE AT F AREAH
MAPSHEE dHste] ARG v
A5 Adshs g BAFIL glon
ofF TAHOE goluw oot k.
O AHEA7E 20tE FtES AntETLE
tek 22 ondde] Ab¢istel Am
EZMEE A4

© AREAZE 2utE FHE AR EZ T
AHAAE kel AHeAe] eIl
ATE 8

© dHHE ARgAe] IS HEE Lt
E 7= ARLEIY] AnE FIE
2 g

@ ruEsE Agwne Add
% zvke =e] A% A
Sst wasle] UAIRE HYIP
QA A} A

3394 gon RAT AEAYS
sols.
® ME¥ Fhg AvEAS Aezz

2) AMtEAES ZRES
ZPEAEAGAS Y AFo] olF
31T ZrtESH Y BEEEx
g 597 %}0% s
WA w2
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o2t
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l
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1:;3{:
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Step 1 - ZE[2H= Yy

O A dsdsade Aestr] 213t

54 oME(ATLA)e] WA
AN S ] HE A EAYPZZ T
o] &

@ "HE2Y TN ZZIHo] TEFHA
AAMNZ] HWIFF=(SAM card)
ZRE wAHI(MKs)E ol 9]
£ RAMel A7t

@ olHd Aol T 27 HE A
we} pthread_ create() 85 531
2 EF A

@ AHdE 2HUes N d5AYEs T



DKc(Ft=1t443])

RNc
(AOLE
IE L)

JIE IOl E
(HehgHes
IIELZXHD

s)

ot
=]

il

— foh

stgrnel
3-DES)

Sek(Al&31)

* >

=G0l E
(HeH Al
IIELZXHD
AEXHD E)

(32l 8 ADIEFIEOIM A TIARA TIA

Step 2 - ZrpEAEE QA
HLL Wy Astel WA
EFs

Step 3 - 2rRETRENAS] 13 AT (MAC)
e

O AvlEFEA WA d TS (RNG
( )E E38l9 W4 RNe2 A4
@ AAHE RNcE E3led AA7(Sek) &

AT
Sek = E(RNc || seedl), DKc)

@ AAE MA7](Sek)E 3-DESL ]
=2 Bl ANER Aol A
2 4byted MP(MAC)C.E oo}

MAC = Elseed’l| seed3liseedd, Sek)

Step 4 - 4HEH AF(MAC), RNe, 1]
3 YAHAR A ] 915 2 H
Zpzpe]  AmlEFIES] A7
(DKc) & 448l7] 9/¢t 71Ed]
oJE[7} FAJe] YA B2 g
.
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DKc = (MKs, 7t=ClI0IH)

v

DKc(OI= IHA431)

RNc
(Hse

o T

IIE L)

!

Sek’ (M &31)

St=CI0lE
(M&=

Hedpe s
IELUZXHD )

ot
=]

0l

~ foh

st e
3-DES)

?

IGO0l E
(HeHL Al
IELSKHD NEHS

A2 XHD E) (MAC=MAC")

Step 5 - 2RFEFIE HSHE
O #$E A=HoHE Edo st=y
7121 DKcE A4 gt

DKc = E(seedl//seed? MKs).

@ AAR A7 (DKe)E £t AA17]
(Sek’) & A4 st
Sek’'=FE(RNcllseedl, DKc)

@ AdE AA7(Sek)E 3-DESEILY

MAC = El(seed?//seed5//seedd, Sek’)
compare MAC = MAC’

Step 6 - GAH) HE JEAUFEL



DKc(OI= IHA43])

RNs
(s
A AMH

)

v

Sek1’(Al&3])

JIECIO0IE
(HehdpiHs
IELUZXHD )

Jt=alole
(HeH LAl
=2 1D NEES

ASTHD =) (MAC1=MAC1")

I 10 HAMHME HE

ate] 23k Ay =d

O AAMHAA A2 T3 (RNG
ME E39 1x A" =
(tempRNs) ©] 4+$1 8byte= 2xF W
T(RN)AAAE A8 seedEZA AR
= 319 8bytes= 7|2A] ARE-SITH

@ 4" RNsE F3afe] AA7](Sek
D& A2dste

Sek 1 = E(RNslseedl, DKc)

@ AE AA7I(Sek DE E3te] A
MAC 15 473t

MAC 1 = E(seed?liseed3l/seedd, Sek 1)

Step 7 - AHH 22F AF(MAC 1), A

B H=(RNs), FREH OB

PPEFIER Mg,

A

Step 8 - APFEFFE oA 9] 9l A AT o]
7155 RNs= B3lo] A7) Sek 1=

A B
Sek 1" = E(RNs |/ seedl, DKc)

@ AAE AXT) Sek '8 Edto] A

W MAC 1I's A3}

MAC 1" = E(seed?//seed3l/seedd, Sekl’)
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® FHEddA AZo] ANE MAC 1 %
AANHEEE A58 MAC 1%
Maee Zow Qzo] $EHY
B e dEAd: WARE
it

=
ofr

MAC 1 = MAC I’

99 WA $EE
2 AR ole] A
SERIEL AT
At

AREHolE 8] FAAdE W] 91
WHOEA d¥bAe® W (Random
number) & A48k oF ZEFCE B
SEA MM AREE AL QT el
/‘ﬁ L& A5 A2 (Cryptographic system)

of gJofM= Q3 Qholt}  DES, RC2
J1# 3 RCheF 722> Y dEsteae
Z(Symmetric Encryption Algorithm) 2
292 AAAE W (Random number)
& ¥Q= 3Pq RSA, Diffie-Hellman, 7L
23 DSA9H 22 WY ¢test 4l
Z (Asymmetric Encryption Algorithm)

AFE AT o AR AE 3
MR ssks st Bok olg
SSLefut 71el d5st TR EZNE Q1F

Mo

(Authentication) AN = d71 AL
Holth webd Wl AA A AAd
o] HobS AAsl= Fo3F REo|Y

E}BW s A dolAl dukA

2 9FHE Ao ZA )AAo] fo]
sftefok 3, 2)Holdw WA (Ran-
domness) S 7}AoF &b, 3)Fa o] 7hH
alok &z, )71 F718 Aok drk o
28 7S TR 718 G ey

zo —Er s}oq HotE& W LFSR¥

of| A %OMXTJ LFSRZ AAHE W54
S m e A%E MEES ZASH

LFSRE #7121 2 HIE AAE & & 3
_]

sieh, whebA 3-DES v wb
7ve. obF ot

g L S

el
ZAZ T
Fls

YA 7]

AR 74 A st (Matthews  1995).
b B ERoAE ol WA
S75e 8FAEES A, =i
M= ANSI X9.17e14 Aefstal e
g S Aasigon o oyals
2 d3st FEEA 3-DESE ARE3HH

2 TAeaE et 2

- Y Tl Z7%el AAE T
3 s dRle e A7k
UER = Shytegt o8 AlAgo®

g dEsy e AAA A"

L OE e dee gog £

Hed 2 oEirelAe gkse] A

o ool



< 11> ANSI X9.17

oA

Pe] = ARRARS] AR

7\H o2 AT,

- 7] dEsgIe]F o2 3-DES K
S AMRS 7]37]E 128hitol T

- 28 Y MNE W9l 64 N E
9] seed HOE FAHET}

HolHE

B

[}

?Jo] 7](Random Key) Rie] AjA=
Vitle th=3 2o
Ri = Ex(Ex(T) i | Vi),-----—---- @
Vier = Ex(Ex(T:) 11 R), -~ ®B

Ex(X): 3DES Algorithm,
V' Secret 64-bit seed
T:: TimeStamp,

R;: Random Key

e B AT 2rtEstEs 94

HEAZS Astel AgHE B
222 WA AvtESA
%8 A5l AH8A} 3
AHRHSE B AEA
SERNEEE

2
1o
AF=S 93k M A wA A

Zt SAE A e 3k

1) LA elZd ol 0704:% %3]
AulEFE A AFREE A H 9l 3y
1% Eatel A= AMTI(Sek),

M (MAC) &= vt 2t

271310000000
RNc | 00 43 ££ 23 79 59, 43 aa
DKe | Ga 7b 3 al. 38 ae 6b 73 £
34, e a9 aa, cf, 89, c7
Sek 85, 8:1 4D; 1D BB CC &4, 4G
8B, 7D, 57, ED, 35, 42, F5, OF
Seedl | 50 30 30, 30, 30, 34, 33 32
Seed2 | 30 34 32 31 3 32 57, 33
Seed3 | 75 6b 33 32 31 56 3 A
Seedd | 6b 79 59 30, 01, 34 38 53
MAC | 69 05 FI) A3

2) cvbEAtEdA AE FHE AR
A% TEe I (AR A
W53t AL Folel PFMwz
A ol A5 FuiE RN
MAC, seed 12,34 ©|t}.

3) 2viEAlEERE A5H Gust P,
AANMANE AvkEstEe] oE
AFe Y] Azl AN
(MAC)E 443 A4sE AR
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= g 2

MKs 17, D7, 94 A2 10 60 B0, DE,
55, El 33 E8 4F, 1D, 74 90

DKC 6&%343]38386[)731[4,
3 e a9 aa cf, 59 ¢

Sel 85, 84, 4D, 1D BB CC &, 4C
8B 7D 57, ED 33 42, F5 OF

MAC' | 89 05 FD_A3

4) ZntEgtEd fd 55 9
o tg AntEFES] 459l
fsted fAMMAAM = A4l
(MACL) = A8k ol ARE
R AdHES MY vt
7ok A48 AB(RNs, MAC 1)+

Mo o x
Horlr B e =

e 4d, 5c Se 30, 4a, al, di, <9

RNs | 4d 3 56 30 da al

Qi1 | 6 DG 1785 CL 99, 4G Al
89 C8 7F, Bl 42, 55 CA FD

DI AntEFEA AAHHE A
(MAC 10& vase A%
23}

tlo oF

o]
o

compare MAC 1 = MAC I’

4.3 ZE[A2| =M

& L B}O]Eﬂﬁﬂli: 7}% g 2o

POSIX(Portable Operating System Inter-
face) ©] pthread) & AREste] Qs
2ol Eo]2W pthread_ create() & %
sol 2AEE AANATE BAL AE

3ttt

MACL" | 8D 89 1A I7

5) AAMMERY A5 Ay
ZntEAENNE AANNE
37] 93 AN (MAC 1)2 A
Habe olu) AL S Hush A4
= AE(MAC 1)E thg3 2o,

o

K"
o, ok
o\ =,

Sekl’

intl=1;

main()

{

‘ M S A
pthread_create(B): —

process A; int B(void* arg)
I=3; {

I output; process B;
: [ =4
I output:

} }

Main Thread Child Thread

MAC T | 8D 89 1A

6) 9ANMERE dFH AP (MAC
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(=]

T(time): t1 + t2 + t3 = 130ms +
19ms + 10.1ms = 142 ms
T1: AVt EFLE A &AM QIFA]
ZH(smart card authentication time)
Card : RNG() x 1, E(m) x2, D(m) x2
10ms + 30ms x 2 + 30ms x 2 = 130
ms(m=8 bytes)
(2 dAXMAA Y] AntEILE QIS 7
(server authentication time)
Server : RNG() x 1, E(m) x3 D(m) x2
0.1ms +0.36ms x3+036x2 =19
ms(m=8 bytes)
t3: A2 A17F (random number gener-
ation time)
User card: 10 ms

Server: 01 ms

{E 3> 3-DES Computation Time

Smart Server
H/W SME P 500Mk
Key Size 196 bits 196 bits
Date Size 64 bits 64 bits
Encryptlon 30ms 0.36ms
time
Decryptlon 30ms 0.36ms
time
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e
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