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S "AERS o2 deshA 7] AL, A Foixl T[S H Y] EA
Z geldt 4= oW oW 47l B QA Ha Zuba ol
ol AL = A=A, LAl do o] MR FE ko] =
A5 Qe 5 loed oju g Aol AFAE =o
3 B} s}

2. X9 AR HA
D “QEA" AGAA “FAm Aoz

AEAL authenticity?}i=  Fo] fo]E WHI3 Holr}
authenticitys= authentication®} $}7] “128] 2~0] quBOevTikoc=E5F-E 3}
A=l &AL} authentic(real or genuine)®] HA}FE o]t} authentic &
25, A origings TR A F, = AP 7]uksiohE o
S 9a. AuED  authenticityt  authenticdt A AL w3y
authentication> £ t]A}0] authenticdH7}S Y=3l+= P S wsh
t} 2] A IT Fofol| A= o] authenucatlonollj/}b F-0] 5 «9] 570
e gE o) ARgskal glow, 7] F38HA e X
WA gL ARRAL QIF, =4 o] 5, TAA QS o8& EH=
O AMgEtaL vk AAR V5AHRE} A S
A 715829} 1T8EA; Aol o] 2] gl §-o] & Alolel] FaL Q.3

1) The New OXFORD American dictionary, 2nd ed., 2005
- made or done in the traditional or otiginal way, or in a way that faithfully resembles

and origin
- based on facts; accurate or reliable



7% WelAE ol gtk
FAAL  integriyS  WHETE  Holt}  integriydr  2FE1O]

integritas(complete and not damaged)ZF-E| I}AJE T2 A 27 S}
FARA, BAo] Gk, WAHALE vy e}
NME FUHA “FAG o2 MAstaE AN 7158 A o
M FR Wz glas vk Hlshe] 1Tkl A =

e FAel ol ee Jule) v R 7S ehayel meka)
Abolell Qa7 ol d 4x7F B

%xﬂﬁ% 180 1548900 4] AR AHT} HLAMHS A s 18
o AR QR FPEG § O F9 AgdS Bejetu, Ayd W
7 olEe =A3t 4= 9lo]of e} o A MR} Re] o=

2) Ibid
- the state of being whole and undevided; the condition of being unified, uninpaired,
or sound in construction
- internal consistency or lack of corruption in electronic data
3) ISO 15489-1:2001
- An authentic record is one that can be proven
a) to be what it purports to be,
b) to have been created or sent by the person purported to have created or sent it,
and
¢) to have been created or sent at the time purported.
To ensure the authenticity of records, organizations should implement and document
policies and procedures which control the creation, receipt, transmission, maintenance
and disposition of records to ensure that records creators are authorized and identified
and that records are protected against unauthorized addition, deletion, alteration, use

and concealment.
4) ibid
- The integrity of a record refers to its being complete and unaltered. It is necessary
that a record be protected against unauthorized alteration. Records management

policies and procedures should specify what additions or annotations may be made to
a record after it is created, under what circumstances additions or annotations may be
authorized, and who is authorized to make them. Any authorized annotation, addition
or deletion to a record should be explicitly indicated and traceable.
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AR 9717 Bdo= HE 7|& A H(Preservation Description
Information) E-E0] )11 o] 7]l & Provenance Information(-7-2] 4 &)
¢} Fixity Information(327 3} 4 H)7} £ Q) T} Provenance Information
< 715 W8] EH(origin®} 71 0] §-¢] o] ¥ FF 5.6 Fixity

Informatione Q7 7&E HlAlS o] &35l 7|2 A W7} HEE XA
St FAA HAAF B HSS € g e ARE 13T

1=

6) 1SO 14721:2003, p.79
- Provenance Information: This information documents the history of the Content
Information. This tells the origin or source of the Content Information, any changes
that may have taken place since it was originated, and who has had custody of it
since it was originated. This gives future users some assurance as to the likely
reliability of the Content Information. Provenance can be viewed as a special type of
context information.
7) ibid
- Fixity Information: This information provides the Data Integrity checks or

Validation/Verification keys used to ensure that the particular Content Information

object has not been altered in an undocumented manner. Fixity Information includes
special encoding and error detection schemes that are specific to instances of

Content Objects. Fixity Information does not include the integrity preserving
mechanisms provided by the OAIS underlying services, error protection supplied by
the media and device drivers used by Archival Storage. The Fixity Information may
specify minimum quality of service requirements for these mechanisms.



B derived from Avohival delimited by B
Package o ) P N Packaging
Dsscriptian  fdeseribed by 4| inormation | 4 identfies | AR
Package
Content further described by Preservation
onte esciip
Information Information
i .
interpreted
| using
»
Data interpreted using Representation Reference Fixity
Information 1 Information Information
4
i adds
p(h\; :: ‘ Digital Structure meaning|  Semantic Provenance Context
—hle COhject Information Information Intormation Information

<% 1) IS0 14721 OAIS =z de| MHE IIF[X| 2d 7M

stAl st7] flske] AA7] =9
A A 79SS EH-originz F-231, o] & Eela o€ S Ul
o #AAl 7]Fo ol|27|7HA] HEA FHe FAHS F

2) AR A& A

AR A7 SO og AR - FAY 2w e )
AAA DS o 2u} "AF ARG o FOE AHGFL YTk

8) RFC 4998: ERS(Evidence record syntax) 2007, Aug.
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A AAAH QI digital signature 7] &2 Rt A4S, = PKI 7|
=S 71TE o] &dke Aotk ¢5stE sk 71BN} ol
BostelA s ZIESIDE AR wE 7 ARl
Al A ATder A 718 ARt s A A
AL, AHAle] kg stels MAAIE ST ¢ e HASVIE B
= Aol Al svhE T defe] S dEste s wAA A}
AE eYsA 5717 flom B Qs g 3lo] H4<l

dl, PKI= 5 st i WA A Mo] g AHAlE vHE 2aL 3l
A ou 7k glar, dial Fd e M& dEstet A Abghelot
gEbA, FEe AE % 715S Uit BY S5 R E
Mo] HAuA] eh=w A9 df = 72 dd e dert Ev
W ool geshe Aftels AT F JASS AT F Avke
Zo] 4 ofolr]ojo|thin AF-E Wt Mg o] A8}
A GA H7] Wl fHEE A = s FEA Vs e
Algeteh gosh i wMAAE A7) E A2 FeEokd &
Ssel]l B AlZto]l AE]7] Wiel] BE2 o] Azl o
2 ZFoksle] Zobgke otEalalal, o2 AAdWgtelda &)

- In many application areas of electronic data exchange, a non-repudiable proof of the
existence of digital data must be possible. In some cases, this proof must survive the
passage of long periods of time. An important example is digitally signed data.
Digital signatures can be used to demonstrate data integrity and to perform source
authentication.

9) i) ANl thak SAEE X5000] TR Sl nH AN |2}
HYE 4= 9l goj7) byt obya FrEA Y Hu). = electronic signature
LH] authentication, & Q1A YEQ] = AEA = E3)S A3ste Idurd

o] T4 Wiy, thE shue digltal signature ZA] source(g?ﬂ)gl— integrity(;-2

B A i i R R

A A7 A A AR BRI RE A5 R A 1

Argole A5 el

10) 18A 40—7]]7] 7]14KPublic-Key Infrastructure)2}al &= Zlo]t}.
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1) G, "AEY BN BT, F7P1E 2008 HERS
%A = YATFEE HEAR, p 56
AR 2T 1) ARBIE BY 71E 265 B AT A4
AHRT 2 W Bk A 71 A 8 A AARA ABE )
A Q1% Y G 27 A7 AANR BAA H AAEETE A
BAS AAAEE BEAS AAAEOR AR 5) 1Tk Y 719
AfA7E AT Fol D91l T F187}

HAp|=o| Exel NEEt 57
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2 golst &g 5Ass VAH NEA FAHo A, $
g7} Feke, 715RE A5 AlS FAHo o]FoAHAE
FAAZIE, O F9e] 8de] g FA4S 1dE BA
e A2 ool frolstofof st}

Fol715e YR HESE Zo] EHolAut "HAAEe
O R BESE BEEA e 7S 8 57} vl el o] E
o kg Eofof 3] wito]7|E s, REAYE flste] B
7] wWEol7| = shar, 71 AlE SollA A Wa) - i
v 7= 34, 7150 Wy utEe W HAgke] vho] 1y
ojdo] dojd 4= yholl §l7] wjZol7| = shth A7 Fe] HE
S A& 4 - M-S Fksled], o] 4 - WMo g S
FA3H7] QA= &5 VERSOIA] AFE-E a1 3= F oA 9l
2% "kl 5 Honion model)'} 7o] o] & A +£A - HI A
HE Q9= oz «5Aqd Az & AAE HEo2ZH
Aol A% A 4 QAL 17 - W 2pgdo] AWk H),
Ak gzl AWe Al7lo] o] FoH &S W] HsA
= 7 A dsiA AAAE S A 7= Ao Bas 4 9l
thd 3 2B FA4 g1 el = o dA g

12) AR EHIAIE 2010. 5. SHHE Al1001251 A293(B DA 2] Q15
@ TR AL YA gk JAFTHFE FAs
@ AP uz} AFeE PAFHAAAE] J= Aol L AFAAEE
AAREA ] FAE A7 9 FE7Ee] @9l - F EE T 7]
A AR G5 B8tk Al Aol Sl Ao Hu, 1 AAEAE
AR ] © T 1 gjgo] MAHA ofegirta FA g
13) $H3, “WEA FEE g AASE Feyel, = Eeols| ]| A
16923, 2005, 12. p.52
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T Fatell glok wi Al ZpAS] X stel] whE AP A o] o]
W oef A =Fste] wE A kE ZEADE 2E ety 1§ 49
2ol REAE 1 MY FHollA AlEZ ekl F Q|
1tk olw WEWA Ao HEA - FAAY BHAgo] dad
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14) $HD, AV SES Qg wEnAe] e, s=rdgRnets«] A39u4
3, 2005, 12. p.188
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ABSTRACT

A Verification Strategy for the Origin of Electronic

Records

Byoungho Song

The target of managing electronic records should be the trusted record
services to the end-users. The natural characteristics of electronic records yields
the drawback in the authenticity aspect and in the integrity aspect, and
current standards and methodologies have beed developed to treat this
drawback. However the authenticity and the integrity concepts is hardly
separated each other and too completed, so alternative "source" concept is
introduced and a verification strategy for the origin of electronic records is
discussed in this paper. According to this concept, current standards and
methodologies may be criticized for the negligence of necessary information
organizing/verification, the doubtful long-term verification, and the missing
counter-strategy for the verification-failed records. To solve this, needed facters
for origin verification is described, new preservation format divided into
temporally-fluctuating (variable) part and immutable (fixed) part is proposed,

and a strategy to prevent, avoidance, and detection/recovery important records

is suggested.

key word: Electronic Records, Authenticity, Origin Verification,

Authentication, Long-Term Preservation
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