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Design and Implementation of Tor Traffic Collection System
Using Multiple Virtual Machines
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Abstract

We intend to collect and analyze traffic efficiently in order to detect copyright infringement that
illegally share contents on Tor network. We have designed and implemented a Tor traffic collection
system using multiple virtual machines. We use a number of virtual machines and Mini PCs as clients to
connect to Tor network, and automate both the collection and refinement processes in the traffic collection
server through script-based test client software. Through this system, only the necessary field data on

Tor network can be stored in the database, and only 95% or more of recognition of Tor traffic is
achieved.
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