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Abstract

Using cross—platform development frameworks, mobile app developers can easily implement mobile apps
for multiple platforms in one step. The frameworks also provides adversaries with the ability to write
malicious code once, and then run it anywhere for other platforms. In this paper, we analyze the ratio of
benign and malicious apps written by cross—platform development frameworks for Android apps collected
from AndroZoo's site. The analysis results show that the percentage of benign apps written in the
frameworks continues to increase, accounting for 45% of all benign apps in 2018. The percentage of
malicious apps written in the frameworks accounted for 25% of all malicious apps in 2015, but that
percentage has declined since then. This study provides useful information to make a suitable choice when
app developers face several challenges in cross platform app development.
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#include <stdio.h>

#include "First.h"

JNIEXPORT void INICALL Java_First_foo
(INIEnv *env, jobject obj)

{
printf("NATIVE : foo()\n");

% 1. C++ollA dlo|E[E FHof Med
Fig. 1. declaration of a native function in C++
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class First //--> 282 ¥
{
static
{
System.loadLibrary("First");
}
native void foo(); // --> HIAE B
public void abc( )
{
First first =
first.foo();

new First();

s

a7 2 JavadllM uO|E[E &=

Fig. 2. registering and invoking a native function in
Java
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Name (value) 2 94
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Landroid. view.ViewGroup;
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3
| Landroid.view.ViewGroup;
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| Landroid.webkit.WebView; | Engineview;

STATIC 0x8 this(instance) — ar-
gument
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Table 2. major native functions (features) of self-contained framework apps

R LI dlo]g B 3 o] &

Xamarin Lmono/android/Runtime;init

Ot roject Lorg/qtproject/qt5/android/QtNative;keyDown

broj Lorg/qtproject/qt5/android/QtNative;keyUp
Unit Lcom/unity3d/player/NativeLoader;load
¥ Lcom/unity3d/player/UnityPlayer;initJni

Cocos2d-x Lorg/cocos2dx/lib/Cocos2dxRenderer;nativelnit
Lorg/cocos2dx/lib/Cocos2dxRenderer;nativeOnPause
Lcom/ansca/corona/CoronaWebView,

Corona Lcom/ansca/corona/CoronaWebView$CoronaWebViewClient;
Lcom/ansca/corona/JavaToNativeShim;nativelnit

libGDX Lcom/badlogic/gdx/physics/box2d/Body;jni Apply AngularImpulse
Lcom/badlogic/gdx/physics/box2d/Body;jniSet AngularVelocity

Vuforia Lcom/vuforia/VuforiaJNLinit
Lcom/qualcomm/vuforia/Vuforia]NLdeinit
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Table 3. types and characteristics of self-contained
framework apps

PN | MEA F9 E4 A4
. ) Mono #E}RY Android,
Xamarin CH(.net) 3 .
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QT - C T8 C++ Android,
rojec ++
- goluee A% i0s
o CHnet) Mono e Android,
ni nel
g g i0S
CH+,
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ol o
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=4 d4 e
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SDK A&

2 ¥ 49 YeRY 3L
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Table 4. types and characteristics of hybrid apps
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Table 5. major features of hybrid apps

ZHI¥=2 HolE B 3 o] & ZH2 oF

[Ze 2]

Cordova Lorg/apache/cordova/inappbrowser/InAppBrowser$SInAppBrowserClient;
Lorg/apache/cordova/engine/SystemWebView;

o Ext Eal

Titanium Lti/modules/titanium/ui/widget/webview/ TiUIWebView

[ 2]

Appyet Lcom/appyet/view/ObservableWebView;
Lcom/appyet/view/observablescrollview/ObservableWebView;

(2]

React Native | Lcom/facebook/react/views/webview/ReactWebViewManager$ReactWebView;
Lcom/facebook/react/views/webview/ReactWebViewManager$React WebViewClient;
[vlo]E] B gh]

Native Script | Lcom/tns/Runtime;initNativeScript

Lcom/tns/AndroidJsV8Inspector;init

[Ed~

Leom/rhomobile/rhodes/webview/RhoWebViewClient;

Rhomobile
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Table 6. distribution of benign apps written with each cross—platform development framework

2014 2015 2016 2017 2018
Cordova 1036(2.13%) | 2815(91%) | 25160356%) | 2060(10.19%) | 612(5.10%)
React Native | 0(0.00%) 100.00%) 76(0.26%) 112(0.56%) 38(0.32%)
hybrid apps Appyet 20.00%) 2320049%) | 1444(492%) | 294(146%) | 349291%)
Titanium 530(100%) | 349(073%) | 1830062%) | 183(091%) | 192(1.60%)
Native Script - - 1(0.00%) 40.02%) 10.01%)
thomobile 6(001%) 5(001%) 200.01%) 20.01%) 1(0.01%)
Total no. of hybrid apps 1574323%) | 302(7.14%) | 4222(1437%) | 2645(13.15%) | 1193(9.95%)
Corona 5I9(107%) | 315(066%) | 126043%) | 142071%) | 160(1.25%)
. Cocos2dx | 1064(218%) | 1090229%) | 5I4(1.75%) | 741368%) | 376(313%)
self-contained Wit 200(452%) | 26386:64%) | 1556(30%) | 2024(10.06%) | 2R6A(2379%)
runtime Xamarin B1074%) | 25058%) | 216074%) | A12205%) | 731(651%)
——T 35(007%) 44(0.09%) 12(0.14%) 35(0.17%) 21(0.18%)
20D Vuforia 18(0.04%) 23(0.06%) 15(0.06%) 6(0.03%) 100.01%)
1ibGDX 5R(121%) | 5(L14%) | 1960067%) | 203(101°%) | 105(0.83%)
LongRange - - 1(0.00%) - -
Total o, of Self contained | gq7530) | 4980(1045%) | 26660.08%) | BBATTI%) | 4288(35.75%)
runtime environment apps
Total no. °fap°;‘s’ss‘platf°rm 6361(13.06%) | 8382(1758%) | 6883(2345%) | 6208(30.86%) | 5481(4560%)
Unknown or Native apps | 423/8(694%) | 3981(8241%) | 22491(7655%) | 13910(69.14%) | 6514(5431%)
Total 48709 47663 29379 20118 1199
£7.2t 924 BUE L maelgaz TS o o BE

Table 7. distribution of malicious apps

written with each cross—platform development framework

2014 2015 2016 2017 2018
Cordova 800(6.99%) 26(0.26%) 20(0.74%) 26(0.54%) 7(0.40%)
React Native - - 2(0.05%) - 1(0.06%)
hybrid apps Appyet - 12(0.12%) - - 1(0.06%)
Titanium 1(0.01%) 4(0.04%) - - -
Native Script - - - - -
rhomobile - - - - -
hybrid apps Total 801(7.00%) 42(0.42%) 31(0.79%) 26(0.54%) 9(0.52%)
Corona 32(0.28%) 32(0.32%) 5(0.13%) 7(0.15%) 0(0.0%)
Cocos2dx 582(5.09%) 663(6.60%) 209(5.33%) 39(0.82%) 10(057%)
self-contained Unity 1004(8.77%) | 1486(14.79%) 364(9.28%) 143(3.00%) 28(1.60%)
runtime Xamarin 5(0.04%) 5(0.05%) 16(0.41%) 5(0.10%) 1(0.06%)
environment Qt project - 1(0.01%) - - -
apps Vuforia 2(0.02%) 1(0.01%) - - -
1ibGDX 354(3.09%) 357(3.55%) 87(2.22%) 12(0.25%) 5(0.20%)
LongRange - - - - -
Total no. of self-contained | 579179900) | 254505330) | 68117.36%) | 206(432%) A4(251%)
runtime environment apps
Total no. °fa§;‘s’ss'platf°m 2T80(24.29%) | 2581(2B75%) | TI20815%) | 232(4.89%) 53(312%)
Unknown or Native apps 866A(T5.71%) | 7459(74.25%) | 3210(81.85%) | 4539(95.14%) | 1700(96.98%)
Total 11444 10046 3922 4771 1753




OIEZ0IE BFUM ABA BUE Y THAYT0| ME BHIY W BE

93 AndroZoo HloJEH A& o] &3a}
} oo PrE

o H
S
=

il
¥ odlele Al A 2
olgkx  zetE g7t AA
15786470 % 33,320(21.10%) 70 = set=] 9l om,
ofA qlo7 RFH dolE Mo Ay ARAZ
NE Jolekar mhotwl <)ol AFrE HA 31,936
N % 6,364(19.93) 70 2 etz o

o
L
on, 4
./_\_j

1) o] A& 20189 %
(AR ENT) ] Aoz
ST AT A Y-S ol ey

o1 7AF 9 (no. 2018R1A2B2004830)
2) & A= ArjeAdBEilt 2
AREEA7]E31EAH 9
HHCTATAE S A ALY o] AFAT =

S35 1S (ITP-2018-2015-0-00363)

D

og

fad

Ho

[1] Henning Heitkotter, Sebastian Hanschke,
and Tim A. Majchrzak, “Evaluating
cross—platform development approaches for
mobile applications”, International
Conference on Web Information Systems
and Technologies, Springer, pp.120-138,
2012. DOIL  https://doi.org/10.1007/978-3~
642-36608-6_8

[2] Isabelle Dalmasso, Soumya Kanti Datta,
Christian Bonnet, and Navid Nikaein,

“Survey, comparison and evaluation of
Cross platform mobile application
development tools”, IEEE 2013 9th

[3]

[4]

(6]

[7]

[8]

International Wireless Communications and
Mobhile Computing Conference (IWCMO),
pp.323-328, 2013. DOL https://doi.org/10.
1109/TWCMC.2013.6583530

Spyros Xanthopoulos and Stelios
Xinogalos, “A comparative analysis of
cross—platform development approaches for
mobile applications”, Proceedings of the
6th Balkan Conference in Informatics,
ACM, pp.213-220, 2013. DOL
https://doi.org/10.1145/2490257.2490292
Yonathan Aklilu Redda, “Cross platform
Mobile Applications Development: Mobile
Apps Mobhility”, MS thesis. Institutt for

datateknikk  og  informasjonsvitenskap,
Norwegian University of Science and
Technology,  2012.  https://core.ac.uk/

download/pdf/52105182.pdf

William Lee and Xinran Wu, “Cross—
platform mobile malware, write once, run
everywhere”, Virus Bulletin Conference,
2015. https://www.virusbulletin.com/
conference/vb2015/abstracts/cross—platform
-mobile-malware-write-once-run—-everywh
ere

Santiago M. Pontiroli and F. Roberto

Martinez, “The Tao of NET and
PowerShell Malware Analysis”, Virus
Bulletin ~ Conference,  2015.  https://

www.virusbulletin.com/conference/vb2015/a
bstracts/tao—net-and-powershell-malware-
analysis

Jaewoo Shim, Kyeonghwan Lim, Seong-je
Cho, Sangchul Han, and Minkyu Park,
“Static and Dynamic Analysis of Android
Malware and Goodware Written with
Unity Framework”, Security and
Communication Networks, 2018. https://
doi.org/10.1155/2018/6280768

Alexios Mylonasl, Stelios Dritsas, Bill
Tsoumas, and Dimitris Gritzalis, “On the

feasibility = of malware attacks In
smartphone platforms”, International
Conference on E-Business and



2019¢ 6 SI=EAZEHY

g7tee] ==X H168 Mi=

Telecommunications, Springer, pp.217-232,
2011.  https:/link.springer.com/chapter/10.
1007/978-3-642-35755-8_16

[9] Alexios Mylonasl, Stelios Dritsas, Bill
Tsoumas, and Dimitris Gritzalis,
“Smartphone security evaluation - the
malware attack case”, Proceedings of the
International Conference on Security and
Cryptography (SECRYPT), IEEE, pp.25-36,
2011.

[10] Google, “Android SDK”, http://developer.
android.com/sdk/installing/index.html

[11] Google, “Android NDK”, https://developer.
android.com/ndk

[12] IBM 432 E9o] Throught Leadership
A, fEard g A wkAl wlan djoE] e,
q, shelBE|=" ftp://ftp.software.ibm.com/
software/kr/pdf/WSW14182_Native_Web_or
_Hybrid_White_Paper.pdf

[13] Naoki Kudo, Toshihiro Yamauchi, and
Thomas H. Austin, “Access control
mechanism to mitigate Cordova plugin
attacks in hybrid applications, Journal of
Information Processing, pp.396-405, Vol.26,
2018. DOL https://dx.doi.org/10.2197/ipsjjip.
26.396

[14] Achim D. Brucker and Michael Herzberg,
“On the static analysis of hybrid mobile
apps’, International =~ Symposium  on
Engineering Secure Software and Systems,
Springer, Cham, pp.72-88, 2016. DOL
https://doi.org/10.1007/978-3-319-30806-7_5

[15] Gerald Versluis, “A Brief History of
Xamarin”, Xamarin. Forms Essentials,
Apress, Berkeley, CA, pp.3-18, 2017. DOIL
https://doi.org/10.1007/978-1-4842-3240-8_1

[16] Matias Martinez and Sylvain Lecomte,
“Towards the quality improvement of
cross—platform mobile applications”, 2017
IEEE/ACM  4th International Conference
on Mobile Software Engineering and
Systems (MOBILESoft), pp.184-188, 2017.
DOL  https://doi.org/10.1109/MOBILESoft.
2017.30

[17] Ceferino Gabriel R. Ramirez, Jason B.
Almonte, Reynaldo R. Tugade, and Rowel
O. Atienza, “Implementation of a digital
game-based learning environment for
elementary Education”, 2010 2nd
International  Conference on  Education
Technology and Computer, IEEE, Vol. 4,
pp.208-212, 2010. DOL https://doi.org/10.
1109/ ICETC.2010.5529699

[18] Jinseok Seo and Hun Choi, “A Case Study
on One-Source Multi-Platform Mobile
Game Development Using Cocos2d-x,
International Journal of Engineering and
Applied Sciences (IJEAS), Vol. 3, Issue
11, pp.80-84, Nov. 2016. https://www.ijeas.
org/download_data/IJEAS0311032.pdf

[19] Sonali Kothari Tidke, Pravin P. Karde,
and Vilas Thakare, “Detection and
Prevention of Android Malware Thru
Permission  Analysis”, 2018  Fourth
International Conference on Computing
Communication Control and Automation
(ICCUBEA), IEEE, pp.l-6, Aug. 2019.
DO https://doi.org/10.1109/ICCUBEA.2018.
8697490

[20] A, AHd, 244, “EZo|=oA] ul

oA g Y =ZHla B
ErotA=tl[S au B b e

o
o

[21] @A, oy, =AA, 34, “F8 d=
2olt wille A < FhE|l g 9 Y =
of wE oA 1 F¥7 ARIEHE]=EA]
4648 23, pp.109-115, 2019. DOL https://
doi.org/10.5626/JOK.2019.46.2.109

[22] Kevin Allix, Tegawendé F. Bissyandé,
Jacques Klein, and Yves Le Traon,
“Androzoo: Collecting millions of Android
apps for the research community”, 2016
IEEE/ACM 13th Working Conference on
Mining Software Repositories (MSR),
IEEE, pp.468-471, 2016. DOI:
https://dot.org/10.1109/MSR.2016.056

[23] AndroZoo home, Université du
Luxembourg, https://androzoo.uni.lu/



OIEZ0IE BFUM ABA BUE Y THAYT0| ME BHIY W BE

[24] Li Li, Jun Gao, M’ed’eric Hurier, Pingfan —_ M X A2
Kong, Tegawend’e  F. Bissyand’e,
Alexandre Bartel, Jacques Klein, and Yves
Le Traon, “Androzoo++: Collecting millions
of android apps and their metadata for the
research  community”, arXiv  preprint
arXiv:1709.05281, 2017. https://arxiv.org/
pdf/1709.05281.pdf

[25] VirusTotal (free virus, malware and URL @ i
online scanning service). https://www. 2016.2 T=roi s

o SE&HFHTY =4
: . 3 V1= gl skl =
virustotal.com/gui/home/upload 20182 w5 chSpal A FE St F 5
<F AT OF> Al ~F HQE Al AF AZE
dof, dult= AjxdE od=gol= Iy
A=

A

M 2 94(Soyeon Jeon)

1 AT EY sty A
QP=fol= Hel, deolEwt

1989.2 AM&thenl HFH Fsty =4
1991.2 A& sral 7578 38t 382 AL
1996.8 A& gtul 7 3FE 38t} 3 shEkAL
2009.02-2010.02 Univ. of Cincinnati &
g
1997.3-& A} @ =g HFE e/ nx
Egojgta} w
<FRAROE> Az EY ] AH At BE
Alz~gl 9 wubd HQl ot IE FA A

aL— T,

_1



