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Trustworthy Service Selection using QoS Prediction
in SOA-based IoT Environments

Yukyong Kin*

(@] ok
I =

ToT(Internet of Things) $74< e 87} ojZalAlol e Betd ALEe 4 A ofe] 744 A
ol 4% SAsE AT A4 87 4FE ITAL £ slolot A8 e} S 07139l 4
9 AA A9 Aokt 2L T 844 5402 QoS FA WAs) B &

: A

T Aol AR AHAAE WG QS A5 UL A, QosedSal AHLE o] 9,
AHGAE AE BAE BAste] GRS AlolSl FAHE sobsta olF JIMOE QuSE AEFHEE F
QAFAAL Aol AHE FaEs shglon], APL Bal QoS AZ) o] ol FolAi ANE ¢
2 % gtk

Abstract

The Internet of Things (IoT) environment must be able to meet the needs of users by providing
access to various services that can be used to develop diverse user applications. However, QoS issues
arise due to the characteristics of the IoT environment, such as numerous heterogeneous devices and
potential resource constraints. In this paper, we propose a QoS prediction method that reflects trust
between users in SOA based IoT. In order to increase the accuracy of QoS prediction, we analyze the
trust and distrust relations between users and identify similarities among users and predict QoS based on
them. The centrality is calculated to enhance trust relationships. Experimental results show that QoS
prediction can be improved.

FSIIY = ¢ Au2=EE SOAZINE 0T, A 7F Anls A8 QoS 5

keywords : Quality of Service, SOA-based IoT, trust evaluation, service selection, QoS prediction

1. B IoT 7] WHdor o F4 ZegEd
« Zmol R et 7] 2T Sl hFE AnE AAES AR 94T F
(email: ykim.be@sookmyung.ac.kr) A HA} IoT §2f7é Oﬂ}‘i }‘1 H]ixlféko}ﬂ =) %

Al A 2019.06.20.

— 123 -



SOAZ|gt loT&HOIM QoS &5 St MEE & A= AHA ME

AAg-o] 7HEs Al sk, o1& B8l 10T of &g
Alo] AL Mu| 22 A3 HrH1.
IoT Au]2=o] )3k ;A g FA}EH

% v‘g_'—li__
ZRwn ohlet vY)5H LTANGE $2A
¢ HE 42 A2 JUE HdH Aol

oA A A Aoy FEE
o] 7]§94 FAZ Q1 QoS(Quality of Service)
A7 FA 7] wEZolvH2] dEA el g
QoS e &L gk 7HAEARE 67
S HA ey Mulx FEAE MelE

B

oo YE §2 R Ad
®woox 2 o rlo

U ol5dl= A9} o] oAl AEA
o7 ol AAR AFEA = QoSE A &
T St
QoSE o=3d= Fo we 9 dHg
(CF)S E3) A1 AFEAL9] QoS HAHE A4
ato] 7hsd MHl2g QoSE e Aotk
3. T2 AR AL Ae] QoSE AHESlE A
Solut Au~ A Folle HEdd gl FH
Ar)zef figk F7F ARE AS F dth o]y
3 QoS dSUH-e QoS HRE A H4

N mlm
)
oK
ol
O
rir
i
o
o3

e
Rl

R

A g w o olzke] A} A TS
b 52 [T of7]elxjol A &

oo
o
O
o
N
o2,

o,
il
o
ol

folr
%

4
=

o

X
o
o
L
2,
Y
L
2 7
OH
QL
rlr
o
=
[
ot [y 2y
>
= toby
Mo o o X

i
= oo

ol rlo
o
=
[>
£

2 xﬂOiéM] g aom. A

éi:o

¢

= o
=
)
ol

Z2 HW”"ﬂ

¢

ol
EL
X,
SN 1)
KM
l">' oL
o
gi
rlr
2
)
>.
é
ok
2
I
]
Qb

of
-

T oo fo 4 fZ oox XN

fo Kl
tft

Oz

°

X

)

ol

o

4z

2

_O|L

X

e
P
o,

>

=
o
X
=
[
o
oX!
9, il
=
rot
o

B

aAkste] A A Bl

#g B
A2 ALgA o} Hﬂl* xﬂ+ } 7 AE-EA
AE ndEstaat sioh AREARRE A EA8
E Wde CFE o] 43t QoSE dS5sta H4l

@ oere TAS des 2o 29l B
ATEA AFE7|HF SOAS] E43} @LﬂE
BAS BT U WA AN 09 A

2. 3 A
2.1 A=718F SOASl §3

oT 7% A3
I I P
084 9 B4 hsRel oF 244 A9
Aal fstia AFE JeHeL A%
SOA: AHAem 4% Agas A 7
Aul2s AR, A2 ol §A % Al
Eelz TAH, Aulz A8, T4 0 A

o=
2
FA9
7 2

Wz oze] Al AR @A A5 A,

- 124 -



2019¢ 6 SI=EAZEHY

IoT 3742 84 wet Au2E Ae &
A+ RFID HjZ, 414 B AnfE QHAESL 7+
& FHE oF AAE FAE o, b
g AMul2 7ol 4 B FYs VIWe R ke
B 54& Hola glova #EA<l SOA
o= o2 o s 273 oT 34
Az AT PEE A 34 e dold

A

dHow AEAgan Aulzd gastad @
o, ZAzbel g 7bed oy ElY, w9
5S¢ gFe e %1 golokdtis AL ¢
u) gt} o] A Ak tiEEo] Afdta 9
e we BN Y 9 AN 5ES Haw @
o,

olefd EAE sjAsty] fs 719 SOASt
fzEE AHEZ SOAE wEdelE T
SOAel &4 7159 A4, 74 R JA=E A

Yal= FAl AR s A YTorA T

R FuAes) jFe] ANES 2nAd )
Tl AgsteE gk 13 18 [6lelA
o) AHE7|R SOAS] ot}

2.2 loT HH0lM MH[A ME 2

W 715d SAE A% SN fA1E Al

=

2% FHshE U AHEEE 71FOR QoS B 4

Hcontext) AH= AHolHt W3C Lol =
W, QoS+ A, AFEA, 34, A, 78
So) TP 44 euiste, o QoS 44
= B R s A HHT]
look-up loT based
Service-oriented
register Middleware
registration‘ | ——
request
a8 1. AL=7[8 SOA
Fig. 1. Thing—based SOA
IoT 3H7olA thdst QoSE 2t diifi A

H| 28] Zdo] F7kskel] whef, QoSell 7|vhs 7
i Fas MuAE dYshe TAE s
Hrh 18y QoS grel AEE & gAY &
A esk7] WiEell, QoS #S Sk WHE T
2 AREeAl Ak CF A2 QoS dSolA
] AREE I 8]l CF Ay A A}
EA7F 7ML Q= QoS HRE 7|WreE A
2] QoSE dFate Witk el 7Nk CFe
A4, 728 U ES A(neural network)

Blg 59 7oz Abde RdS F¥ad]
QoSE d&3tHIl o] 7|vr Hawe AEA
VRS ARESE] kg AlZE 1HA e AA o
Fold A QoS #oll et & TS
10l &= 2 A=A 11X =
gk AbHA HH st A QoS Al
= ARgate] AREAF W] H a3 Qo

Ages Auag Ve Adss 7

=

o
N
-

o )y wo

"5
© 3
rl
on

g}

n T
&
TS

AU
L
il
2

- 125 —



| A
[y = T M

=13

U Mi2 Mo

ekt Abd A dAloA] A2 TR AH| 2
QoS 4 ARgAL dermel 22 A

MEE AHgske] Hlath fARE A
=, [12]94= o4

Jo 2 7|&shes B8y AHls g

)
ro,
—
@)

>_]
X
=
[
et
>,

o

I'®)
o
0!
B
oX,
o
>
o
N
O
0,
oX
g
lo
ox o
4B
S

S
wn
N
(o

fd

[~
rot
> O -
o
AC)
)
o
kit
2
N
=
tlo
—n
=
ol
f
>

=)
)
oZ
't o
2
oo ™ K
! i,
-
j—y
&2
o,
9

ot
>,
fi
o

o Al 74 QoS % AZdh 43 vl
257] miel A% ghe AFgRel A A1)
AHgApel 4%

IR - TR T < T O 0 - R S .
N =
1o,
>
=
[~
2
o H
rot

3. A= & 2HHBt QoS7|HE AH|A MEY

the 2% 2 QoS elZ3 AHs B %
He E SOAZIR 0T WEslo} ol7 e Aol

. -

£
H g - *
% * -
ey - ~ [service Registration |« L WsN

Request il Engine I
" Service Discovery |+ ............ i i :
Engine = , . ¥ @
QosMonitor | = o | Web Service

Aulon omous
Service provider
+

i Provider

_ Service Registry i

2 2. SOAZ|tt |oT olSdlof #+=
Fig. 2. SOA based loT middleware architecture

At ob7lelx = ARgAbete] 94 9 SR
ArUAeld Ads APt & AXVES
2 83s AgdlTe 98-S k= RH(Request

Hal’ldler), /\]‘%‘X]' %76] Oﬂ}\1 ]‘% ].‘,__5]_ }\1 H]/\c

S TEHFE 98 = SRE(Service

o) A8 5 QE AN2ES A
@ FH LS AFT £ JES QSE Ry

1= [ely —’F 3)+= SDE(Service Discovery Engine)<

AR A o) A QoSS A%
7 S8, AR SHEEAR 935S F6
she 848 Hu8 5 Yt CPE Agdn

H
AREAE Al 9d] #E H o
& AS AR ARRAERH QoS BESs B4
Fogy o & ¢ vk st AHaE A
Z U ARgAb e s 2o FHEecld o
Mz e vE s M F U ot
2tA AR 58S ke AREAE ASE
Abstttar gt ol ek 54 % CFS A
2 0 AMy)zd gsk QoS A &
T Ak AHEAE Ttel 2 Qo e oY
O g2M AHEAZE A MRl AE F T Ao
SoEE Tt oT A8 2=9] QoS #hs 53
4 ok a9 32 B =FolA Aoks A7 7]

= )
g QoS oS A YERIth
QoS data of
users and
services
=
Trust network u:ﬁ:..tl::t:er E@ similarity Qos
Construction i Hin madification prediction
A
Predicted QoS

O3 3 AZ[7[HF QoS o EHE XL
Fig. 3. Trust based QoS prediction process

WA ALEAES A B EQD TE
A 7152 AT A ATAG )

FAoZ 3= Y Aujx AERE F

olt ’_‘

A

o

— 126 —



2019¢ 6 SI=EAZEHY

Aoz 24 MENAE A6k, AF 3 &4
AZ BAET Ag ke 23 A Ao A

3 9 A Aot ASAENA Ao
% = A Bl AgAA
ANE FAUG A B4 WA

Aoz A5 AV AHE FAe9 AFY
=
=

~ trust & ‘ distrust a
—_— =
& ; o :
trust Y
trust X distrust ? distrust

*Q ‘Q
(a) (b)
a7 4. ME[e] MOl
Fig. 4. Trust transition in a social network

a9 4ellA (@9 A4S, A7F BE AlFEa,
B CE AFE o ‘A9t ‘Cr ARA AL
A Wk gort A} Adste BIECE A
sl A7) i, ‘A= CE 7]—7@7@ oz A
sty B 4 Qloh ey B4 #AY wi=
gz sl 2 4 gk 2¥ 49 (h)ollM <t
ol ‘A7l ‘BE B4lsta, B7F CE B4
a8 g AV CE BN sy 4= gl

7(:3]

i

Folth, 4AZ A7} BE BASE 49, C
of oie Be Wb Aol ofm JFE E 5
flck o Aol AVE BE dskola, B
7} CE BAlse A9, AE AHHeR C%
4519 A Gl 94 as 6, Bl 3
e A 2 Qg mA 5 Q7] HEe] A
7 CE PRHeR ARGL 4T F UL
Zoltt. oldd #Ae Agstel, A7 % BA
) HENZE TG AL AN

AV Aol whed g,

2 I‘4741: A}ﬁx

il
2
SR
ot
O
d
o
al
(s
>
B o

12 7 Anj2=9] QoS
g2 xd3 Aot}

ko
B
=
)
o
o,
EY
N
o
o

J8 5 3%
Fig. 5. Invocation graph

2 e =

ZQEQ‘ (<E'rq Er) =< (B,

va

\/th @y uq Eu)

4oz 480 *M* EE 0 yE %%yszi A
&3 A g3tor Aoad B, = A

291 QoS 54 qol e Bk elel, B, & A
84 5ol QoS 44 ¢ol U@ @7 gl E,
=AM 27h WA BE QoS 46t

@l B, AEA y7t B BE QoS

(<

B AHVEND 24 BF fAHE 27
A END BAANE YEYR 722 3
ofel7] flsh WEL B4 2e HESo) A}

- 127 —



QA WRZ WA

Table 1. QoS value matrix

edge)¥} AZE7H4 (outgoing edge)d] N7F T

“(indegree)?F AlAHe 74

(outdegree) Rt

SbA ANE ALgAL 7E §
) MEQD BH Aug o83

Yy
(2 DellA p, T ZAAFEA, xst y ARl
o] 2z 9 EAHRAE 13t FALE e F

PR

& ASHoR +4a7 2 Aoldm % 4 9
o w AL8A Be) Balo] i@ 47 F44]
S, o MRSl AHEA BE ulS B4
S vk B 4 U old A% gE Aen
So] A7k Bl %7} l7lel dis) vg F4
o Whgd 8ol 7] wiel A8 Be

SEERE RN
Axre T3t ol Aol gt

zji %m zrolck,

AR QoS el = 2 Auj~ A

(4 HE B35 AHEAT M-% 73 &

4 AHEAE ZE3 6, QoS
3 o]Ze T Ag o) g o}oa Ak,
QS,.,= QS+ 2,5 (@S, ,— @S,)x
szm(x,y)

> e s(uysim(z,y)

Hir

(A 60l @S, % @S, = 77t AHEA w9t
y7F ARESE MH|A59 QoS Hrg ou| 3]

— 128 —



2019¢ 6 SI=EAZEHY

g7tee] ==X H168 Mi=

@S, ;= AR y o QoS £ ¢oll HF 7
Folal, sim(z,y)w= (2 4)o s Axtd zo}
y Aole] ZAE FAE gholx, S(u)i FARE
AHEAE Fdbolt). o] WHE AMEAE FAMS
ol gstol Auze] QoS el Aol AHEA A

Wze] B4 WA 4 9

4 NF o I

B oegold A QoS AF wde] fi4
& wes) 8, 44 el g wgoz 74
8 2HVEND FIM F 50074 ol @ IoT
AAEL AR, 4 FASAAE A2 e
Jelgs uNLe 2ES HgE Auss

< e
S oA Sy = Aolste]l H4 1 H07h= &
kA daetnt. Ade AMEE AAMESA
= (151914 Xﬂ%’*é}‘:‘ email-EuCore&4] <Table
>3} o] & 309%< tdoz F4Ee] itk
o] T °f 854% ﬂﬂl&ﬁﬂi oF 15%+= =413
2 gold gtk A4E T FXEL 30999
AREA A A TR Algkete] AHsHA &
ahaict.
E 2 AEMolH
Table 2. Dataset statistics

Nodes 309
Temporal Edges

Edges in static graph | 3,031

Time span

AFHAAE WG QoS oS WS A8k
d/dE= Al AEs s, ddd Aus A
Aap AA Aujs dES naste] AFgEs A

HEoh Auls s A 2 S92 [14]0

A ANT FAAGG Aol S

~
o
>
>
ofo

(1) QAS(QoS Average based Selectlon) 719
FHE AR MH[ 22 QoS 7] Bitgks o
g3ko] AMH|29] QoSE ol S3le] Hdelshs WY

(2) SBS(Similarity based selection): AF&#}
ol A S A8 QoSE oS sk Ak
QoS FEE o] & Au|aE MdEsts WY

(3) TBS(Trust based selection): #<t
O ARGARE A B AlE] F BEARAE v
g3kl QoSE clSste] Melst= Wy

ZAsT= 058 430}04 74]’“}0}
2 20009 E
& AsE Ad 75340]5}. "}%1} Eds %4
A3 QoS Hitgks ol &9 Ag A7 HA
2 686%, 71.8%° AFES HITh & =%
A AR A BAE W
B O R T74%2] AF :
AH| 2 dele] 79 Au) 29 SR

*8
:L
uE

¢

Number of Transactions

:)_EI 6. M= SE |:||J_—|y_
Fig. 6. Hit rate comparison for 2,000 trials

9 A 2AHSFE §, =0, =052 A
L35tk AF BAY 2ASFE 7L HFO
2 AR S A Hit ATE 774%< v, 2l



Sot NEE 4+ Us Mula Mo

138 W 458 Qo
Folvahl geb s ekgront, ALgARkel A1
FuAdA AFnrhe

o

Wil fna 2 4 9l

Hit rate

ol m 0 =05 8y =1 =l =15, =05

a8 7. =¥ S Wt me Aot

Fig. 7. Results according to different adjustment

factor

5 2 B
oT Arlzo] gk 84 2 7AE-S 754
Zwet ol w75 H @ TAEE 547
4 Qe euke Aus JFE desks ol
olsk @ IoT A& F2 Apgro] zdele 4
‘MU%, A A7 ﬂxm 91% A3 Aol

= = v O
& S Mulas Ad9d = e e A
Star Atk 7]Eo] AarE o AH| A AdE
Al 686%St 71.8%°] ATES K vk, 2 4

A SR Bk o) - QAR A =
Brp w3 kgl ME A3E dS F ds A
ow 7jgigth g HA3tE QoS 7|8k AH|
2~ Z3Hcomposition) = 7F5e Ao R 7|tdic}

5 24T @s 2Es HAY ;e
o= Zlo] FastH, of& 9 & o A
atal A AR Aol arEH o9k 3 10T
Sl A - B o 7HE AujaEo] EA)

A REE
2 Aga7] 9% A77h Basi,

[1] Vaskar Raychoudhury, Jiannong Cao, and
Dagiang Zhang, “Middleware for pervasive
computing: A survey”, Pervasive and Mobile
Computing, Vol. 9, No. 2, pp.177-200, 2013.
DOI https://doi.org/10.1016/7.pmcj.2012.08.006

[2] Gary White, Vivek Nallur, and Siobhan Clarke,
“Quality of service approaches in IoT: A
systematic mapping”, Journal of Systems
and Software, Vol. 132, pp.186-203, 2017.
DOL https://doi.org/10.1016/j.jss.2017.05.125

[3] Wei Lo, Jianwei Yin, Shuiguang Deng, Ying
Li, and Zhaohui Wu, “An extended matrix
factorization approach for qos prediction in
service selection,” Proceedings of IEEE
International ~ Conference on  Services
Computing, pp.162-169, Jun. 24, 2012. DOI
https://doi.org/10.1109/SCC.2012.36

[4] Yilei Zhang, Zibin Zheng, and Michael R. Lyu,
“Exploring latent features for memory-based
gos prediction in cloud computing”,
Proceedings of International Symposium on
Reliable Distributed Systems, pp.1-10, Oct.
4-7. 2011. DOIL  http://doi.org/10.1109/



2019¢ 6 SI=EAZEHY

g7tee] ==X H168 Mi=

[5

[t

6]

[7]

(8]

[9]

SRDS.2011.10

Seulbi Choi, Kee-Young Kwahk, and
Hyunchul Ahn, “Enhancing Predictive
Accuracy  of  Collaborative  Filtering
Algorithms using the Network Analysis of
Trust Relationship among Users”, Journal of
Intelligence and Information Systems, Vol.
22, No. 3, ppll3-127, 2016. DOL
https://doi.org/10.13088/3iis.2016.22.3.113
Valérie Issarny, Georgios Bouloukakis, and
Benjamin Billet, “Revisiting
Service-Oriented Architecture for the IoT :
A Middleware Perspective”, LNCS, Vol
9936, pp.3-17, 2016. DOI:
https://doi.org/10.1007/978-3-319-46295-0_1
Alfonso G. de Prado and Guadalupe Ortiz,
“Context-aware services: A survey on
current  proposals”,  Proceedings  of
International Conferences on  Advanced
Service Computing, pp.104-109, 2011. ISBN:
978-1-61208-152-6

You Ma, Shangguang Wang, Patrick C. K.
Hung, Ching-Hsien Hsu, Qibo Sun, and
Fangchun Yang, “A Highly Accurate
Prediction Algorithm for Unknown Web
Service QoS Values”, IEEE Transactions on
Service Computing, Vol. 9, No. 4, pp.511-523,
2016. DOI:
https://doi.org/10.1109/TSC.2015.2407877
Wancai Zhang, Hailong Sun, Xudong Liu,
and Xiaohui Guo, “Incorporating Invocation
Time in Predicting Web Service QoS via
Triadic Factorization”, Proceedings of IEEE
International Conference on Web Services,
pp.145-152, Jun. 27, 2014. DOL https://doi.
org/10.1109/ICWS.2014.32

[10] Mu Lj, JinPeng Huai, and HuiPeng Guo, “An

Adaptive Web Services Selection Method
Based on the QoS Prediction Mechanism,”
Proceedings of International Conference on
Web Intelligence, pp.395-402, 2009. DOL
https://doi.org/10.1109/WI-TAT.2009.363

[11] Mohamed E. Khanouche, Yacine Amirat,

Abdelghani Chibani, Moussa Kerkar, and

[14] Zheng,

Ali Yachir, “Energy-Centered and QoS
Aware Services Selection for Internet of
Things,” IEEE Transactions On
Automation Science and Engineering, Vol.
13, Issue 3, pp.1256-1269, 2016. DOI:
https://doi.org/10.1109/ TASE.2016.2539240

[12] Xiongnan Jin, Sejin Chun, Jooik Jung, and

Kyong-Ho Lee, “A fast and scalable
approach for IoT service selection based on
a physical service model,” Information
Systems Frontiers, Vol. 19, No. 6, pp.1357-
1372, 2017. DOIL  https://doi.org/10.1007/
$10796-016-9650-1

[13] Harun Baraki, Diana Comes, and Kurt Geihs,

“Context—aware prediction of qos and qoe
properties for web services”, Proceedings of
International Conference on Networked
Systems, pp.102-109, Mar. 11-15, 2013.
DOI: https://doi.org/10.1109/NetSys.2013.14
Z., Zhang, Y., and Lyu, M,
“Investigating QoS of realworld web
services,” IEEE Transactions on Service
Computing, Vol. 7, No. 1, pp.32-39, 2014.
DOI: https://doi.org/10.1109/TSC.2012.34

[15] Leskovec, J. Stanford, “Large Network

Dataset Collection”,  http://snap.stanford.

edu/data/

S IR

&

| 2724 (Yukyong Kim)

20018 % o] At 8t i 7 ] 3} 8t} A}

2005-2006 UC Davis Post-doc.

2006-2013 skFofstu A 57 E & sk}
BEEE

2018 ~AA AR 7] 3T
EA

<FRAEE> YA 2 QoSHIL, SOA 7]
8 T Mg A7l 2ZEdo] a7}

- 131 —



