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A Sanitizer for Detecting Vulnerable Code Patterns in uC/0OS-1I
Operating System-based Firmware for Programmable Logic Controllers
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Abstract

As  Programmable Logic Controllers (PLCs), popular components in industrial control systems (ICS),
are incorporated with the technologies such as micro—controllers, real-time operating systems, and
communication capabilities. As the latest PLCs have been connected to the Internet, they are becoming a
main target of cyber threats. This paper proposes two sanitizers that improve the security of uC/OS-II
based firmware for a PLC. That is, we devise BU sanitizer for detecting out-of-bounds accesses to
buffers and UaF sanitizer for fixing use-after-free bugs in the firmware. They can sanitize the binary
firmware image generated in a desktop PC before downloading it to the PLC. The BU sanitizer can also
detect the violation of control flow integrity using both call graph and symbols of functions in the
firmware image. We have implemented the proposed two sanitizers as a prototype system on a PLC
running uC/OS-1I and demonstrated the effectiveness of them by performing experiments as well as
comparing them with the existing sanitizers. These findings can be used to detect and mitigate
unintended vulnerabilities during the firmware development phase.
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IDE
Code sanitizer
i —| BU Sanitizer I
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Fig. 1. Overview of Code Sanitizer
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Aeket 5 714 71HS TI(Texas Instruments)
Abe] TMDSDOCK28335  R®Eo]  Micrium®
uC/OS-IE  AAste] @8l 7 IDE
(Integrated Development Environment) = TIA}ol
A Al g-3sk= CCS 9.1(Code Composer Studio 9.1)
S ARES T uC/OS-TIo A ARS8k AR
Akl CAofoll A ARg-she= A= @ 3 AFo] 4 o]
ZAg T AAAQ Y S & 19, uC/0S-I
A AHEshE ARFE E 200 skt

14" 3aA
Table 1. Experimental environment
Board TMSDOCK28335
MCU 32bit, 150Mhz
Architecture Havard
0S uC/0S-1I
IDE Code Composer Studio 9.1.0
Compiler C2000
Language ISO C Standard
Number of 9
Tasks

E 2. uC/OS-loAle| Al=z&
Table 2. Data types in uC/OS-Il

Type Definition uC/OS-1I Type
unsigned char INT8U
signed char INT8S
unsigned short INT16U
signed short INT16S
unsigned long INT32U
signed long INT32S
float FP32
long double FP64

=29 AIWE A9sy] $ls BU %

2
UaF #oko] EAlshs Z2ade Aystel 4

& AN gAY, 28 I v Y E
2 A& olgsted 54 g wE FaE
zAsta FAAE ARE FeE 22T 5 9
= edAE Belth a9 20l Hy] ddER A
SHol EAshs £nFE dAZE YERY Sl

INT16S vy
void Function_Caller()
{

void Function_Calee(INT16S):

Function_Calee(-4):
puts("End Function”):
}
void Function_Callee(INT16S x) ——— (2)
{
INT16S buffer(10)= {65,65.65,65.65,
65.65.65.65.65):—— (3)
v=41615;

buffer(x] = y;
}
void Attacker Function()
{
puts("Hacked!\n"):
return:
}
static void User_Taskl (void *p_arg)
{
while(DEF TRUE){
Function_Caller():
0OSSemPend( AppTaskObjSem,
0, &os_err);
}
}

ol

gl 2 & vhEl A x=30| Jbsd AAFE

of

Fig. 2. An example of source code for manipulating
the return address of a function
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ol 29k #o] AREAL AT HxA
(User_Task1)ol| A A}&- 2} 2 9] [
(Function_Caller)&  =&3hd,  MCU(Micro

Controller Unit)¥ User_Taskl®] #3sl FAs

A7sta 99+ RPC(Return Program Counter)

A AHE Fxslo] w3k F4LE 28 2E
H

t}. ©] % Function_Caller?]

Azelel  AFAT ol pe Wyom
Function_Callee Isar=3 a=g o,
Function_Caller 9] w3l F4E ~do] A
s, RPC #d A ~Elol| Function_Callee 3579
g FaE AR as3sds
Attacker_Function &8 3&3l= =+ E4)
S BT AT YA, A Bl A
Lo M FAE E 32 B ST S 9
I3 4T M 5 H o det I
Table 3. Symbol address and return address for
each function
. Function’s
Function symbol address Return address
User_Taskl 0xA294 0x8D25
Function_Caller OxA26E 0xA298
Function_Callee OxA277 0xA272
Attacker_Func OxAZ8F 0x9A38

[ Memory Map  [J Mernory Browser £2 4 Search

Data v |OxDi-—'A

Data:0xd440 - 0xD44A(-0xa) <Memory Rendering 10> 3

16-Bit Hex - Tl Style v

2:0000D440 App_TaskPendStk

2x0000D440 0254 1111 0000 PR2Q[5D55 0000 4235|000 5448 FFFC

2x0002D44A 0041 0241 2041 0241 D241 041 @241 0041 0241 Q041
a2l 3. Ao =XYSHe go| dHiak FA

Fig. 3. Return address of the function on the stack

a9 38 Fdl 0xD444 T4l User_Taskl9]
ksl S50l 0x8D5HeF  0xD446 F4ol
Function_Caller®] RFHF4Q1 0xA2980] Z~E]d]
ol 9SS g9 & Aok Function_Callee®]
sl $4 0xA272% @A RPC X ~E ol A%
o] ek
Function_Callee 3~(17 29| (2))olA =7]
7} 1091 5 & A4 (signed short) #1E H
H7b EAsk, i 9] AxHargument)
3} (4), (5)& %3 Function Caller®] wHsh F2
Z2e] 7hssith H3 gl AS4Y Wy xbE
Function_Caller®] w3t F47F A4H A&
7Hel71E Q¥ X(index)©]™, A yE
Attacker_Function®] A& F4E Z31 ity &
AgeA BU #A%dS &3] Function_Caller]
gk =470 e Yol Attacker Function®]
1 & F29 (xARFE 24 7Hsdhs g<lskal
4

h=i
7_4-)

T -1

nﬁ4x4

=

[ Mernory Map (] Mernory Browser 52 4 Search

Data v| |oxDa4A
Data:0xd440 - 0xD44A(-0xa) <Memory Rendering 10> &3
16-Bit Hex - Tl Style v

©0x00000442 App_TaskPendstk
0x00000440 084 1111 G020 0OOR SDSS Q0AR|A2SF| 20AR 8A4E FFFC
0x0000D444 0041 0241 0241 0041 2041 0241 0241 2041 2241 0241

a2l 4 AE o{Z 22 E3| HETA =&

Fig. 4. Manipulating return address through stack
underflow

Function_Caller 3t<Fo] Aol Euw RPC
dA2EHE g fRCA 22E kg Fa
(0xA28F)E  AAlgtt.  o]%  PC(Program
Counter)= RPC # A 2=E{o] A A%
o} w71tk AaHow 1§ 59 o] RPC ¥
A=g7t 2AE R FAE
Attacker Function 45 A3ANZ & U&S

Selstg
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E! Console &3
uCOS_LEDCIO
End Function
Hacked!

a5 gheh B4 A A

Fig. 5. Result of Return address manipulation

2 W 2e]e d#H3H(fragmentation)® Slal @
A wwy Fg Fuex Kae FAE &
Algheh webA ANSI C EEllA AgSHE
malloc, free ¥ AGSIA ZE=rHI5] ol
gigk oiete® 49} 22 vlRg ] Aujs
g A

E 4. uC/OS-II M =E| 22| MH|A
Table 4. uC/OS-Il memory management services

ve] e e Sy

OSMemCreate() e A4
OSMemGet() HRe 55 I
OSMemPut() HRe 55 Jhg

e ] MulaE o] &at7] fJaEA 1™ 6
of (1) zo] Mo WFE HAAde 22 mEs
OSMemCreate()& 3l & (partition, I-E]A)
2 sk 1R6e] 204 HEE EE5S
gk= OSMemGet()s Eate] ElH B¢
bufl = A HA viky E5& dditerh A
WA e s} (

OSMemPut()<= &sto] &9 ¥ W2y &

WHEEstaL, (4)0 4] buf3 WHSHE wWRE S5E
uC/OS-Tol - &3g3to] k=l =, buf3>
buflo] wH2hg) % Eiy

A HEZ
CCSe| "W A
2 APA7 T Wzl fo]E

7F a9 7ol dHEhd itk

|

OS MEM *partptr:
INT8U part(3)(20);——————— (1)

static void App_TaskTest (void *p_arg)
{
CPU_INTO8U err:
INT8U *bufl:
INT8U *buf2;
INT8U *bufs3;
int i
INT8U buffl(5]
INT8U buff2(5]

("12.73.'4."5};
(6,789

3
89,07

while (DEF_TRUE){
bufl = OSMemGet(partptr, &err):—(2)
buf2 = OSMemGet(partptr, &err);

if (bufl = (INT8U *)0) {
for(i=0:i(sizeof(buffl):i++){
*(bufl+1) =buffl(i}:
}
puts(bufl);

}

if (buf2 = (INT8U *)0) {
for(i=0:i(sizeof(buff2):i++){
*(buf2+1) =buff2(i};
}
puts(buf2):

}

err = OSMemPut(partptr, (void*)bufl);—(3)

buf3 = OSMemGet(partptr, &err);—(4)
if (buf3 = (INT8U *)0) {
puts((buf3+2)):
}
break;
}

}
3% 6. uC/OS-llel o2zl &2l Mu|AE o|8¢st
HZE =5 M 2AFE o
Fig 6. An example of source code for reallocating
a memory block using uC/OS-II's memory
management services
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Data ~ | CxddB0
Diata:0xdd80 <Memory Rendering 92> &3 |
Character ~

axaaaaiDDse part
axaeaabhae : Z
2xeaaaDD3A

exeaaaDDog B w a8 =, e . 5
axeoaaDD9aE 5 . : - - . i

3 4 5 i :

agl 7. [28 6] 2EL| H22| W
Fig 7. Memory content of the code in [Fig 6]

5. MetolY e 2 AF

5.1 BU AL EIO|X

a9 29 A2AEE P 7)A0] 2=
2  o]Fojzl  COFF(Common Object File
Format) A5t o] A ETh o] & TIAIA A
&3F= CG-XML(Code Generation tools XML
processing scripts)S ©]-83e] HoAES Ay}
v 19 87
S MEYUAAEH, SPE 29 ¥EHE 9
n)gicy, 19 89 (A)E Function CalleeE 33
F=o]M, 0x00a277< Function_Callee®] T
t}. (B)olA+ Function_Callee] <IA3ES
o

—

Efuim, 19 29] (3)ol ul-&-gtr} 0x00e2d0-2 wi

a8 z7|sketE el 657F AdE Faolth 1
g 89 (D)ol uYERt RPT(repeat) <IAkA:
(opcode)= T H#EQl (E)o] by Sl+&
Ebdith 3= 0FH A &) wiEel (E)el 3
It WHAE 101 vHEEe 9w
Fal WlE 278 #;}d 655 FE e AF

vl bufferol] Ag3she}.

ol

=

) —~~
=

ot

_Function Caller-:
MOV AL, #0xfffc
LCR 0x00a277  —————- (A)
MOVL XAR4, #0x00e200
LCR 0x00alfb
LRETR

_Function Callee:
ADDB SP, #12
MOV *-SP(11), AL —— (B)
MOVZ AR4, SP
SUBB XAR4, #10
MOVZ AR4, @AR4
MOVL XAR7, #0x00e2d0 ——— (C)
RPT v (D)
| [PREAD *XAR4++, *XART ——- (E)
MOVW DP, #0x350
MOV @0x3c, #0xa28f —— (F1)
MOVZ AR4, SP
SUBB XAR4, #10
MOVZ ART7, AR4
SETC sxM o (@)
MOVL ACC, XAR7T — (HD)
ADD ACC, *-SP(11) ———— (H2)
MOVL XART7, ACC  ——— (H3)
MOV AL, @0x3¢  ——— (F2)
MOV *+XART00), AL ——— (D
SUBB SP, #12
LRETR

a7 8 [O% 2o ot ofM3e ZE=
Fig. 8. Assembly code of the code in [Fig.2]

FDolAE A9 W4l yo F4 0x3cdl
Attacker Function®] 4% 41615(0xA28F)&
A&} (G)9] SXM(Sign-extension mode bit)
T F5 S o5 AAsh= v Ee]H, SETC
AArE S st ri14]. ol B3 ¥ 2
o] (5)ollA Mo Qe xr F7F 57 A
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Oxfffce]l A3¥  F<Q1 65532(1111 1111 1111
1100)5 &= dddd 5 ik 5, Ho e QY
29l 45 Yerd7] 93¢k oAl & ATt}
HDE &3l XAR7 (F= Jd& A5 L9
9], 0xD44A)S ACC(Accumulator)©l 71 tt
&, (H2) W#olE &3 ACCE Function_Caller
o] wkgk F4:(0xA298)7F A7 912191 0xD446
(0xD44A+(-4)=0xD446)-S 7H<Ith. (H3) ##H-2
ACC #A 2Bl h(0xD446)& XAR7 4| 2~H
2 A3t o] (F2)olA4 ACC A ~E 9] 3}
9l 16hit?] ALell Attacker Function®] 4% #
Aotk wrfte g (D WHES S
Function_Caller®] ®k3F F47F A4H 9 Ao
Attacker_Function®] F4Z Hoj#&
oy 89 (v ¥ 29 HE e
INT16S) ®WF x&5, HF37t §ls
INT16U) 2.2 X113} & o2
o= EA8HA v HUdS AT

A2), el Au S

oxl
o
ogh
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(
(
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o
1o,
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o
T
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=
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. SXM7F 2438 o] Fol= 1’ 89
H1), (H2)¢F & MOV ADD 442K opeode)
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ol /MY F=of upgt thEr) AR 3 Askat
(Operand)®] H4%] FiE ACC #AA=HE
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_Function_Callee:

ADDB
MOV
MOVZ
SUBB
MOVZ
MOVL
RPT
[IPREAD
MOVW
MOV
MOVZ
MOVZ
SUBB
MOVZ
MOV
MOV
SUBB

LRETR

SP, #12
*-SP(11), AL
AR4, SP

XAR4, #10

AR4, @AR4
XAR7, #0x00e2d0
#9

*XAR4+ +, *XART
DP, #0x350
@0x3c, #0xa28f
AR4, SP

ARO, *-SP(11)
XAR4, #10

AR4, @AR4

AL, @0x3c
*+XAR4(AR0), AL
SP, #12

a2 9. unsigned

short& At2et 2230 Cst

ojfge ==

Fig. 9. Assembly code of the source code using

FD™(F2), D= TEE o
AT W FAE QR sEsE e
B FAaR Yol AS onjdt) we}
Ayete] A o] &2 gt siES ol
& ST AMgSte] el AE H
L g b

o
c
=
L
u)
2
2
2
Lo,
e
)

unsigned short
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MOV *-SP(n), AL

MOVL XARn (‘general-purpose register’),
#0xhhhh(type of memory address)

RPT #n(constant)

[[PREAD *XARn++, *XARn

MOV @(0xhhhh, #0xhhhh

SETC SXM

MOVL  ACC, XARn
ADD|SUB|MOV ACC, *-SP(n]
MOVL  XARn, ACC

MOV AL, @0xhhhh

MOV *+XARn[0], #0xhhhh

a2l 10. BU MYElO|XMollAM EtX|& ZE &
Fig. 10. Code pattern to be detected by the BU
sanitizer

User_Taskl
_Function_Caller
| Function_Callee
| _puts
_OSSemPend
| _OS_CPU_SR_Restore
| _OS_CPU_SR Save
| _OS_EventTaskRemove
| OS EventTaskWait
|

1
|
\
|
|
\
|
|
| _0S_Sched

T3 11, "Hello 229 2 J2il= ¥4
Fig. 11. Call graph generatlon of firmware code

ESE CCSONA Az E AddE o A4
e W 9d(map file)S T3 Ho] I=d &
=) [e]

%
Aok o) A% F48 19 129 2o 9

gl

000083de _OS EventTaskWait
00008462 OS EventTaskRemove
000085e8 _OS_Sched

00009995 _OSSemPend

0000alfb _puts

0000a2bb _OS_CPU_SR_Save
0000a2c0 _OS_CPU_SR_Restore
0000a26e _Function_Caller
0000a277 _Function_Callee
0000dd80 _partl ~  ——— (1)
0000ddc0 _OSFlagTbhl ————— (2)

a8 12, gellof 2= ¥ mp
Fig. 12. Map file of firmware code

2 agzel B FAS UsAA, 1Y 139
2 A vebd $ gtk 19 139 HRE
ggate] 19 89 (F1, F2, D& S8 999 3
TE APANTE e FAT F Utk A7,
219 89) (F1, F2, D= 19 1304 AA8 A

N
B>
N
&
i,
]
u
Ao
[Kl

%
A8 F47k o2 Ao 5§ R
=]

_User _Taskl

| _Function_Caller [0xa26e)

| | _Function_Callee (0xa277)

| | _puts (0xalfb)

| _OSSemPend [0x9995)

| | _OS_CPU_SR_Restore (0xa219]

| | _OS_CPU_SR_Save (0xa214)

| | _OS_EventTaskRemove  [0x8462)

| | _OS_EventTaskWait (0x83de)

| | _OS_Sched (0x85e8)

:,_EI 13. 2 el = SI-*Q.” AIE 2'<_A |:|H_uJ

Fig. 13. Symbol address mapping for call graph

functions

5.2 UaF A{LIEIO|A

obAl ¥ 637 19 7S F38he] uC/OS-TelA]
Aashs MR #e Hﬂlioﬂﬁ UaF F o]
EATE ERlEkATE &, 19 69 B9} 2ol
2 A AP BE EAEY AAE
dolz s Y95 Bk FHAAE WE
2o ool dHolEHE d& 5 Utk

a9 14+ 18 69 A2xmE A Aotk
% 149 A HAL T WA Fo] AAE 9
Zt7rol EEo Sl dolHE gRlstdit) a4
oA A Zo] A R HA F9 Aol A
ARES 55 MQIE HF(bufDe} thE ¥Rl
W (bufd) s AHEES el s Eeta £ X
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ol mH
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A AAE oz z&sto], A WA &5
2718454 o2 HolHE %Fsﬂfﬁi}.

JN
Olr
-
&

= Console 532 = EH
[P e ) [ oe ]
12sas

L=y =5 =F =4

J814. [O8 6] &23E M3 Zn}
Fig 14. Result of executing the code
of Figure 6

a9 69 (5)F dojAEe Avks 19 159
2.

puts((buf3+2))

MOVB ACC, #2——mmmmmmmmm 1)
ADDL ACC, *-SP(8)-————— (2)
MOVL XAR4, ACC———————— (3)
LCR 0x00a2d5

a8 15, =7|3F =X 2 2XLE S o=
ofgal ==

Fig 15. Assembly code of reading a string that is
not initialized

2% 159 (D& Fa ACColl A< 25 A3}
aL, ()0l A i =8 ERIE 7 7H 7)+= buf39]
F 0} Accoﬂ Al E2 kel 25 g3, (3)
ANE (1), @F B8 &

7h 7hssith

MOVB ACC, #2 - (1)
ADDL ACC, *-SP(##)
MOVL XAR##, ACC

% 16. UAF MU EtOIXoA EHX|E ZE ofH
Fig 16. A code pattern to be detected by the UaF

sanitizer

2%l 169 #Els o83 UaF AYEe|A =
uC/0s-11¢] m=e &% a4 5
Z713t5E A ¢ke dolg AAE 9
/\ o]r,],
o] A%, 19 169 (DellA ACCel ]
el wet 271314 2 dHolEE 2
= ¢lolE F Se FHoRol ods] EAEH.
olggt FAHS SHste= Wk vt 2
oh ¥ 129 9 SdelA A FA(T1H
129] (1), 0xdd80)%k th5 A& A& FA(1|
129 (2), 0xddc0)e] =S Atshd he] A Q)
2715 ote 4 Advk FEA e =7](0xdde0 -
0xdd30 = 0x40)& ol&sted ¥ 169 (D)=
“MOVB ACC, #n(n<Partition Size)"¢} 7& 5
Ho = UaF MUYEte] Aol #-83td el v
o] HolHE FEHo® gojos P9E At
of ¢ke] dAHES Hed + AUtk

e}%) 3t

ut

u!

S FE ©X = ASan[10]2 2v]9] &%= A
sh(slowdown)&, %7]8}s]#] ¢ <
A8k MSan[12]—°— 3j <]

{9] doly 44 o%-E5 "sk= TSanlll]

158)9] &% Aol wEE] AMEEH oW
frargie). welbA ASan, MSan, TSan %
A AAZE Yt = Aldof A
&3t7] wig- ol

Choi 5] A<t ECSan(Executable Code
Sanitizer) 7|W[13] %+ gholB o]
ERIE skl B4 e AYHE &85
7] wjizol o ARE Sl sAAE vhE AR
2 el 3 d o) A= "@ASHA] Kske
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Table 5. Comparison of Proposed Technique
and Existing Techniques

ASan | TSan | MSan | ECSan | Proposed
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Out-of bounds (0] X X 0 0
misused
pointer X A X 0] X
operation
Uninitialized X A 0 X A
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Use after free| O A A X 0
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Control Flow < < X A o
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overhead
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overhead
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