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Abstract

In this paper, We studied the operation of distributed ledger technology used as a core technology for
smart contracts and the components of distributed ledger technology. As a solution applying the entity of
distributed ledger technology to NoE, we proposed the protocol of the distributed ledger technology using
the thing user social group management function of NoE protocols being standardized in ISO/IEC JTC1
SC6. The management function of things user social group in NoE provides stable protocol functions and
data transmission management, and provides group management functions such as member discovery
function and data transmission channel management function. It is expected to be useful for member
management functions of distributed ledger nodes by providing a service that apply the component of
distributed ledger technology. We intend to actively reflect this technology in the future network functions
of ISO/IEC JTC1 SC6, which is undergoing standardization.

I E : EEARL, NEVEY A, BN V&, A0tE A

)

keywords : Blockchain, Network of Everything, Distributed Ledger Technology, Smart Contract

AP eNstal ek e e o
wx 2] ShaL A4 18

AL | 1. M E
T ZAAA: A5 A (email: sykim388@gmail.com)
oAb 2020.09.07. A R 2020.10.09.
A2 2020.12.21. Ay 7)uke] AR H=2UA g zbd

_77_


http://dx.doi.org/10.29056/jsav.2020.12.09

U=HEAIS MerA 5 H2] I8 243g 7

|=0f chet A

WL 9l AmtE AR A ZREZEHN £
A1) Ak 9 7ol Wol AEE AL et
A S8 7Ee 2ntE oyx] Hof dx
Alo] Fok, = T w7F 2k Al ] #of,
S|A ] Al RO, AntE W #El ol
Toz FWE star XEAoz st o=
o ek oM 4bdA SWelA ds s
o] o]FojA L ol B st BEAA F
A 7Ee A e Ao o]F oA
A gttt xFESF =RAAT GU1H FHA
g o Ste]7] fleiA e thFE ol #A
Ao o7& wkd s wAEE AY 2 Fato] I
FALE TR £ 22 FERES
HEUAHS 58 E5AQA Alz=d 753 1F
Mas FHekaL ok o]& F3 BEARIY
A EAEE A AAH SR o]Fold Flog
o ot

BE2A9 7)€ e dddMm Hgo] 7}
TAEE e EEAQ FAFOE wHEolA
S9H 2 g7E AR FsTte] 84 WAl
A5 7] o YH1-2]. oldll 2016 Al F=3}
71991 ISO, ITU ol EZARIA A%
HEFshel digh 22 o] FAAHUA EEAAT &
A B S0 FEER FUke] Al
A AAE EEAQY B g0 Al
BoagAEl 7% x, SEANA T g
AF-FAZ o] SastAl mEe] s 9l

g A EEst 7190 ISO/IEC JTCL SC6
A vl Bk e Ase Ak wn
9l BB BHA A7 FEA IFEA A
& Agde] 9% vREY L o

n
T At vk oA vk
= 7]

= ug YEYA] 2 FAE ] tE A5 9l
W& “ISO/IEC TR 29181-series, Problem

statements and Requirements” FX[4]o] 4 A 9]

7F Heol Sle
e VEYA o] dig
21559 e YEe e it
F+3betal AH5-6].
o] CD(Committee Draft)® ¥+ SEo0]

553 g2 @A DISDraft International

o,

o] wEo g ISO/MEC 21558
FFskek ISO/EC
ZREZY wAY

Standard) %5 F738taL 3= ISO/MEC 21558
s

He) WEYA 3

YEYa Z2EF EXE

¥-A19} ISO/IEC 21559 vl
% 13} o] 349 T

Z BAM9 30 ZRESE BAR AEEE T

g5 AT

1.

ojgf HESR=Z E&Es 49

Table 1. Standardization of Future Network

TS Al &

ISO/IEC Architecture : Switching and
21558-1 Routing

ISO/IEC Architecture : Proxy model
21558-2 based Quality of Service
ISO/IEC Architecture : Network of
21558-3 Everything

ISO/IEC Protocol : Switching and
21559-1 Routing

ISO/IEC Protocol : Proxy model based
21559-2 Quality of Service

ISO/IEC Protocol :  Network  of
21559-3 Everything

L

Ae ® 19 E25 99

=
ISO/IEC 21558-3 Network of Everything (W&
YEH, NoE)op7 194 25 7ite=m 24t
A3 714 (DLT: Distributed Ledger
Technology)& AASIA L H3H EAMS ©
ot e 159 A #E Vs AFA R
T3 538 M E(Capability Set)E TACRE F

_78_




-

20204 128 &

TAZEAHAZEIIES] ==X M168 HM2=

Aot AASGTHTL 18 a HEUE A Al
8o A thFd DLT $8 Z2ado] &9¥
A9l Z+ DLT $¢=Z214d ¥2 J93 Wy
HEloh A 7% 249 #HE] Wl dist
o] EA5 ) o] 3 A& g o 2 ISO/AEC
JTC1 SCeolA EFs7F 31 52 HEUES
oA E=2H¢13} DLT 90 He3 =2 &
FZ 71%5S dAste] wnEgel A&tk g
o]Z 7uto g2 WHEUEY A i ®F3}7} o
TRt E5AQ1F A HA ] e ES
A7 2 ZYEZ o7 A FE o] AFEAI A <F
Ast AY Al=EgE AT 7 S ol A7
s},

ol flsto] & =9 2%elAM= ISO/MEC
4 FF3 FEA ZRE
= ?i X iE%Q I e 7li°ﬂ 1’415‘}04
A
[e}

E’ﬂxﬂEi ?—*ﬁ% ZR2EZ T2E AYSIL 4
%MHL UPgLﬂE = E%i}oﬂ a9 74

®
& LAl B AR watn domel o
FA%E AN

B2HEYS A7) W AR B 1E
B2 7|5

21 I2HEQT Z2EE 4|

ISO/IEC 21568-3 RHEW|ES]2 F20] w2
WEE AT AFEARS Abolol T AHs
g Agden AHEFA 24 LﬂE"V‘(Thingf

user social networking)¥ A=A T4 Al

] 2~ (Thing-user  centric  communication

service)o|th. AFEGA] A4 YEFo] HAH

Ry

(Thing-user)= A1 85 7AAT ¢+ 9

W oggE 24 dE9L TIE AZAA

AR FEE afsta gov oldd A4 4

RE GE AEAAG A2 Tl 26T £

ATk AHERA F4 FA Aulss ele ek

of ofal chepd AuLh BRF Aol P W
Fagond B 494 FAT 5 e
W22

HEUEH A= o

T Yol AZEA
[e}

=
A AN TSR S F ek 7
=

ua—p] flste] AREGA 28 UES AH|~

F38}+= Coordinated Networking LayerE OSI
%+ AZE 9o FASIY. 29 19A B wf
zZ

Aol 91X ek QY AHEfA ] Hr g

3 AR T, Discovery &2 F33HA

I e L
\Qiﬂnd . /

I 1. BHEUE
Fig 1. Layered Archi

3o AF =
tecture of Network of
Everything

22 H=HER/AI 28 /A 1F &2 JIs

RHEERAE A 9lsky] fl8ked Coordinated

Networking Layert

_79_

F 20|14 R npep ol



HEUESR A MAERA OF 22 7|8 2MAFE 7150 it ¢
Al A #HE 55, AMHERA 2 YENA & H 670 7l 5 Foll AHERA we E59
= 249 49 By 55 24 o= 3 AFERA Z2udo] DLT #d 58 HE &5
A 55 2 A2 Y BE AERA T4 v 55 F/IE AEste] BAYd 5 AESE F
EQA Ao B 5 6719 7l =F5oE A stk g ”&%Lﬂ‘f%iﬂ 248 FA4 2w
ok 2t 7l BEY 932 i1 29 gk o] YENZ 7%l DLT APP(Application)& #<
# 22 7l5e Felo wEEAAe] wEE dud @ %a_;_ gele] DLT LR EZo] §
AERA 28 D5 BAT S An ARRA Ashs Auag A9s] skl F A A
7P 7R B vIvte s AR IRE s 7b et AAE 54T DLT Z2E33 ©f
gom Bad TE AL wAds] A% 48 gsud = ARHAT DLT AEA 18
g A Al RAE A Atk of Fefstazt & uj dst= DLT Z2ES 59
A 15S Shal
AEZ 4% DLT AHerA & At
E 2. Coordinated Networking Al&2| 7|5 €2 AAs DT Z2EFE 58 AEE 719 DLT
Table 2. Functlonsl tBIOCES OlI‘_ Coordinated AFEGA 1o wAEW HojsA "l =4
etworking Layer
o 2 DLT AFERA 250 Fol7l Susd o
Funcion Function el QU= thE A fAS DLT 22ES 94
Thing user | To maintain the profile and the status of the = —‘S—E_:], E = /\1 = T,—o]—}ﬂ ] E}— <] o]—‘_ /\1
management | NoE terminals resources and capability skill -
Block set. Hl 2 Figel whebA] she] AbErAsE FAlOl
301::1; user To perform the process of organizing or T olAe] DLT AFEf-# 18 Fo7t 715
. disbandi thing— ial ity.
Networking shanding a thing-user social community 3} E]— 4 E]E, 9 Oﬂ /ﬂ He l:l]- 9]_ 715]'01 E]—OO]: & DLT
Coordinated To maintain the coordinated networking "o < -
experience experienced by the NoE terminal and by the APPO] DLT A]‘E‘ﬂ‘ﬂ l'ﬂ‘gi Odﬁ.ﬂ_}']oi %"%
NoE terminals of joined thing-user social =)
management commumnities leé% /‘Gg—a]—t %—?l—oﬂl,:_ DT APP LHoﬂ }\1 Xé]
Coordinated | To pferform the process of djscgvering the NoE HE %g]_u‘i;\ %R—:;_} T ;gl-o]j% :‘I:—;ggz‘sal— _/i:
p e e 71 | terminal to be a peer NoE terminal or the NoE
discovery terminals to form a collaborative work group 2)\1:]—
Proximal To construct a route between two proximal
O’ lindh end points specified by the thing-user service - x - a
giscivery control  sublayer through the Transport a | AE) ‘_i i
i Network layer A5 SmartEneray DT APP Smart Teansport DLT APP B __J Semart ity LT APP
lhmft ruiser To manage the process of socializing a a0 49 B B __E :;
Eet rkinc thing—user and establishing a thing-to-thing k
Coem‘z)(l) € 1 connection -

o=

EQF0M EAE T M3E
gt ZRER T

80

Network 2

O 2 olgfHEX 3 MollM DLT ¥ I8
Fig 2. Group of DLT APP over Future Network

DLT A=fA 258 FAF AefAE 1



20204 128 o=4X

[m

Ao E7IEe ==X H16¢ H2=

Ne FASeR Eisto]l AHeRAe] DLT 7]
& Y AER TR
DLT AMulz Aol FAZFS DLT SAP

(Service Access Point)E %3t DLT &%
DLT A2 755 Aledct o
S DLT =29 &8 Mujx aHd u

ZEHAS At Bt 349
A% (DLT ZREZ F45, DLT HolH
AE, DLT A FAZ) %o Ad4E &3t

<ol

2% =

iy
°
4
of~
L
OlNI
_\}_1‘
olo
ofo
>
=
[
R
°1N'
_‘>L
s
=

N

29dg Aletes

7 DLT AbefrA 5ol 3o

2844 ARE A9s] A9 )
s

of
o
ol
X,
i,
£
R
o)
i
rir
o
bl

o2
oo o N 2

2o

I A 1 < R

)

DLT Application Layer

Jakejgng
2100 g

2 2|DLT Layer |
53 T
wo pl|@8 E[
£5 5l[23
& :% g g 2 DLT Service Control
b1 | M Sublayer
¥

Transport Network Sublayer

Ogl 3. DLT =9 7=
Fig 3. Architecture of DLT Node

I 44 Hi= wpel o] DLT Z2EF
AZAA e 58 AEE E5AY T8 7%
ol AxMx ZREZ /%S HAgor 71X
At} ZAAA 2 7)5& DLTS] 71
ojm the] Fojatso] FUH oAt

o\

Proof-of-Work (PoW) [ Proof-of-Stake (PoS)
Proof-of-Activity (PoA) Proof-of-Burn (PoB)
Proof-of-Valuation (PoV) P'°°f'°*['g:§°“a"°e

Proof-of-Authority

Steller Consensus

JO% 4. DLT Z2E2 2H 59 s34 ME
Fig 4. Capability set of DLT Protocol Sublayer

%) 59 DLT dolg) #AZME 2549
dole el 71%5¢ AFAZ /Hn ek DLT
dole RAZAE tFe Aust 2gsel 9
o A4 Aust gEsElel TR Ak
3} Alepggel BE AR dolH Eekuol
AT, oleld HoleE BEow ws B
o #e2 9% g AnE Bas,

Transaction

| Block Header Data Blocks
ST
Hash Table Protocol

Digital
Merkle Tree

J% 5 DLT Hlolef #AHES 53 ME
Fig 5. Capability set of DLT Data Sublayer

_81_



o] +&d 3t o] FATY WEYA T A
EZ ¥Asta ok DLT $8z2ady) =2
EZA a78tE 71es ST e vE
93 73S at7] fls EA g
olg]gt DLT Z2EF 7|53 #dd 58 AE
= BR3 AMEFAE 223 DLT Mulx 7%
of we} -3 ;o] MEYA Mu|2E FAst
o] DLT Ab=fA Lol gefgiet Fol7t 4=
HA v AbEfrAe 2ol HdEg EYAE
T

Peer-to-Peer (P2P)
Relay MNetwork

=B o

Future Network (Network of Everything)
Quantum Communication

O 6. DLT 20| #AH S sHAHE
Fig 6. Capability set of DLT Core Sublayer

4. =EHEAIOM 2T OF 2l

7|52t Hioje & AUEIL

DLT $& Au]zo] we} DLT === Za3
SHAERR Z29es FE5to] DLT Abs+

A Tws s Ha aFelx 283 DLT
MU= AlgsiAl "ok ol# g AlFEA A

< Ui 2

1) DLT A=A 259 @74 DLT A=A 2
& st & o e e AHERA
7} DLT Ab=frA 15 34357] 9% Hx
o] AFERA 7 @k DLT 53 Au 258 A

AR AERAE e

DLT 59 AES 3k + 9l
T OFSs A2 A4 9
2) DLT A=A gl Folalr]: AEfA7t

I FAE sEettd BoE
A i o] o5 E a5 dE B
Aok gfskA Eek

3) DLT AHEfA 25olM 2 49 337
AbEA Ee] AW DLT Z2EFS
7IRko 2 Zgglolut A Ao] AbEfA WHE A
oo Ffr¥ith Fofst= WM E Alole] x

¢

A Lt v ee] F 2 A1) Apole] o
8l Ffrshe 2E ARk = 9la DLT 53
AIES A7) g8 54 A B sE s

A AAE AR oS T

4) DLT Ab=frA 2ol Fold mzo o7
DLT AF2GA 180 EA9 AJ2&A7} 2

MU= 58 AE Z23ds Fate] g2l

A& 7HA AL 2Fel FAAIIA At
9 7oA B wpeh o] AJEE DLT 84§
M| 25 AMgstast e AERAE PAS §
g3 5 9l DLT AMEf-A T35S ZobA 7Y
sHAl "ok 7H8)S ek AFE fA4= DLT A
A 9t o= s 7Y HNEE AHIst
o] DLT AFERA el 7FS)skr] $1gk wAlA]
g DLT Ag2ez HdsiA #ch DLT Ase

HAES glsta 2417} glod AE vA]

ofr

_82_



20204 128 SH=EAZEQO{ZAFHIIES

==X H16d M2z

A& DLT 55 AW A4S dgd w4
Ag #2852 AWE 5359 58 AES g
olatil 749 &tarzl 3= DLT AME 4 1%
S 2 H9 DLT AHEfA OF ARE ddd
o} whef 2] Rettid ARE QAT AFERA
A M= DLT AHE 4 1% A4S =5

DLT Thing uger LLT Reiatratior
DLT Appbeation Loyer  DLT Lape OLT Lapar =
| — I ]

b
{ SnetOLT AP )

vueh) Tificetion 1o
ofFEARCE! TUT Ubar Greup (TLT T, capabidty sar) regasst

g (DT 0, GROTR I separt ']

FESPONEE ALT Uste Grodp (LT, GROUED) ropoif, 17,

i fo orgemee (GREUPD)
L] L] |

a2l 7. DLT AI2SA I8 MM SER
Fig 7. Sequence of DLT thing-user Group
Creation

a9 804 Hi= ule} o] DLT 55 Aw7}
DLT A=A 2% 719 &3S v 94
DLT AF=HA ZFol e o2 AFERA 7
AZE A 7E Mg PSS 4o 25l M2
W E FrkeA ©dh DLT 5% Mules 143
7hdell WEk 59 AFS A Q)

DLT &5 MW M= AREfA7F At 9
HZ 7FE1SS 1Y 9ol AE g /&
Al Al FAgte] EZE DLT AMEfrA 1%
o] JRE FHfeof gt

DLT Registration server DLT Thing user

DLT Application DLT Application
Layer DLT Layer DLT Layer Layer

——1 ——1 L1 L1
reguest B subicribe "
(DLT_IC. GROUP_ 1D}

. —
SUBSCRIBE (LT 10, GROUP_ID)

N
indicate 1o subscnbe
(DLT_ID, GROUP_ID)}
(  Evaluate Merbentio
i _—
rrsponie 10 Tubiert
53 ) 4 Tokoue o, ReenT
la P :crs: wwibacr |pn.r
corifitm to subsicribe (GROLPID, REY
GROLP_IT)
( updae patabase )

% 8. DLT Al27Ad I8 71 88k
Fig 8. Sequence of DLT thing-user Group
Subscription

DLT Registration server DLT Thing user

DLT Application DLT Application
Layer DLT Layer DLT Layer Layer
L1 |__| I

request ‘u Jomn
GROUP IO, DLT ID)

XN (GROUP_ID, DLT 2D

n
( Update Datsbase

|+ i = LLTY

J% 9. DLT Al2®AN I8
Fig 9. Sequence of DLT thing-user Group sharing

ne g2
o1 25T

< HIEAQIE], oltg&[9] 22 dApst ok
ok e e AA FoReluA, aE, 79,
A, AAgAY )9 ArtE Ak g9l
A gl TheetEs WEE SHF0] FH=E
RHEold Zlojn, 53] 24197 Ve §387
& SA3AL 28, 0208 X g F
o= gfd Ao Eisty we A Vsl
A Zolste] mAHom = Mz AH



U=HEAIS MerA OF H2] J|¢e] 24T 7= tist A1

18§ttt ISO/IEC JTCl SC6elA % &ys)
HEYA 73 Z2EZS 7wt
3 My 2 7hel] 534S A
AHl 2= 75 R s A

2l & flgte] WEVEYAS O

-
= o

il

2
2
o) oo

S
>
>,
fo, oo

Modo 30 Mo 3o X
e

rr 4 >
of

2L
ok
ol
ol
ol
it
tlo

i o 1o
o
e
o

k)
T

i

e Mg
2,
X
rle
M
2

=
o3t
X
>,
i
2

o
)
[
hichil
o
oX
ol
N
g~
2 o
2o
S

IS i R T CO ST SR A
o
= TN
%0,
e T
>
>

==
)

=y
BN
2
k)

[ iz oH
BN
=
>
o2
_O‘L
2
=
>
>
i

> Jo oft
N

_H
o
lo, 4
2
)

fll

M
22
i)

lo

ne

N

[N

lo
S

uj

o

it

=
3
2o
&
oX Mz o
d
Lo,
=

o
o
o4 K
=
m
4o
m _
1o
i
O>~
i)
M
22
>
=

o
o
=)
)
uS
flo
>
Iz
)
r (o]
ol
2
=2,
ol
o,
:?é,

ol {3
o rr

2
tlo
2
>,
ol
o,
B
i
ol
ol

™

[

o o

, O
-

o ol
E
= X
)
ofy
4
= G
e
2
g0, %
HEoe
o
do . &
_2_, Y
oo
2l e Mool
KT o
iy
:‘—I'
=

2
a4
N
o,
T

i)
pory
o
it

F3k
o AFste o]zfdl oAt ISO, ITU, IET
o

ko] Aad 5 9]

tjo A

W o

0t
kd
MO
ror

[1] C. Decker, R. Wattenhofer, “Information
propagation in the bitcoin network”, 13th
IEEE International Conference on
Peer-to-Peer Computing, 2013, pp.1-10,
doi: https://doi.org/10.1109/P2P.2013.6638704

[2] H. Cha, W. Lee, Y. Choi, J. Lee, K. Lee,
“International Standardization on
Blockchain”, Electronics and
Telecommunications Review, Vol. 34,
Issue 2, 2019. 4, pp.110-120.

[3] Burkhard Stiller, “Blockchain
Fundamentals - An Assessment of Their
Broad Feasibility”, IFIP/IEEE IM 2019,
Washington DC, US.A., April 8-12, 2019,
https://im2019.ieee-im.org/sites/im2019.ieee
-im.org/files/IM2019-Blockchain-Keynote-
B-Stiller.pdf

[4] ISO/IEC TR 29181-x:2017 - Information
Technology - Future Network - Problem
statement and requirements, https://www.
iso.org/standard/66800.html

[5] ISO/IEC 21558-3 - Information
Technology - Telecommunications and
information exchange between systems -
Future Network - Architecture, https://
www.iso.org/standard/78436.html

6] ISO/EC 21559-3 - Information
Technology - Telecommunications and
information exchange between systems -
Future Network -  Protocols and
mechanisms, https://www.iso.org/standard/
78440.html

[7] Claudio Lime, “DLT/Blockchain
Architectures and Reference Frameworks”,
Blockchain Engineering Council, https://
blockchain.ieee.org/images/files/pdf/2018091
7-blockchain—architecture-and-reference—fr
ameworks_—_c-lima.pdf

[8] Satoshi Nakamoto, “Bitcoin: A Peer-to
Peer Electric Cash System”, 2008.10.31.
https://www.bitcoin.org

[9] Vitalik Buterin, Ethereum Whitepaper
[Internet], https://ethereum.org/en/whitepaper/

_84_



20201 128 BH2ATEQ O AYT G|

==X HM162 H2=

2 =94 (Suyeon Kim)

19832 A& istaw Azpasa £
1991.2 AEo)sta AFEZez AA
2002.2 ZE Ut AR EE T} ukA}
1991.2-19978 = AAEAN AT Aol d

T4
2001.2-2017.2 (F)=2 2 ) 3E o)A}
2017.3-dA : Agdstn w4
<FHAROE> SAZREE BEEAQ

281 = (Hyun—Kook Kahng)

1990.2 Georg1a Tech. %15—}‘1}/\}

1991.2-1994.8 S=AAFTAATFYL AdA
T4

1994.3-aA : nE e wF

<FHRAREE> EAZRER B2 ¢

oM E Al

_85_



