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Random Attack Success Probability on the Moving Target Defense

Jang-Geun Kix
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Abstract

These days, wireless communications provide several advantages such as easy deployment, less
network construction cost, and comparable bandwidth to the wired network. But the wireless network is
more vulnerable to the malicious cyber attacks.

In this paper, attack success probability in the SDR network to which the MTD technology is applied
is analyzed in a mathematical way and compared with the simulation results.

@279

of

4 7t 24 WA

oH

5L =
) 751 }\o—LE

[e)
keywords : attack element, success rate of attack

1. M2 Radio)[1]1& F4 %4l Alzglo]A] 7]Ed &=

Jojz FEHY FARAES Aol AFHY

FHt Ao vls] g Sl gkdslal, v]go] duiti= Alxdlo] AZEYAR PP FA
A W, A dogFe] fAd wAd g Al AlzElg webe, gl AsAst &
7heta 9l A BaAl )%l gk Aqtrr A stEglo)rh obd W8 ZRA A 9F] A
3] ZAgPE . vl SDR(Software Defined Hgozm olF tst FA Z2eEFES 4/

« FEUEm A7 ARA o] T B A9 4 e FEe ek

(X?Tag;}('j gﬁ(g ?1gj2u7'aolg)xwa~ 2016.12.15 e ofEE A S vl e 5
R i 4 J1EHoR 2 (scanning)oltt AT

A A 2016.12.22.

_83_



(jamming) &3 & oFo|A Aloln] FAo| Aas Hed, =5 3N ¥4 AE
oFsirts WS ZHet g ARE F4S FEdha, 4g0ME fEE ¥
ojeig FATel wS FRay, Al ¥ Ao gj@ ARl Aol Bl J1Esn

A9 9P on FE FA AZDS Fojats] ¢
dl Alzmglo] FALE gl 845 A&H E 1. SAMY THE of
oz W 7 5= MTD(Moving Target Table 1. Tx channel specification
Defense)[2-5] 710l gt A+7F < &g ;}ﬁggrl Fr[ele/ﬁl{e;]cy Modulation Iljsglg(gl
A= gick MID 7]&S o] &atw thsta 1 0 GFSK 956
BUglol MARE BA AAED s Abolw > T 0 | osk | 1om
AR AL ofFw BPsAY vg = = T 0 | ok | oz
Z71HA Tk mieba) Alzgle] wol Hopge T T = | osx | =
s, 2xre BysEs e A [ [
o}
B eRAdE b 37AE 28 4T 2

%5 9 SDR 7= ARE-EF F 9ol A MTD
el gl e Aol 24 Meled A4 3. 54 &8 H#E &7t
ALeF Bl

34 4T SES AN A8 Az

4928 19 19 Yep
Sl AREE e HA A A

2. MTD 7|g H#8 FM == 719

N &3 33, Ty pngecnr APHE LS HH‘L
MTD(Moving Target Defense)2-5] 7|%e  ° 7FA $A1S Awsitha 7gee. el
A zElo] TA BES 2 gl g AES #9lgo] AHEE A2 eME A AMTEFs AdE T
WAGoRA Aol AL Ade ug s A AER SAR A A AL mES
Nee wrart Rbol Fa o] YAE Mol Wt T,,..c0m
SDR(Software Defined Radio) Al+Alo] 7} Az o Ald S ARS-Sk,
=5 TA 715; BANEE s AFE FAAE W ESARY S AT HEs WA
2 Ags 2ZEJOE olgs] AEE Ay WM sy, dde Ay SR AR
o, BEAT 4011 M ol AlgEE ox o AEMIVE 2ol ¥4 Avoer
A2 AZE ?]Oii~ GNU-Radiol6,7]7} ¢4 o AR v @Az 34 Ad s WY
AToAE MTD /148 48 SDR &SP Aas, Sa4 Topvangecr 1 2HHEH

H
TAE7] Y3 HAE =2 A

& 3 Ade vHA Heow, FalAe Aol 54
TA =ESE H 19 oAet o] FAERTE 42 AeAd 4= 25 Thngecn 3T
AT Aot WA ZhEA dHolEE Sl e FAAEE B 5 vk 1 S A
st 2] ek ol o] FA AES U ez v wuid AR ] o] A
FAZ WA HA A 34 HTES = ajZo] AL AReE A} npR A} ©

|
w
~
|



3

2 123 2

2016 122

2
e

i
IT
o n 7 h
EE 3 3 . as] RS
—_— |_ N
. Bt W) RTE mwl S S
e R o T x| % o S e
gz : o 228 |war 2 g B S
& 1+ o o g | LT = 5 S S
~ ar S Mo'X N
£Eg L Mo = i[O ~ N~
g I T - s
G : A R o
@ 0 = X X L = 10 k= —_ 1_N
.m = 1= 3] T Mrﬂ |I._| L — 1_N -~
i _ of o 2 o 2 ) il Balls - g
+ - o W — | S -
B . P ‘UI ‘m‘._ T 7._ _n_o %) — —_ —
B : — —_ 175 lo
- E 5 T X o < Xe N Tl Tls
E 4! ® Mo SES T | |=
; T g B ol SR o o = = 2,
L |IH ile) ‘Ul = Mm W ° - —_ —_
“ T g G F 8
i K g a
; T t i |_ m ﬁl N ‘._JM N mﬂﬂu — [aN] o
: i = © P w7 Er e
: - _ S TS Qs e . H
] = 15 = N = loR Zt
= M T ] = - ﬂ%wﬁowﬂ%l
“ B s § T g e , ® T N
] —_ 8 A » o + X o) X~ 7o
: £ > o = )] =~ 75 ol —
_ L T 8 M5 S = = & X o = of W
u R o : NEZ =an
: L |ing = <l 2 EE AR i_v ﬂme N g lo = N _éu ﬂ_.ol ot ;oﬁ
: i S8 WS A = x K 5 com MC®
_ SNE B E w3 Ho T & L = MR
- =i § ~ £ W W oE = o — TR Y S 5
£— | T 89 i © gy r G 5| 8 &ﬂ%kﬂﬁi
o IR M- o BN ~F % ﬂﬁ%%ﬂ%ﬂ
s S 2 NN N =\ PR g
. 5 s & SO S T8 aﬁﬁmﬂr%ﬂﬂw
E 12 o TN oo L o T mo W o
1 mERE N Ho o oo J. s T T
i * o e N Ho ~ o S - o r o B oy
. s M| |G 42 mW < Mmﬁ & 3 ﬂﬁLﬂoMxﬂﬁﬂﬂ
tk 5 I ST 5|8 S o T
R Bl % LEew 1 riEg ko
o |E = B Sl wegﬂ (3 T T oo A
£15 5 || Lz : wmm%wm i o %ﬁ%%ﬁﬂﬁ%
-5 §F 3 3 ~ T mAﬂomq SR A
2/ 1 c &g N @ coRTTe
G =z L} X5 i B o T R
T . of wow

- 35 -



A B o] A gk

o
o
20

Ho

=5

Ir
Jlo
X0
oK

_.A_._o

I

079

5

30
2500%

2100

—210

50

10
8198662 | 0.11

25

0.0255977714 | 0.1115325476
2!

0.0026153096 | 0.0120489499

—a —8—21000

3346 | 0.0;

5)

/

27664

0.0014

30

20

0.0047368095 | 0.0140765095
0.0047619047 | 0.01419.

0.0004758295 | 0.0014270385 | 0.0026133995 | 0.0120317400

0.0000047634 | 0.0000142864 | 0.0000261817 | 0.0001214153

0.0000476130 | 0.0001428188 | 0.0002619364 | 0.0012132107
0.0000476190 | 0.0001428480 | 0.0002618673 | 0.0012133418

0.0004761904

0.0000047619 | 0.0000142856 | 0.0000261901 | 0.0001214191

10

Table 3. Comparison of hit probability
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Fig. 2. Attack hit rates
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