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An Effective Classification Scheme for Microsoft Windows
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Abstract

In order to filter and block illegal software efficiently, software classification is employed. In this
paper, we propose a new software classification scheme that effectively categorizes Microsoft
Windows executable files using frequency information of strings. The proposed scheme first
extracts strings from the .text, .data, .rdata, and .rsrc sections of each Windows executable, and
then computes and maintains a score table of the strings by combining Local Document Frequency
(LDF), Inverse Document Frequency (IDF), and Inverse Category Frequency (ICF). If a suspicious
program (Windows executable) got useful string information, we calculate scores of the strings in
the suspicious program based on the score table of strings of each category, sums up the scores,
and obtains a total score per each category. Finally, we classify the suspicious program into a
specific category which represents the highest total score. For verifying the effectiveness of the
proposed scheme, we perform experiments with nine categories and 55 programs each category. The
experimental results show that about 75% of the 495 executables are correctly classified.
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Fig. 1. Software distribution method by string data
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Table 2. Refining rate and string extraction
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Audio Player 51 92.7 50 98 90.9 52 94.5 50 9.2 | 909
Browser 45 81.8 41 911 | 745 46 83.6 40 87 2.7
CD Writer 50 90.9 49 980 | 891 55 100 55 100 100
FTP 51 92.7 48 M1 | 87.3 55 100 54 982 | 982
Image Viewer 50 90.9 48 96 87.3 52 9.5 52 100 | 945
Messenger 32 5.2 32 100 | 582 44 80 44 100 80
Text Editor 48 87.3 46 9.8 | 836 52 9.5 50 96.2 | 909
Video Player 48 87.3 47 979 | &5 48 87.3 47 979 | &5
Zip(Compress) 52 M5 52 100 | 945 51 9R.7 51 100 | 92.7
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Table 3. Distribution rate of ‘st program group’
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1 44 6 0 0 0 0 0 0 0 44 38 30

2 0 38 0 0 0 0 3 0 0 38 92.7 69.1

3 0 9 88 4 0 0 0 0 3 33 67.3 60

4 0 6 0 42 0 0 0 0 0 42 87.5 6.4

5 0 3 0 2 43 0 0 0 0 43 39.6 8.2

6 0 0 0 0 0 32 0 0 0 32 100 58.2

7 0 5 0 0 0 0 41 0 0 41 9.1 745

3 0 1 0 0 0 0 0 46 0 46 979 836

9 0 2 6 1 1 0 0 0 42 42 30.8 76.4

FAME| 4 70 39 49 44 32 4 46 45 361 874 729
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Table 4. Distribution rate of 2nd program group’
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Table 5. Different program score of ‘Ist program group’ and ‘2nd program group’

A A z2ad g9 T A4 Z2ad I
o A AN B3 A, = AA & (AN R A
shel el Sz e | Pl i e I Jz e ﬁgu}% 3= T
B 2 5| T2 S BT sz = m2 g &
Audio Player 33 28 24 %! 49 45
Browser 22 16 15 51 38 27
CD Writer 32 23 18 55 54 47
FTP 29 24 22 55 54 46
Image Viewer 34 28 23 1o%! 51 46
Messenger 35 24 24 55 44 39
Text Editor 36 31 28 1o%! 49 42
Video Player 22 19 18 55 47 43
Zip(Compress) 30 28 25 M 50 41
& A N 273 221 197 487 436 376
wz o | AA ] 89.1 36.2
(%) (22 o) 722 772
I 5 Mo T|IHEt 2219 TIH Hlw 2o (A ek A HW =203 HE
Table 6. Compare result of suggested method and [22]
AT 221 7T
78| ae] AA | 55 ol | 25 [ 5670 oju] | A |55 ol | &5 | 5570 e
U1 | BAE%) | 15 | EF7E 0) | o) | BAE() | 015 | BRFE (%)
Audio Player 50 90.9 44 30 20 36.4 14 36.4
Browser 41 745 38 69.1 12 21.8 12 21.8
CD Writer 49 9.1 33 60 29 52.7 24 52.7
FTP 48 87.3 42 76.4 32 582 24 582
Image Viewer 48 87.3 43 782 33 60 20 60
Messenger 32 5.2 32 5.2 9 164 9 164
Text Editor 46 83.6 41 745 29 52.7 27 52.7
Video Player 47 855 46 83.6 17 30.9 14 309
Zip(Compress) 52 M5 42 76.4 42 76.4 40 76.4
A = HE | 413 834 361 72.9 223 45.1 190 384
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