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Similarity Analysis of Android Apps Considering Code
Obfuscation

Jonghwa Park# Kyeonghwan Lim*, Kyungmook Lee*, Dongjin Kim,
Seong-je Cho*t |, Youngki Jeong

ok
Qf

I

A= BEGE oW Z2age BUW V15 RN 938 o Maon WaAATE 7Y
otk M WES ETE Aol ATES] ARAL A9 TEE UEHAA 2= Wl AGRLAS
AFol 93T Y WE FAL Yol F & Uk, WO, 4O\ HA AGAE Aol EgAY} BAF X
a9 =EE 7] 98 WSS 19 oF 8 & Qnk W BuEAE AEEsoll UEsEn A%
Edlo] £8 o3F B3] offth ¥ EEANE AERe|t Qg WERAA Fi b w7E v
0, o5 g AZES] fAE Z40] VAL JFE BAGL, of P BFE A2IES e}
e FARAT A olele FA9 48 Adw WBAA Fh of mrE] 9Fe BN 99,
SEsE T2 Uhstd WA 9B Aeskd el FAEE F4SY B AFE BREAE A
Edloll UEaE A%, AZEG0] £ APE WAL E52 F 5 Yk

Abstract

Code obfuscation is a technique to transform a program into an equivalent one that is harder to
reverse engineering. Using code obfuscation tools (or, obfuscators), software developers obfuscate their
codes to conceal intellectual properties of the codes, in order to deter reverse engineering or prevent
tampering. On the other hand, malicious users may also make use of obfuscation techniques badly to hide
the program codes that they have thieved or plagiarized. It would be difficult to detect software theft if
pirated software was obfuscated. In this paper, we compare three obfuscators for Android apps, and
investigate the effects of the tools on measuring software similarity. To analyze the effects of them, we
have measured software similarity between an original source program and the decompiled version from
obfuscated program. This study is helpful to detect software theft using similarity measures even though
pirated software is obfuscated.
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Table 1. Andriod opfuscation tools
Obfuscation | Proguard DashO DexProtector
Shrinking O O O
Optimization O O O
Renaming O O O
Stﬁng “ o o
encryption
Clas§ N N o
encryption
Control flow X 0 X
API hiding X X 0
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Table 2. Experiment object App.

Category Application
ADGWeather
Weather - -
omsk—air-android
BluetoothChat
Bluetooth
BluetoothSMS
BatteryIndicator
Battery -
SLWBatteryWidget
NorwegianIMESettings
Keyboard
Softkeyboard-4.2
mini_notepad
Notepad
notepad

# 3 Proguard =& MEsh d7te| FAlY EAM
Table 3. Evaluation with Proguard

Category Application Similarity

ADGWeather 30%

Weather
omsk-air-android 49%
BluetoothChat 30%

Bluetooth
BluetoothSMS 26%
BatteryIndicator 39%

Battery -

SLWBatteryWidget 29%
NorwegianlMESettings 1%

Keyboard
Softkeyboard-4.2 35%
mini_notepad 17%

Notepad
notepad 34%
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public class SearchAdapter extends BaseAdapter {

Context context;
ArrayList<SearchObj> serArr = new
ArrayList<SearchObj>();
View child;
TextView loc;
public SearchAdapter(Context c,
ArrayList<SearchObj> so) {
this.context = ¢;
this.serArr = so;

F=3} 4

public class a extends BaseAdapter {
Context a;
ArrayList b = new ArrayList();
View ¢;
TextView d;
public a(Context paramContext, ArrayList
paramArrayList)
{
this.a = paramContext;
this.b = paramArrayList;
}
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Fig. 1. Proguard Obfuscation results
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public class MainActivity extends Activity
implements LocationListener{
public class FavParsTask extends AsyncTask{
protected transient Object
doInBackground(Object aobj[1){
Log.i("Fave Parse URL", (new
StringBuilder()).append(parseURL).toString());
parsingHandler = new
ParsingHandler(parseURL);
urlBundle.putString ("URL", parseURL);
return null; }
W= 7
public class eval_a extends Activity{
public class m extends AsyncTask{
public static eval_a m(m ml){
return ml.eval_f;
Jpublic transient Object
doInBackground(Object aobj[1){
try{
Log.i(eval_dk.subSequence("S\177a}1{bZrllarv”, 21),
(new StringBuilder(eval_dk.subSequence("qwj=(",
4))).append(eval_f.eval_n).toString());
eval_feval_b = new eval_n(eval_f.eval_n);
Jreturn null;  }
gE §
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Fig. 2. DashO Obfuscation results
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Table 4. Evaluation with DashO Obfuscation
Similarity
Cati Applicati i
ategory pplication default String Control defaglt & | default & | String & ALL
String Control Control
Weath ADGWeather 78% 85% 86% 74% 76% 82% 73%
eather
omsk-air-android 43% 82% 2% 33% 29% 61% 19%
BluetoothChat 63% 1% 73% 39% 48% 53% 27%
Bluetooth
BluetoothSMS 53% 2% 67% 42% 36% 56% 29%
Batt BatteryIndicator 39% 80% 5% 29% 26% 65% 19%
atte
Y SLWBatteryWidget 63% 75% 40% 571% 21% 40% 26%
Kevboard NorwegianIMESettings 71% 89% 1% 67% 58% 73% 54%
eyhoart
v Softkeyboard-4.2 76% 82% 68% 75% 54% 67% 53%
Notenad mini_notepad 83% 88% 83% 82% 82% 7% 82%
otepa
notepad 2% 66% 1% 49% 56% 51% 35%
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A= | T=3lL= 3L=]
o 0E Eradte 2 2L B53E Alest import java.lang.reflect.Constructor;
7] Wl DEX $d& 3 3}sle] 979dS & import java.lang.reflect.Field;
7]—55—‘8]—74] ‘8]—9. = _'c_,'_ /\}L:_ %‘ | oﬂ H ] QQ%E} u} import java.lang.reflect.Method;
et A 53t , APT =4 71l g FA Class class3 = Class.forName(attachBaseContext
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String s = attachBaseContext("\u2CC7\u0218\ ...
\uCCB5\u91FC");

Class aclass[] = new Class[2];
aclass[0] = classl;
aclass[1] = Integer. TYPE,
Method method = class3.getMethod(s, aclass);
Object aobj[l = new Object[2];
aobj[0] = attachBaseContext("\u2CC4\..\uEB85");
aobj[1] = Integer.valueOf(0);
Object obj = method.invoke(this, aobj);

T2l 3. DexProtector =3t &

Fig. 3. DexProtect obfuscation results
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Table 5. Evaluation with DexProtector tool

Similarity
Category Application .. String & | Class & | String &
String Class API Class AP API ALL
Weather ADGWeather 43% - 15% - - 14% -
al
omsk-air-android 45% - 23% - - 22% -
Bluetooth BluetoothChat 41% - 16% - - 13% -
uetoo
BluetoothSMS 44% - 15% - - 13% -
BatteryIndicator 43% - 24% - - 23% -
Battery -
SLWBattery Widget 49% - 33% - - 33% -
Kevboard NorwegianIMESettings 47% - 26% - - 25% -
eyhoart
v Softkeyboard-4.2 49% - 12% - - 12% -
Notepad mini_notepad 45% - 14% - - 13% -
otepa
P notepad 33% - 15% - - 12% -
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