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A Technique for Protecting Android Applications using Executable
Code Encryption and Integrity Verification
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Abstract

In this paper, we propose a method for protecting Android applications against reverse engineering attacks.
In this method, the server encrypts the original executable code (DEX) included in an APK file, inserts into
the APK file a stub code that decrypts the encrypted DEX later at run-time, and distributes the modified APK
file. The stub code includes an integrity validation code to detect attacks on itself. When a user installs and
executes the APK file, the stub code verifies the integrity of itself, decrypts the encrypted DEX, and loads it
dynamically to execute. Since the original DEX is distributed as an encrypted one, we can effectively protect
the intellectual property. Further, by verifying the integrity of the stub code, we can prevent malicious users
from bypassing our method. We applied the method to 15 Android apps, and evaluated its effectiveness. We
confirmed that 13 out of them operates normally.

Keyword : Android application, Executable code, Dynamic class loading, Encryption

# o] =2 20149 S AT E AR A o B il v gzarek ) 198 2014
Seumses TrE ¢sd 2 g42Y /Y 3
s 28 drzolt oBddeld Adme ny 0 SRS REUACT) ATAREA
=S BAE 9l TIA ST B A9 39

s R s o ek 0149 A% 7)EARA ) A72

e o bl 33 3R E 8k

sk At 8t al 7 3R E ek} I=2 FPEAF

T WA A2 0 ZA A (Email: sjcho@dankook.ac.kr) HeEd b 2014.6.20 =4 5 2014.6.27

_19_



£ HMEot O=Z0|E o 25 Y

FHt, ~utEE] HgEo] AA soldel m
gf,  AutEEAA S ARREE ofEEAolA
(application, ) T3+ 1 47} AA F7kska 9l

o,

t=mol= <ie] A4, HlaA g1A oEdtol
7V 3k Apuk(Java) Qo] 2 A E|o] glo] R4
07 93 AAzmE H9 W olo] Ryt Lol
E4E BRF opye), §l - MR FAd R Fofs)
h

del= Ahd T 7] Eukd Aljle]l o
BAE Aol AR, ol U7 Aol A
s AEAste] iE Aotk 1 flo=
AARE TS Al AE BHAoR A5
gk AbE = kAL SlvH1L 2014 1€ 1694
gAEgdelo] w2, f v=z2y27F Fed
A vz BA 71s Ade] Algsitha g
o}

kil
ZAE  HAsr] Yt xzz= dEd)
%_1:

ReTA

o

Ak ey 2= gEses A d¥ee o
om Aw

2
ok

[ ron b

0o e 12

fof > o
(o3

f Ug
ol
e
R
—_>‘£4
flt
=2 2
o
oo fo

2
=
rot
N
)
=
i r
]
o
]
i
ol
>
o2
A

I 011:}.
A 39 7]+2+ ProGuard, DexGuard[4] & ©]
Atk 20139 10 1697 2 20149 3¥ 13¥9%
Hebgzeol oshd, “nlejye] 3= ¢msl =
APd 2 iy 1= A4S E7FssH e A
g o] V)R, tuRol= Qo Ag A

(DEX)¢} String, Asset 59 ¢ AAES w5

(M 28

B mroAs etegol= g gk A

hiad
ikt
Og(;t‘
2]
[t

(=)

fol
Lo
N,
.
o
2
w2
® F_E
By
rO
N
o o

o &
>~
R

o
N ol
2
_O#
rlr

fol
)
ol
ol
.
o
S
o

[

ol

2y

&

2]

[

il

b >~
R

o

k4o T

N
QL
9, rlr
=z
521
o
ful
o

folr my [»
Xf’ﬂ o}L o

of
2
£

[
Ll
o
tlo
do (01
2 ooft o 2 Ko Mo |

=
N
i
flo

24 (dynamic loading)3+c}. Al
|

= Ee gas 4ot 2

o
L)
ol
I

N
el
i
e
-4
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2.2 DexGuard
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