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A Method for Generating Signature Information to Determine
Illegal Distribution of Cloud-based Streaming Video
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Abstract

Recently, as various platforms that provide services for contents such as movies, dramas, and webtoons
have emerged, the method of illegally using contents is changing from a download method to a streaming
method. Most of these copyright infringement crimes avoid law enforcement and investigations through
methods such as having servers located abroad or disguising the IP of operating servers using cloud services,
etc., so countermeasures are needed. In this paper, we propose a method for generating signature information
that can be quickly checked whether the streaming video content is illegal or not. If the proposed method is
used, there is an advantage in that illegal sites that are serviced based on the cloud can be judged and blocked
more quickly.
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Fig. 1. Streaming video signature DB reation process
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