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Research on Methods of Feature Information Gathering
for Identifying Illegal Copyright Infringement Sites
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Abstract

Recently, illegal copyright infringement websites have been utilizing cloud services such as Cloudflare,
which makes investigation and enforcement challenging. They evade domain blocking by regularly
changing domains. Existing domain blocking technologies follow the same process even when a modified
illegal site is discovered and these illegal sites bypass blocking by reducing the domain change interval.
In this paper, we propose an approach to define and collect feature information about target sites, such as
site logos, menus, categories, content, and advertisement banners, based on publicly available information
within the sites that can be utilized to identify target sites engaged in illegal activities. Through
experiments, it was found that the feature information values of sites before and after domain change
were the same. Accordingly, it is expected to contribute to establishing a system that can take immediate
action by reducing the unnecessary verification and screening period in blocking illegal copyright
infringement sites.
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Table 1. Examples of Domain Change
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Table 5. Top 4 Most Frequently Encountered
Advertisements
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Table 6. Advertisement Banner Code Analysis
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Table 7. Feature information comparison

Edd F2 | w7 B9 | 23 | @3
https://b*n248.com | 248 — 249 - 0
https://a#t312.com | 312 — 313 0 (6]
https://f+e265.com | 265 — 266 0 0
https://h#u319.net | 319 — 320 0 0
https://wf278com | 278 — 279 O O
https:/t=r272.com | 272 — 273 0 (0]
https://y*n108.com | 108 — 109 O O
http://a*189.com 89 — 90 0O O
https://s*n10l.com | 101 — 102 O (6]
https://t+t.org org — cc 0 O

1AM oz F4d =rele ZHzhe] AbolE
B 23 owx] URL¥} 23l on]A] 39& F3
gk 231 o)A o] A= MD5 A #E
F7h wxjetel 2 oA BAAdS .

£
ro
:(,)13
ol
ol
Kl
N
Y

N
2L
ok
>



Hadh

o
o=

A)

&

L3 Hy

)

S
=% NETE "ol Aol
= Al

M HAE

PS

AL 4O F
L Fe ) 74A9) Ba wy e
(¢} o 7]—

%ﬁoi o o
0 T
EgT TEEWR
TEiw BELRRER]
7?011ro17rJ g o o
%%Eﬁr%AWﬁ%ﬁu%%ﬁom
TS TZELET
o o mo o ) _ oo X o o E
R T ,iﬂ%uaﬂ}mﬂﬂo ool =
%f@aﬂgﬁﬂ«ﬂ.wuu%w*ﬂmr o Fr 2
al ﬁoﬁo% 2 ® 1“hpxﬂ47e 2 oA
oy o o X o o o g K E = - oy e
m.xuw@ ) oEiNhlﬂoﬂLmu 5 w2
BK — Ee o o Ho,ﬁ‘ o ,HL 0 ‘Llﬂ m _ m 17_.~|
ﬂ&.DVdﬂ }iilrﬂeqﬂqwau 2 i
,m.Lﬂ_tTLXﬂﬁﬂoo_aAmﬂJﬁo ﬂ]l £ ﬂ_.‘mﬂm
= oT.f ﬂAma,nmoZH,.rﬂﬂxm > ﬂAIH;o
PR o o i s Doy E G
oﬂnmho_lmﬂﬂ_@% M odr & ﬂuldrﬂ > mm I T
mﬁﬁﬂﬁom«ﬂﬂﬁﬂ%ﬂo,mm ﬂm,ruuu g o~
mﬁmﬂﬂﬂ%ﬂ:,ﬁﬂl.m%rﬂﬁwﬂﬂ.E‘f 5 m_/u17r1_HL
oﬁaE;owlﬂ m7ﬂwﬁ_mmﬁeogﬂr]nn = L|1mEJo
— . Bo ° ezow_ua n]]O.l]A = EGOZ
o Tl oELlj._|.r AR 02 ! g
oo b K ® oo G <= < SUEIER A
_ r@&ﬂrw]m b o =y < amWwﬁmM
Mﬁﬂqﬂo N T = o hdB
- ~
wmﬁff% Mzgﬁ%%ﬂﬁ1 N E
(- WM_ N o= T ™ o _L;M ) Nl o = T - piol N
CEE A E.MPmP]Pa__Ho u) T W
= < ey N N © - ™ i o]
n wongo.Eﬂct}goE]mJEai @@@%ﬂﬂmﬁﬁoﬂoE -~
B O}Lu.%%E7EﬂM . o e ® r—
@@%ﬁmrﬁﬂ% E@.Nrﬁﬂm.% LN Emﬂﬁﬁ/% %E_ﬁ
11%mﬂm a]urmmiﬂ Ltﬁe%ﬂ ge‘_fﬂa]gﬁwﬂqulr} Eﬂmr
o g B ® R R g B %Eo%k}_ay =
qlih 245 Tz ing
=3 = T = s
of MM1__/I ,E@MFU:W_AWK]_#IZL zﬁo_rn_ﬂi c{ ﬂﬁ%ﬁa\_ﬂﬂnﬂﬂ ﬂlww ol
w1 ) Bowe o o o T N T o X N = W T - He
w5 o O N o) < W oy N m o o 1] I ok T ~an A o o T
ﬂLL.drmﬂerx]E o_anoT 5 X o= 11%LOZT.M HIV
o A {F N = 2 5 T ,A]ﬂ ~E o mm < ~ o R o o3 Mrm —_ L >
ﬂgeﬂudenioTﬂAmiﬂﬂuﬂﬂ o Ea]ﬂm?,,wr = BX n_rmﬂ%
oW A | To o7 oMy SR e o) o o W © o} N X RE !
%ﬁ.z.?wmﬂ ﬁu%%}EHANﬂ@ﬁoﬁﬁ@QzﬁMw@%mWdr%
ﬁoﬂﬁoﬂe%4ﬂﬁodoﬂ%.ﬂ_bmﬂmeﬂ% d.mﬂﬂ;wmﬁﬂoﬂ Hq_ﬂ%w_,oﬁE
@mg@_zgzﬂ_ﬁi w B %vﬂmﬂmﬂmﬂﬂﬁ%» Eamﬂ%ﬁoﬂo_aﬂﬂi
Mooy g o K o ) ~ o = o) ' D T o =) o R < T oFf
o Eﬁwwiﬂ%qﬂmﬂriaﬁvﬂ mﬂﬂeﬂﬁmﬂﬁoﬂ%7Amaﬂ
Aiﬂm_axe lLodu_vT]JHﬂle}_:uT -
B ﬁoﬁeﬂoﬂ > = ) 1F1E
bR <l % afﬂﬂruiﬂv__boofh
TR of EV‘XﬂlvﬁoMt
SRS LR -
OOTI‘WJ;OLEA_I
< NE



2023 98 SIEAZEQHLUTEIIES

d 7sAS EA AT IO AL|EE AWt ARt =HQl A
A AR, 23 o] mdy Fa IR W 23 ow|A] FAg A HLEgomHN A
v 7} AbolE wHflyt AREia S W AW vbe EEES =Y 5 Atk
/gol =T 53], 2iL o|njA| ] Hg- B Aol o H oAFE e g JE A A]Ho|
Eo|A afeta, MAE Tk 2 oluAE FQsgt JHE AlFste] B EHAlOIE
FrABkaL QLo Ale]lE Bl A gtaladtt of LufQl W7 Fo] o]FolHolk AlC|EE H=
T3 G A 7 AlEW FuARRH A SAT Sy 283 1S 2 AR 1S
Fojuke 7Rl Ert EAEtaL glo] AolE B 2o FA] AT F Qe AAE AE T U
o golstditt & A7t FLAY 1 # FoZ Tyt
Y2A7b U thre] AtolEdA sdg YR
T BAEo] JMYIERIC R AO]EE AW} 2 AFE TS HEE 4 S Eu =g
= AR =vQl R, 23 ol x| Ak 3 de] 20239 % F37|e AT Ao w
A Agstozn AdES =Y F QUArh TN (FAY - FEE 7N 44
g2 TA 7 2 A Fa dolH
DB 71, IAHS 0 R2022020109, 7]ol&
54 B 100%)
2 =S 9 B A Alo]Ed tisjA 2% 7123
FAF @0l ojge Cloudflares} 22 k9=
Mul=E F3 Bl A WA ot 2 [1] Korea Creative Content Agency. 2022
A4 Hel Ae|lEE gy oz 437 93| Fact-finding Survey on Illegal Distribution
71Ze] W HT) W2 B Aol ES fud 4 of Comics - Webtoons: Korea Creative
A AolE 59 Aug AN 61 ¥ coment ey G2 ISBN
o) e A = A E ]
oA A Apelsg e & 108 o) k1 park A Study on Effects of Relative
1,04471¢] URLE 7|9ro 2 $£34E £ &= AR Benefits and Costs of Piracy of Digital
2 Hoar}h 7 ARy AW JeAds BAsy Contents on Attitudes and Behaviors of
23 olnx WAy Fu sFd:Tst 7F Al E Tllegal Duplication. Journal of the Korea
. contents association, 15(7), 489-499. (2015).
Tl Ajsles u AE vhsAde] =2 A ) ' i
MLt Asrstsls W AH shede]l =& AR pop 10589/ JKCA 20151507499
= Aefsta ofF Agskatt [3] M. S. Choi. Efficient video matching
Ae Ayl =5 EA AW AO|E 2 3 method for illegal video detection. Journal
T oujgel =Hel slemEE sutow BW A of Digital Convergence, 20(1), 179-184.
A7 e AFEZ EAE 2= orks AL Fo] (2015). DOI Z.10.14400/]KCA.2015.15.07.489
. . ) [4] Korea Creative Content Agency. 2021
sksith 58] AL ojwx|e] A WA - AL Korea Copyright White Paper. Korea
o|E FAo] Fo3 54 AHE &8 F I Creative Content Agency (2022). ISSN :
th 53] #3 7HEEY A 92 5YsE 2234-392X
AL B3 B A7 SE A9d] 9ol A= 7] [6] Korea Copyright Protection Agency. (2021).



24 REH A AOIE ST

[6]

[7]

(8]

[9]

2021 Copyright Protection Annual Report.
https://www.mcst.go.kr/kor/
s_policy/dept/deptView.jsp?pSeq=1526&pDat
aCD=0417000000&pType

Y. S. Hwang, J. H  Hwang, & S. J. Lee.
IP address tracking techniques for illegal

sites using Cyber Threat Intelligence
search  services. Journal of Digital
Forensics, 16(2), 116-125.(2022). DOI
10.22798/KDFS.2022.16.2.116

I J. Yoo, J. C, Lee, B. C. Park, S. Y. Kim
& Y. M. Kim. A Method for Generating
Signature Information to Determine Illegal
Distribution of Cloud-based Webtoon
Contents. (2022). Journal of Software
Assessment and Valuation, 18(2), 77-8b.
DOI : 10.29056/JSAV.2022.12.08

J. E. Jo & ]J. E. Choi. Operational Status
and Improvement Tasks of Digital Sexual
Crimes Response Policy. National
Assembly Research Service. (2018). ISSN :
2586-5668

J. W. Jeong & S. J. Lee. Blocking method
of harmful sites based on domain change
pattern. Journal of Digital Forensics, 15(3)

39-53. (2021). DOI
10.22798/KDFS.2021.15.3.39
[10JH. Y. Kang, Y. C. Choi, & S. J. Lee.

Analysis of advertisers by tracking banner
ads on piracy websites. Journal of Digital
Forensics, 15(3), 15-26. (2021). DOI
10.22798/KDFS.2021.15.3.15

[11]1S. H. Park, S. M. You, D. H. Song, & K.

J. Lee. A Study on Harmful Site
Discrimination Methods using Site Banner
Advertisements. (2023). Korean Institute of
Communication and Information
Sciences/Proceedings of Symposium of the
Korean Institute of communications and
Information Sciences.
https://www.dbpia.co.kr/journal/articleDetail
7nodeld=NODE11227654

‘ I | 2 M (Eun-Seok Choi)

20232 st JRYASHHET =Y
20232~ A : ol ol X A H UG AT
<FRAEE> AR BE L ol § B

o,

3}

21 2 (Young-Mo Kim)

mwzmﬂmﬂﬁ%%ﬂ

uﬁ‘i

34

)
off of ol
o o ok

M
1%
>,

T
2012 ?ﬂxﬂ : "/\‘Eﬂfﬂﬂ L
FRARE> A2 BE

g3 XHMyung-Chan Park)

2005.8 thxvhstal 3 378 &8t uhAL
2012.11-&A A : o o] A AAFUE) o] AL
<FHAEOR> Az e 3 oo]8 2435}



