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Abstract

To mitigate security risks, organizational assets must be identified and security vulnerabilities
eliminated. active scanning and passive scanning techniques have been applied in existing I'T environments
to identify assets.. In this paper, we first examine the problems of applying the existing network scanning
methods to OT systems. Then, to select network traffic features required when identifying OT devices by
applying a passive scanning, we analyze network traffic features (TTL, TCP Window Size, IAT, etc.)
used in prior studies on identifying IoT devices which have similar properties to OT devices. In addition,
we recognize the types of network traffic features, and present research issues to be addressed for
effective identification of OT devices.
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Table 1. Active and Passive scanning techniques for OT devices

Technology Ref No. Limitation year
[16]
Active 7] Ak Alo] ZZEZ(Modbus, BACnet )& AMgah= A=k | 2016
Scanning A Ths
[18] 2021
[19] 2 E "EF(Port Mirroring) 7]%0] 2| Q¥A] k= 4ol A 2015
Passive HREF2E g7l QA & Fx Al Bt
Scanning [20] 2016
7V YEYa ERY £4 73
1] HES] gy 53 71 2019
. [22] ) i T 2018
Hybrid 23] 244k A8 = (Nmap, Grassmarlin)@] & A8 =g 1= o
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Table 2. Comparison of studies applying machine learming models to 0T device identification by passive
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Ref .
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Public 2170 A=A F 17789 3l 2k %5% °14,
2017 | [27) RF ARL, LLC, IP, etc. [27] 0l Sah o 5096 A5k
DNS Queries, NTP Queries, Public 2870 A2 2} non-ToT %] ol A
2018 (28] NB, RF Flow volume, etc. (28] 99.88%¢] A&
A Az s 3+ 999% o] Ak¢]
08 | (0] | GBKNN, DT | IP,ICMP, ICMPW6, ete. | Private | L0 871 ool €5 9% 19
o= -
2018 [30] RF, DT, SVM, Packet'Lengt.h, TAT(Inter Private 1 Ao O3] 909%e] AEE
etc. Arrival Time), etc.
DNS Queries, Packet . 1671¢] A=Jo] e H 70.55%<]
2018 [31) | RF, KNN, NB, efc Length, Flow Duration etc. Private Ase
7 MAC Address, Packet Public 157 A=A]o) tha] HF 748%, H L
a8 | 32 LSTM-CNN Length, Packet Count, etc. [28] 9.7%¢] A%
KNN, SVM, RF, Public 2170 A=l el Hrh 95.5% A ek
2019 (3] ADABoost, etc. ARP, LLC, TP, etc. (28] F1-Score
o019 | 3 | DA KN TIL, IP Header Length, | Public 20 A o) B 03%9)
CART, etc. IAT, etc. [27] A9} 91% Fl-score
Periodic Flows, Period
2019 [35] KNN Accuracy, Period Duration Private 3370 Aol tia] 982% A=
etc.
J48 PART, DT, TTL, TCP Window Size, Public A s I g
2019 (361 etc. Packet Length, etc. [27] 20 Al e A 9%e] A
IP Header Length, TTL, Public 5 714 "HolEMellA Z+z H)
2020 (371 J48, PART TCP Window Size, etc. [27,28] 99.77%, 99.93% A=
. . . Public T 7 dlelgl Al A 247 ) 92%,
2020 [38] HMM, LSTM ARP, LLC, IP, ICMP, etc. [27258] 99% AT
39709] ZigBee, Z-Wave T2 EZS
2020 [39] RF, Bayes Net IAT Private AREsHE Ao sl i 919% o)Ak
AUzl A&
Packet Length, IAT, Packet | Public[28], 578 A= ek TN dHlolE Al A Hit
2020 [401 , RF, DT Count, etc. Private 90% o]4te] A=
Public[27], . S 5
2021 [41] | SVM, DT, RF, GB | ARP, EAPoL, IGMPv2, etc. Private 1870 Ao sl Ht 988% A=
. source IP, source Port, Public T 7HA dlolEj Aol A ZzE 99.91%,
2021 [42] CNNFBILSTM Destination IP, etc. [2745] 99.68% A%
2022 | [43] | RE, DT, RN, etc. | © aCketéfgg’l I;?CT Flow | pivate | 7709) 409] vla) 2e) 9.97% A8
. . T 744 dlolE Aol A 247} 93.3%
TTL, TCP Window Size Public T o % ’
! q 3} 9] 19 79
2022 [44] RF, DT, GB Packet Length, etc. [2728] M.3% AEEel 96.1%, 93.7%

F1-Score
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Table 4. Feature Information Based on Packet

Properties

Ref No.

Features

[29,34,35,3
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4]

Packet Header related features
(TTL, TCP Windows size,
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etc.)
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Table 5. Communication Behavior Based Feature

Information
Ref No. Features
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