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Abstract

The rapid development of the IT industry has led to an increasing dependence on digital technologies,
resulting in the need to process vast amounts of data on a scale previously unseen. In particular, since
such data often includes sensitive personal and technical information, there is a growing demand for data
security technologies to prevent hacking, replication, and ensure safe protection. In this paper, we propose
an optimal encryption mask design method by leveraging the butterfly algorithm of the Fast Fourier
Transform (FFT) to enable fast transmission and reception of two-dimensional image data. For data
security, we develop phase-modulated Hadamard masks and bit-shifted masks. Additionally, we analyze
the performance of the proposed encryption masks by calculating the correlation coefficient(CC) between
the original, encrypted, and restored data.
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Table 1. Encryption keys and CC for image data

FFT Elane Baboon Cameraman Peppers
A 3 (Row) <(Column) 3 (Row) <(Column) 3 (Row) <(Column) 3 (Row) < (Column)
A& 3 AZ5 A& 3 AZ5 A= 3 A& 5 A= 3 5
a9 6.
(a)-(d) 4hit 8hit 4bit 8hit 4bit 8hit 4bit 8hit
Hadamard _
CC= 0.239 CC=0.2435 CC=0.2291 CC=0.2601
AR 3 AR5 AR 3 AR5 A& 3 AE5 A& 3 AE5
Iy 7.
Oul' (a)-(d) 3 BS 2 BS 3 BS 2 BS 3 BS 2 BS 3 BS 2 BS
< | Bit-Shift
:ﬂ— CC=0.0079 CC=0.0259 CC=0.014 CC=0.0082
A= 3 AE5 A= 3 AE5 A= 3 BE b5 A= 3 BE b5
a9 8.
(a)-() 4bit 8hit 4hit 8hit 4bit 8hit 4bit 8hit
Hadamard | 5 pg 2 BS 3 BS 2 BS 3 BS 2 BS 3 BS 2 BS
+Bit-Shift
CC=0.0048 CC=0.0083 CC=0.0047 CC=0.0026
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Table 2. Decryption with wrong keys

FEFT Elane Baboon Cameraman Peppers
1 =i 3 (Row) <& (Column) 3 (Row) <& (Column) 3 (Row) <& (Column) 3 (Row) <A (Column)
AR 2 A= 3 A= 2 A= 3 A= 2 A= 3 A= 2 A= 3
I 9.
(@-(d) 8hit 4bit 8hit 4bit 8hit 4bit 8hit 4 bit
Hadamard
o 0C=0.0268 0C=0.0392 CC=0.0183 CC=0.0086
L
= FER A2 3 FER A2 3 A2 A= 3 A2 A2 3
3} | 29 10
—~ | @-@ 2 BS 5BS 2 BS 5BS 2 BS 5BS 2 BS 5 BS
% | Bit-shift
o CC=0.0176 €C=0.0039 CC=0.0335 CC=0.0097
2|
AR 2 A= 3 A= 2 A= 3 A= 2 A= 3 A= 2 A= 3
7] | 29 11
| @@ 8hit 4bit 8hit 4bit 8hit 4bit 8hit 4bit
Hadamard 2 BS 5BS 2 BS 5BS 2 BS 5BS 2 BS 5BS
+Bit-Shift
€C=0.0030 CC=0.0017 CC=0.0070 CC=0.0049

AH

2R ALSE 71, 34

=

rir
o

E 3 2277 FEH2Z &0 HE W AEE 72 CC 2=()

sge Yy 7.

)

Table 3. Partially correct keys. Parentheses denote incorrect key; gray denotes correct key.

FFT Elane Baboon Cameraman Peppers
1 =i 3 (Row) < (Column) 3 (Row) <& (Column) 3 (Row) <& (Column) 3 (Row) <A (Column)
(A= 3) (A= 3 (A= 3) (A= 3)
a9 12,
(@-(d) (4bit) (4bit) (4bit) (4bit)
Hadamard _ _
€C=01251 CC= 02570 CC=0.2288 CC=0.1631
(A 3) (A 3) (A= 3) (A= 3)
a9 13,
5| @@ (5 BS) (5 BS) (5 BS) (5 BS)
2 | Bit-Shift
3} CC=0.0869 CC= 00004 CC=0.0405 CC=0.058
(A= 3) (A= 3 (A= 3) (A= 3)
a9 14,
@-@ (4bit) (4bit) (4bit) (4bit)
Hadamard (5 BS) (5 BS) (5 BS) (5 BS)
+Bit-Shift
CC=0.0059 CC= 00022 CC=0.0021 CC=0.0021
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