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A Large Language Model-based Intrusion Detection Model for

Smart Buildings
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Abstract

Smart building automation systems provide convenience and efficiency but remain vulnerable

to

cyberattacks. This study proposes an intrusion detection model specifically designed for smart buildings
using a large language model. Targeting HVAC systems, normal and malicious behaviors were identified
to create training datasets, and the LLaMA 3 8B model was fine-tuned. Benign datasets were developed

from physical processes and devices such as HMIs, PLCs, and sensors,

while malicious datasets

incorporated attack tactics and techniques from the MITRE ATT&CK for ICS matrix. The fine-tuned
model demonstrated 90% accuracy on evaluation prompts, significantly outperforming the base model
Inaccuracies were attributed to limited training data, suggesting that additional dataset development and
retraining could further enhance performance. These results demonstrate the effectiveness of large

language models in intrusion detection for smart building environments.
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fig 1. Network Intrusion Detection System based on LLM in Smart Building Environment
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* Question: How is the HVAC system in BAS
HVAC system configured?

* Answer: The HVAC system in Smart
Building BAS includes PLC-1, PLC-2, HMI-1,
HMI-2, multiple sensors, and actuators. PLCs
periodically read data from sensors, and HMIs
provide an interface to monitor data values.
Communication occurs using the Modbus/TCP
protocol, and devices are connected in a star

network topology.

* Question: What data is exchanged between
the cooling water circulation pump and PLC-1
in Smart Building BAS?

* Answer: The cooling water circulation pump
sends ON/OFF signals to PLC-1, with ON
corresponding to 1 and OFF to 0. Deviations
from these expected values could signal

malfunctions or transmission errors.
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Table 1. List of sensors and actuators related to an air handling unit in the HVAC system

Name Type Range PLC
Return_air_temperature_value Input -20 7 60T
Outside_air_temperature_value Input -20 7 60T
Mixing_air_temperature_value Input -20 7 60T
Exhaust_air_temperature_value Input -20 7 60T

Exhaust_air_damper_state Output 0 ™ 100%
Outside_air_damper_state Output 0 ™ 100%
Mixing_air_damper_state Output 0 ™ 100%
Exhaust_air_damper_mode Control 0 ~ 100% / Auto
Outside_air_damper_mode Control 0 7 100% / Auto
Mixing_air_damper_mode Control 0 ™ 100% 9
Heating_valve_state Output 0 ™ 100%
Heating_valve_mode Control 0 ~ 100% / Auto
Cooling_valve_state Output 0 ™ 100%
Cooling_valve_mode Control 0 ~ 100% / Auto
Return_fan_state Output On/Off
Return_fan_mode Control On/Off
Supply_fan_state Output On/Off
Supply_fan_mode Control On/Off/Auto
Inside_temperature Input -20 7 60T
Inside_CO_2 Input 0 ™ 1100CO2

I 2 HVAC A28 W gl JdZbe 3t MM 2 dFollolH 55
Table 2. List of sensors and actuators related to cooling water and chilled water in the HVAC system

Name Type Range PLC
Chilled_water_supply_value Input 05~ 30C
Chilled_water_return_value Input 05~ 30C

Chilled_water_exit_value Input 05~ 30C
Cooling_water_supply_value Input 20 T 40T
Cooling_water_return_value Input 20 7 40T 1

Chilled_water_circulation_pump_status Output On/Off
Chilled_water_circulation_pump_mode Contorl On/Off/Auto
Cooling_water_circulation_pump_status Output On/Off
Cooling_water_circulation_pump_mode Control On/Off/Auto
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Table 3. Normal behavior Dataset
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* Question: What does the technique Modify
Program (Technique ID: T0889) involve in the
context of adversarial actions against smart
building HVAC control systems?

The

(Technique ID: T08R9) involves adversaries

* Answer: Modify Program technique
modifying or adding a program on a controller
to affect 1its interaction with physical

processes, peripheral devices, and other
network hosts. This can be done through
methods like Program Download, online edit,
and program append, allowing for changes in
instructions and logic within Programmable
(PLO)

programming elements.

Logic  Controller and  similar

Question: What are some of the targeted
assets in a smart building HVAC control
affected by the
exploitation of remote services (Technique ID:
T0866)?

Answer: Some of the targeted assets in a
smart building HVAC control system include
Data

Interface

system that may be

Control Server, Historian,
Human-Machine (HMID),

Programmable Logic Controller (PLC).
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Table 4. Adversarial techniques—based

Technique

Technique

. o~
Tactic D name NG
TO866 Exploitation of 6
remote services
Initial
External remote
Access TOR822 services 11
T0O886 Remote services 7
Change
T0858 Operating Mode 6
Command-Line
TO807 Interface 11
Execution
Tos71 through API 3
Execution TO823 Graphical User 4
Interface
Modify Controller
T0821 Tasking 5
T0853 Scripting 11
T0O863 User Execution 6
Hardcoded
TO891 Credentials 5
) T0O8’9 Modify Program 6
Persistence )
T0839 |Module Firmware| 6
System
Toss7 Firmware 6
Indicator
. To872 Removal on Host 5
Evasion Sooof Reoort
poof Reporting
T08% Message 5
Privilege _ B B
Escalation
TO842 |Network Sniffing| 11
Remote System
To846 Discovery 5
Discovery Remote System
TO8ES Information 6
Discovery
TO887 | Wireless Sniffing 8
Default
Tos12 Credentials 6
Lateral Lateral Tool
Moverment | 10867 Transfer 4
Program
T0843 Download 8
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Adversary-in—the—
TO830 Middle 14
Automated
To802 Collection 5
Detect Operating
TO86S 5
Collection Mode
Monitor Process
T0801 State 5
Point & Tag
Tos61 Identification 4
TOR45 Program Upload 6
TS5 Commlgnly Used 4
ort
Command | T084 |Connection Proxy| 3
and Control Standard
TO869  |Application Layer| 5
Protocol
Active Firmware
Tos00 Update Mode 3
Alarm
Tos7s Suppression 6
Block Command
To803 Message 3
Block Reporting
Tos04 Message 4
Inhibit TOR05 Block Serial 5
Response COM
Function Change
To892 Credential 5
TO0814 |Denial of Service| 15
Device
To816 Restart/Shutdown 6
Manipulate /O
TO835 image 5
T0R38 Mogify. Alarm 6
ettings
T0806 | Brute Force 1/0 3
. Modify
PImpalrS To836 Parameter 4
Control Unauthorized
TO85 Command 3
Message
Impact - - -
I 270
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(1) Quetsion: HMI2 sent a broadcast packet
to PLC2 using a protocol other than Modbus
TCP. Is this behavior normal?

(2) Question: A PLC used destination port
502 but communicated with HMI using a
protocol other than Modbus. Is this behavior
normal?

(3) Question: HMI2 made repeated connection
attempts to multiple external IPs in a short

time. Is this behavior normal?
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(1) Question: HMI1 communicated with
PLC?2 using a protocol other than Modbus TCP
(SSH, SMB, RDP). Is this behavior normal?

- Base Model : <lend_of text|>

- Fine-tuning Model: This behavior is not
normal. If HMIl communicates with PLC2
using protocols other than Modbus TCP, it

could indicate malicious actions by an attacker

(2) Question: HMI1 transmitted 124 bytes of
data to an external IP. Is this behavior normal?

- Base Model : <lend_of_text|>

- Fine-tuning Model: This is not normal
behavior. An average HMI typically transmits
less than 100 bytes of data per request.
Excessive data transmission could indicate

malicious actions by an attacker.
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