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Abstract

In today’s Over-The-Top (OTT) player agent environment, the process of collecting and analyzing
user data is essential for providing personalized content. However, privacy protection and data security
have emerged as critical issues in this process. This paper proposes a Zero-Knowledge Proof
(ZKP)-based data anonymization protocol to safeguard user privacy in the OTT player agent environment.
First, we analyze existing anonymization techniques and the concept of Zero-Knowledge Proofs to explore
their applicability in the process of collecting content usage information in the OTT player agent
environment. Additionally, we present an approach that utilizes pseudonymization and encryption
techniques based on sensitivity classification to maintain data integrity while protecting personal
information. Finally, we evaluate the effectiveness of the proposed methodology by examining its
applicability in various scenarios. This study contributes to addressing privacy issues in the OTT player
agent environment and serves as a valuable foundation for future advancements in data protection
technologies.
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Fig. 1. OTT Content Usage Information Generation
Process
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Table. 1. OTT Content Usage Data Generation

e
(e}
oA A [
o =
ojmlY Fa&
Ay ZHz
o8 An [ AR A
FoE
o5t o] OTT TN Y= olg]
= N9 A b ol mel gwst e

3.2 OTT 2E= 0|8 Hi MA
2 wRdA Akale Felolo] doldE 7]
4 ZY EREES 8w of
A wAEsh W oy 2% 2
& e olgA 4

=
W9 Tz olg An: AFA OTT 2ux

_15_



OTT Z8[0[0f OO|ME stFol ZH

Z AT o OTT 2el=9] ANH AR} 7=
ek, ofol] o] & A= AL A BIbs

SHeE A RSt g om AAggieh ol uel
UAEE sk, i 29 A

SVOD/AVOD
=30 ojME
Z2/0/0f 0| T e e EL

HA g g EE=SE
__J O|&: > Gal—
———, ol T =
x
0

=] olg®e

O|8EHE:
O|8Z2H=:

o[2E =l HAZs}

Al

RN

[0}

R4

4L

YLz

a8 2 OTT 2= 0|& FE olo|e v[AlEH3]
e
Fig. 2. OTT Content Usage Data Anonymization
Method

2 07T 2= 0|8 & M4 Hlo/d 2izdE

—O
H=
=7

Table. 2. OTT Content Usage Data Sensitivity
Classification

olF, olWld F4, P F4
H A4 A4 7hs)
the], A, Al AR
(23 B3l 14 AE 7Hs)

2919

%99

4913

WA R o4 sk Tz olg Au
Fatel AFHoz Ay AgE WA
Ang 44w,

ofo

4. BIZE 2RO IE IXY 53 7|
0lg H HlAHst W

=

4.1 7V8Ael 7|gt H|AEs S XY H A
syt =&

OTT ZgFolA AAH = o]

ofo
o
i
n)
o,
v

A o, vol, 4, A 2= 5 e 4
A 7hg Aol i vhgek ARIE 2E 9
thoolE Sldl, o]& AR dHelHE vt u
2 n9ld, 99, AN delER wsha
77t Age vapds vwe A8, £ 39
2t

¥ 3 AT wE JHEyE M8 J[H
Table. 3. Pseudonymization Techniques Based on

Sensitivity Levels

W= A8 714
& =23 g3

wrsh 7 HlolH A
HolE 4]

(
i

2

off | [
O B A B A
o2

d

191 dlolHdlE o], ovd F, IP
o} e A Ad J}5 AW LW
=

o ofN N
o o py

3 dlolE = yol, A, AlA slE 2ol

Al A Aol e ARE XS
298 dolElE Zulx 43 ZYPE E2H 7
of AT} AFAA Ae] Y= HRE X3S

Data Extraction
Data Classification

High Risk Data

YES|
Middle Risk Data Apply tokenization
< G=="  Apply
NO

Data Storage

Apply Encryption
and Randomization

a3 3 7tEAe oY s ER
Fig. 3. Pseudonymization Process Flowchart

_16_



2025 33 pt=AZEQOAFEIISE ==X H21d M1z

- t)o]E] FZ(Data Extraction): OTT 2
oA ZHlx o]& AR YA HlolHE

.

e e

3
=]

g
=%

"user_id": "TKN-12345",
"name”: "&4E",

"age: 3,
"viewing_history”: [...],
"platform”: "Mobile”

- (Data Classification): H]©]
&

-9 e BT A8
oj-gate] tolE gk Ak Al o
A(el: 200, 30u) =2 WEsAY, A
HE o4 v&=2 #ygste] 7l A
qE &0t
o: age — "30" — "AGE-TKN"

- A9 dEr ol fA
M AFAoR AAHA o
7HsAel 719 gl A9 deolE =
Hol F8A4S Sdiststr] fs 92
afE frAste] &ggr
d: platform — "Mobile”

=
L F9%, AR 9o FRa,

BHE

I
dle]
s

- dol8 W3 (Merge): vAE3td dolHE
shite] HF ol St

- dlolg A% WA Es dad HelHE A
vl QbxskAl A 7geict

"user_id": "TKN-12345",
"name”: "TKN-12345",
"age”: "AGE-TKN,
"viewing_history”: [...],
"platform”: "Mobile”

RV
e

=
o
m
Lo,
o
ol
ox.
o
-
i
ox.
|
T
o3
ol
o
A
o
:IOL_"

& 0 o2
N e X K1
ﬂ 1>
: ol

o oi

E 3. 07T 2H % 0| ME MM dlolg]
Fig. 2. OTT Content Usage Information Generation
Data

user_id, name, age¢} 722 7i<l 2
4 7bs HR

viewing_history, platform¥} Z-&
= Ao Had HR

ah, HWIzt dlolH =
& AREske] Heoly R



OTT Z8[0[0f Oo[ME gtdol EH= 0|

A

o]

< Start >
. y
Data Extraction ‘

v

|
’ Data Anonymization ‘
|
|

v
ZKP Generation ‘

\’
Data Storage & Validation ‘
I\’
Data Sharing
S 2
C D D

a2l 4 ZKP 7|HF ot55 9l AZ m2EZ

Fig. 4. KP-Based Encryption and Verification
Protocol Flowchart

gjo]8 FZ(Data Extraction): OTT ZHE
ez o]& qu AA] Ho|HE FE3. o

HE F&3 & W73 A H(name, user_id,

p
~101

age)E ot}

{

"user_id": "U12345",

"name”: "John Doe”,

"age”: 30,

"viewing_history”: [
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