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Abstract

Recently, with the emergence of flexible system access approaches, the concept of ZTA has regained
attention as a response to network threat environments. While traditional network security methods focus
on access control at external and internal boundary, the ZTA concept requires verification at all times and
does not trust any user or device. This paper proposes an SDN-based ZTNA solution that can be flexibly
applied to SDDC and presents an implementation strategy for ZTNA-enabled SDDC through the
implementation of a testbed using an enterprise-grade open-source SDDC solution. Additionally, by
performing performance evaluations of access control based on traffic flows within the implementation
testbed, we show that it is possible to flexibly enhance the security of SDDC by blocking unauthorized
access not only at the boundaries of external and internal networks but also within the internal network.
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Table. 1. Network Configuration for SDDC

auto lo

iface lo inet manual

iface lo inet loopback ovsbr0

auto enp4s0

iface enp4s0 inet static
ovs_type OVSPort
ovs_bridge ovsbr0

auto ovsbr0

iface ovsbr0 inet static
address 192.168.0.100/24
gateway 192.168.0.1
ovs_type OVSBridge
ovs_ports enp4s0
network 192.168.0.0
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Table. 2. Internal Forwarding Configuration for
External Flows of SDDC

ovs-ofctl add-flow ovshr0 ip, nw_dst=192.168.0.101,
actions=output:fwln10100

ovs-ofctl add-flow ovsbr0 ip, nw_src=192.168.0.101,
actions=output:1

_83_



olu st} T WA JdEZE OVShr0E 453}
BE Z29E SDDC 9t AZ2"H OVShrO2

1o

a8 5904% OVSbr0e] Z2% HolEo =
#0ol et T2 JdEFH7F AAH V)

F5 49T 5 vk W, a9 6elM = 25
#lo] o 299 A7 A UA &7
U:HT'E“OH, OVSbr)+= EH%]' Tlﬂi’/l% _% =1 ;ﬂ

J7 5 Z29 #09 A" Zut

Fig. 5. Experimental Results for Flow #0

b
I
f
i

J% 6 E29 #19 A" Zat

Fig. 6. Experimental Results for Flow #1

% 39 Aol ABES IOMP WAA A% A
o gt EY A 2 Ao AnE Ve

-, % 10,0005] 2] ICMP ™|A]
=7b 5% AEEe] 100%9] Aol A
S Btk vk Hto] F A ¥ FR
, 10,0003] 2] ICMP vlA]A] A% A]
T ArgE o] mR AR 100%9] Aol 43
olt}. o] ZTNA olo|HE} Q&=
Z HolEol] ZZ$ #10]
NEZE HATA F3kr] wTolH,
= #12 OVShr0E 53 v =
=(Node)Z A5d 4 §iA €t

k)
s}

ol

>
3

T

on

N
r>4
oy

o
o
o

I

o

, o mu o4 o
R
{12 o
[d
fiu
o

i E ot
N il
o f
fu
[
it
o

E 3. SDDC 2|F ZE22E9 Ad Z3 v
Table. 3. Comparison of Experimental Results for
External Flows within SDDC

vl & Z25#0 Z29#
A% A= 3 5 (3) 10,000 10,000
A% 3 5 (3) 10,000 0
Aol A3E 100% 100%

4.2 SDDC W& E22 Mo 45 Ft

a9 49 HAEM=A SDDC W 7 o
b s Adel digk F Al wag 9§,
hel 7R HAICMP Zelo]dE #29) #3)
Ao ARG NEde ZES #28 TR 43
247y At ZTNA oo HdEE # 49 2
SEZFRY 29X ZZF o5 F24

& 884
J’

o AL >

Aok = WA dEZ= 4
192.1680.101 ¥ 192.1680.102¢ 4%, ICMP &
Zho]AE #2¢9} #3029 XTI 3§
A
o

7hestel SRS 28 AH R &
& olrh wh, Al A dERE 544 TP

FAa7F 192.168.0.102%9) ARP(Address Resolution

_84_



2025 68 pRAZEQ Y

Protocol) £3% E#jZo] e IS 383}
A etk oot o
Sopo|AE #3004 Seto]AQE #2529 ARP &%
gom AnHow TR #3E B
A& HEHA gk

o] A=A

¥ 4. SDDC U&F E29E9 UF =9d 4Y
Table. 4. Internal Forwarding Configuration for Internal
Flows of SDDC

ovs-ofctl add-flow ovsbrQ) nw_dst=192.168.0.101,
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