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Abstract

In large-scale information systems and web services, log-based anomaly detection is a key means of
capturing early signs of ransomware and other malware. However, unsupervised methods that rely on raw
log text and limited feature engineering perform poorly on real security logs with imbalanced labels and
multi-stage attacks. This paper proposes an LLM-based log embedding pipeline that combines three
representations-raw logs, embeddings from pre-trained Llama language models, and domain-fine-tuned
embeddings for security logs-with statistical and deep anomaly detection models, using about 800,000 web
access and system audit log entries. Under a common data split, embedding—based representations raise
the binary Fl-score of most models to roughly 2.5 times the raw-log baseline and more than threefold
for rare attack types, demonstrating their effectiveness as a common input representation for malware
anomaly detection and early-warning systems.
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Fig. 1. Overview of log representation learning and anomaly detection using LLM-based log embeddings
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Table 5. Anomaly detection performance on D5
X
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Table 6. Anomaly detection performance on D6

AE Acc | Prec | Rec | Fl

=d
LSTM-AE 0.327 | 0536 | 0.132 | 0.212
Deep AE 0.327 | 0515 | 0.314 | 0.390
Deep SVDD | 0.328 | 0516 | 0.305 | 0.383
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