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A Case Study on Software Appraisal of C# Binaries Using
Reverse Compilation
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Abstract

When only binary files—executables or DLLs (dynamic link libraries)—are available without the original
source code in software appraisal, conventional source-code similarity analysis is difficult to apply directly.
This paper introduces a case study to measure the similarity of a pair of C# binaries using reverse
compilation. Identifying the file formats and runtime environments, the reverse compilation is applied to
the binary files. The recovered source codes are compared in two ways: quantitative and qualitative
analyses. The latter encompasses comparisons of string literals and control structures. The overall
similarity is revealed up to 80.1%, which shows the effect of the reverse compilation on comparing C#
binaries. The reverse compilation method can also be applied in other languages, adopting the hybrid
implementation method.
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298 "SELECT DECODE (A.CD_SHOP _MIDDLE ,NULL ,SM.DS_PASSWORD ADMIN ,A.DS |

255 Client.CompanyInfo.cd company,

255 bkl

295 Client.CurrentDepart,

295 -

295 Client.ShopInfo.CD SHOP,

238 Y

296 Client.CompanyInfo.cd company,

25€ o \n

256 Client.CurrentDepart,

25€ A \n
25€ Client.ShopInfo.CD SHOP,

239¢ it \n
256 Client.CompanyInfo.cd company,

25¢ =

25¢ Client.CurrentDepart,

25¢ »r

287 Client.ShopInfo.CD SHOP,

257 i

255 "SELECT DECOCDE (A.CD SHOP MIDDLE ,NULL , SM.DS_PASSWORD ADMIN ,A.DS PA!
255 Client.CompanyInfo.cd company,

255 ]

258 Ciient.CurrencDepart,

2356 L

25¢ Client.ShopInfo.CD_SHOP,

2356 e

25€ Client.CompanyInfo.cd company,

256 e \n

256 Client.CurrentDepart,

25¢ oY \n
235€ Client.ShopInfo.CD_SHOP,

25€ e \n
25¢ Ciient.CompanyInfo.cd company,

257 " £

287 Client.CurrentDepart,

297 "

257 Client.ShopInfo.CD_SHOP,

257 e

297 }):

257 1) 2

O3 2 SQL HelE T Al
Fig. 2. Example of SQL Query Construction
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if (1(a = "KOREA"))
! if (I(a="ENGLISH"))
if (I(a=="CHINA"))
! if (I(a=="JAPAN"))
{ if (a == "VIETNAM")
¢ Client.Language = Client.UsLanguage.VIETNAM;
}

else

Client.Language = Client.UsLanguage.JAPAN;

}
else
Client.Language = Client.UsLanguage.CHINA;
}
else
{
Client.Language = Client.UsLanguage.ENGLISH;
}
else
{

Client.Language = Client.UsLanguage.KOREA;

O 3. & =HE W A
Fig. 3. Comparison Example of Nested Conditional
Statements
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