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Privacy Leakage Evaluation and the Effect of
Access—Controlled Abstraction for VLM-based CCTV
Surveillance Captions
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Abstract

As Vision-Language Models (VLMs) are adopted in CCTV surveillance systems, video content can be
generated and retrieved as natural-language captions. However, such captions may also become a new
text-based privacy leakage channel. This study proposes the Semantic Leakage Score (SLS), an
eight-attribute sensitive semantic taxonomy, and a four-level access—controlled abstraction policy from AQ
to A3 to quantify and mitigate semantic privacy leakage in VLM-based CCTV captions. Experiments on
300 English UCA(UCF-Crime Annotation) captions show that A2 reduces SLS from 0.118 to 0.013, an
89.0% reduction, while maintaining a weak keyword-matching utility baseline comparable to AQ. In
contrast, A3 reduces SLS to zero but lowers classification accuracy to the 12-class random-guessing
level. An auxiliary Al Hub case study further shows that residual exposure may remain in
information-dense Korean captions even after A2 abstraction. These results indicate that access—controlled
abstraction is a practical method for balancing surveillance utility and privacy in VLM-based CCTV
systems.
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Table 1. Sensitive semantic attributes, weights, and example keywords
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Table 2. Access tiers, abstraction levels, and attribute mapping
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Annotation Protocol Sensitivity

Sq‘b Example 1: UCA Protocol (Event-focused)

Caption

The woman leaned on the floor and continued to bump the child. The
child raised his head and then fell down.

Detected Attributes

*S1Gender «S2Age -« S5 Vulnerability < S6 Health/Safety

A2 Abstraction (Higher-level)

A person physically interacted with another person, and a fall-related
safety event occurred.

Residual Issue

Short action-focused sentence; fewer location, time, and clothing cues.

= ,J

D?:U Example 2: Al Hub Protocol (Context-rich)
Caption

RF 1A 57 LM A qxof M x| &2 30CH 0140]
QXS HEEHO| Hojea] = ok YIS St ATk

Detected Attributes

*S1Gender «S2Age - S3Clothing <S4 Location

« S7 Behavior «S8Time  « S8 Tin

A2 Abstraction (Higher-level)

AL SZHIA Ab2ol 7t E ZSHA| OIS AIA The 218 YeI7t LYt
Residual Issue

High information density; needs specificity removal and subject-aware rules.

2 3. UCAS2F Al Hube| Of=Efo|Md &kl Tizt
T AR
Fig. 3. Annotation protocol sensitivity: UCA vs. Al
Hub case examples

S3 %74, 84 Axolth AldAE Slo] #7tebi,
A2 A 3% SA7F bR Ak S6-57
UCAAIA 918 %80 27 ¢onz ¥ A%

SLS Sensitivity to Weights
0.16
—4—baseline
014 - +50% S5/56
0.12 -50% S5/56
+50% S2
0.1 .
=s#=—equal weights
0.08
0.06
0.04
0.02
0 &
AO AT A2 A3
Abstraction Level

a8 4. M4 J15%| #slof| w2 SLS S E 24
Fig. 4. Sensitivity of SLS to attribute weight
variations
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