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Abstract

Samsung Smart Switch is an application that provides features to easily transfer or back up data—
such as contacts, photos, messages, and app settings—from an existing smartphone to a new Galaxy
device via wireless connection or a USB cable. Recently, however, instances have emerged where
criminals dispose of their current smartphones to conceal crimes and misuse backup features like
Samsung Smart Switch to manipulate data, making a device appear as if it had been used all along.
Therefore, this paper examines the mobile forensic recovery rate during data backup via Samsung Smart
Switch. For data acquisition, data was accumulated on a rooted smartphone to grant full access
permissions to all internal data, and Samsung Smart Switch was then used to transfer the data to
another rooted device. Subsequently, the data recovery rates between the original and the backed-up
smartphones were compared, and practical investigative applications based on the findings are presented.

FZI)YE : wupdxAA golg W AnNEE StERo|u AA AulE A9

keywords : Mobhile Forensms, Data Backup, Smartphone, Android, Samsung Smart Switch

SAAA Ato|WFALT  Alo|WGrARE, 8} Aol 2026.08.01. HARER: 2026.08.25.
A A A 71 F(email: storesomeday @gmail.com) Al A 24 2026.09.20.

_9_


http://dx.doi.org/10.29056/jsf.2026.09.02

2 Smart SwitchE S2 HIO|E| MY Al ZHIUEHA SRAS0)| Lot A

1.ME

S7FEAEE A e 2022 T 202437

A Y AnfEE AzAbE Afgo] wEd
<E 1>9 po] FU ANEE HEAF = 0%
o}

R Az AR AL 5 Ak

z 1.

Table 1. Market Share by Smartphone
Manufacturer

AOIEE M ZAlH MRS

Year | Samsung LG Apple etc

2024 82.7% 1.9% | 15.2% | 0.2%
2023 84.4% 3.0% | 125% | 0.1%
2022 83.2% 50% | 11.7% | 0.1%
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Table 2. Recovery Rate by Artifact
% Number of Recovered Items (Non-deleted Data / Deleted Data)
Recovery Rate
Artifacts <CASE 1> <CASE 2> (CASE 2 compared
to CASE 1)
Chrome Cache Records 42(29/13) 0 0%(0%/0%)
Chrome Cookies 72(57/15) 0 0%(0%/0%)
Web Chrome Favicons 16(10/6) 0 0%(0%/0%)
Chrome Tab History 35(20/15) 0 0%(0%/0%)
Chrome Web History 18(10/8) 0 0%(0%/0%)
Chrome Web Visits 55(38/17) 0 0%(0%/0%)
Android Contacts 1,510(1,310/200) 1,210(1,210/0) 80%(80%/0%)
KakaoTalk (Chat Rooms, | ) a9 307 /699 | 9.930(2.307/623) | 1009%(1009%/100%)
Friends, Messages)
LINE (Chats, Contacts, | 05 794103 0 09%(09%/0%)
Messages, Photos)
Communication Slack (Accoynts,
Channels, Direct 76(44/32) 0 0%(0%/0%)
Messages, Users)
Snapchat 108(62/46) 0 0%(0%/0%)
Telegram (Chats, 1,028(728/300) 0 0% (0%/0%)
Messages, Users)
Samsung Messages 824(746/78) 746(746/0) 90.5(90.5/0)
Social Networkin Instagram 1,348(1,125/223) 0 0%(0%/0%)
& etworking Twitter 832(706/126) 0 0%(0%/0%)
Audio 345(297/48) 297(297/0) 86.1%(86.1%/0%)
Media Photos 40’6291(572)'432/8’ 32,432(32,432/0) | 79.8%(79.8%/0%)
Videos 177(90/87) 87(87/0) 49.29%(49.2%/0%)
Email & Calendar Calendar Events 192(177/15) 177(177/0) 92.29%(92.2%/0%)
Gmail Email 444(413/31) 413(413/0) 93%(93%/0%)
Excel (xls, csv, etc.) 87(64/23) 64(64/0) 73.5%(73.5%/0%)
Documents HWP (hwp, hwpx, etc.) 109(75/34) 75(75/0) 68.8%(68.8%/0%)
! PDF 68(46/22) 46(46/0) 67.6%(67.6%/0%)
Text(txt etc) 458(342/116) 342(342/0) 74.7%(74.7%/0%)
Location & Travel Wi—Fi Profiles 15 15 100%
Google Maps 42(31/11) 31(31/0) 73.8%(73.8%/0%)
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Verifying Samsung Smart Switch Data
Backup
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