20269 98 AZEQo{ A ==X H22# H 3=

== 2026-3-3  http:/dx.doi.org/10.29056/isf.2026.09.03

HTTP 7)8F I0T Ao B4 Hol ZHokd B o

tHA el ek A

An Analysis of Security Vulnerabilities and Enhancements for
HTTP-based IoT Device Communications

Hyo-Young Yeomsx*

(@] ok
O =

B QTE HITPE Aa1E T 449 VEQZ 9404 24T 5 = net 98 F shiel 942

24 AL THORE B FHIHS v‘i—ﬁ stal ool tgk Al wWekE AAIgh @ﬁMHt ESP8266 mle]
ARAEZYE &&3lo] [oT AXE F-8sta, HTTP 7|4k ¢ Ao FdoldETL Hod & d= 54
A4S FEIY =3 gH ~yd 71 < o83l IoT FA9 EE}OME Eds 3*1" Ao 2 A
HTTP 714k BA1A] whael 4= 9l Hel HobdS A¥aoiul o] Aote RHot 743 7|He HEsta 1
23S A¥Hor AZFE B AFE HTTP 719 IoT Al&gled a5 ®ok A deids 74z
s, ARl wWok 73} weks A S

Abstract

This study analyzes security vulnerabilities in IoT device network environments using HTTP, focusing
on packet sniffing attacks, and proposes corresponding improvement methods. In the experiment, an IoT
device was implemented using an ESP8266 microcontroller, and a communication environment was
constructed in which a client could access an HTTP-based web server. In addition, packet sniffing
techniques were used to analyze communications between the IoT device and the client to identify
security vulnerabilities in HTTP-based communication. The proposed security enhancement method was
then applied and its effectiveness was experimentally validated. This study emphasizes the need for secure
design in HTTP-based IoT systems and presents a practical approach for improving security.
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36 2.687366700  192.168.1.12 192.168.1.109 TCP 590 80 + 58316 [ACK] Seq=1073 Ack=631 Win=2050 Len=536 [TCP POU reassembled in 39]
37 2.687760768  192.168,1.12 192.166.1.109 TCP 598 B + 58316 [PSH, ACK] Seqe1609 Ack=631 Win=2050 Len=536 [TCP PDU reassembled in 39]
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42 2.608585800  192,168,1.109 192.168.1.12 TCP 54 58316 + 80 [ACK] Seqwi32 Ack=2483 Win=65278 Lens0
43 2.735522200  192.168,1.109 203.251.234.8 ubP 71 61886 = 443 Len=29
44 2.737905360  192.168.1.109 192.168.1.12 HTTP 377 GET /readings HTTP/1.1
» Frame 31: Packet, 684 bytes on wire (5472 bits), 684 bytes captured (5472 bits) on interface \De| e8 db 84 aB dS 44 20 16 b9 B8 Ga da OB PO 45 0O D q
> Ethernet II, Src: Intel 88:6a:da (20:16:b9:88:6a:da), Dst: Espressif_aB:d5:44 (eB:dbiB4:aB:d5:44) | @0 60 e3 7e 40 66 50 06 00 60 cO af 01 6d cO a8 @
) Internet Protocol Version 4, Src: 192,168.1,109, Dst: 192,168.1,12 Rk MiinRan i
» Transmission Control Protocel, Src Port: 58316, Dst Port: B9, Seq: 1, Ack: 1, Len: 630 | 6e 20 48 54 54 56 2f 31 2Ze 31 od 6a 4; 6F 73 74 n HTTP/L .1
> Hypentext Transfep Pratocal 3226 31 39 32 2e 31 36 38 2e 31 2e 31 32 0d B : 192.16 8.1,
¥ HTML Form URL Encoded: application/x-www-form-urlencoded 43 6f Ge Be 65 63 74 69 Gf e 3a 20 6b 65 65 78 Connecti on:
> Form item: "userid” = "admin" = I|’ |D2|_ Hl al tH — 2d 61 Gc 69 76 65 @d Ga 43 6f Ge 74 65 6e 74 2d  -alive - Cont
» Form item: “"password” = “123456" o = — =l ! 4c 65 Ge 67 74 63 3a 20 32 38 Od @a 43 61 63 68 Length: 28

el

g AT

o

.

Sensor Dashboard

a8 2. MM MEfE Hof
Figure 2. Sensor status display

31 Hek 1 &A =
a9 19 =19l i}lﬁow

Og 3 2ot e 20l HE &3 MM HO|E =&
Figure 3. At the first security stage, both login information and sensor data are exposed
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13 2.057850200  192.168.1.189 192.168.1.12 TcP 54 57438 + 88 [ACK] Seq-1 Ack=1 Win=65535 Len=o
" 14 2.058354708  192.166.1.109 192,168.1,12 HTTE. 465 POST /login HTTP/1.1  (text/plain)
15 2.077733900  192.168.1.12 192.168.1.169 TP 508 80 + 57438 [ACK] Seq=1 Ack=416 Win=1729 Len=536 [TCP PDU reassembled in 21]
16 2.078949768  192.168.1.12 192.168.1.189 Tcp 506 80 + 57438 [PSH, ACK] Seq=537 Ack=416 Win=1729 Len=536 [TCP PDU reassembled in 21]
17 2.078996800  192.168.1.109 192.168.1.12 T 54 57438 + 80 [ACK] Seq=416 Ack=1873 Win=65535 Len=g
b Frame 14: Packet, 469 bytes on wire (3752 bits), 469 bytes captured (3752 bits) on interface \De|[ 0200 8 db 84 aB d5 44 26 16 b9 B88 6a da 3 68 45 82 - D
* Ethernet IT, Src: Tntel 88:6a:da (20:16:b9:88:6a:da), Dst: Espressif aB:d5:44 (e8:db:B4:a8:ds:ad|| “010 €L c7 fc af 40 08 80 06 00 6@ c@ a3 01 6d cb a8 @
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Figure 4. The login process to the server and the encoded login information under security stage 2
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| 1811 13.473472600 192.168.1.109 104.17.24.14 QUIC 86 Protected Payload (KP@), DCID=0127316f2e79afed45e7136233799b13eaf75049
1012 13.486320900 192.168.1.12 192.168.1.109 TCP 598 88 > 49434 [ACK] 5eq=2145 Ack=442 Win=173 Len=536 [TCP PDU reassembled in 1813]
1013 13.489686600 192.168.1.12 152.168.1.169 HTTP 255 HTTP/1.1 208 OK (text/html)
1614 13.489758500 192.163.1.109 192.168.1.12 TCP 54 49434 = 80 [ACK] Seq=442 Ack=2882 Win=65535 Len=o
1615 13.498466600 192.163.1.109 192.168.1.12 TCP 54 49434 = 8@ [FIN, ACK] Seq=442 Ack=2882 Win=65535 Len=2
const userid = document.querySelector("input[name='userid’]"}.value;\rin 28 16 b9 B8 6a da =8 db B4 aB dS 44 88 0@ 45 09 3 D
const password = document.querySelector( input[name="password']").value;\rin 98 f1 80 67 08 68 ff 06 37 36 cO a8 01 Bc co ad 76:
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Figure 5 In Security Stage 2, Security Key Exposure during index.html Transfer
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48 4,231482808  192.168.1.189 192.168.1.12 TCP 54 57111 - 88 [ACK] Seq=1 Ack=1 Win=65535 Len=8
= 49 4.231959668  192.168.1.189 192.168.1.12 HTTP 385 GET /api 2cmd=79V272%2BLChdVzrhyb60BjQE30%3D HTTP/1.1
5@ 4.34553388@ 192.168.1.12 192.168.1.189 TCP 54 80 + 57111 [ACK] Seq=1 Ack=332 Win=1813 Len=@
51 4.375472200 192.168.1.12 192.168.1.189 TCP 249 B9 - 57111 [PSH, ACK] Seq=l Ack=332 Win=1813 Len=195 [TCP PDU reassembled in 53]
52 4.428363300 192.168.1.189 192.168.1.12 TCP 54 57111 » 80 [ACK] Seq=332 Ack=196 Win=65340 Len=0
— 53 4.431423300 192.1638.1.12 192.168.1.189 HTTP 142 HTTP/1.1 280 OK (text/plain)
54 4.47771870@  192.168.1.189 192.168.1.12 TCP 54 57111 = 8@ [ACK] Seq=332 Ack=284 Win=65252 Len=@

Frame 49: Packet, 385 bytes on wire (3880 bits),

b Internet Protocol Version 4,
» Transmission Control Protocol O I'

S S irumm
s cana poea OF S G F

v GET /api?:md=79V27Z%2ELChd\thybEGSjQ%ED%ED HTTP/1.1\rh\n

T

385 bytes captured (3@88 bits) on interface \De|| ©
Ethernet II, Src: Intel 88:6a:da (28:16:b9:88:6a:da), Dst: Espressif_a8:d5:44 (e8:db:B4:a8:d5:44)

e8 db 84 a3 d5 44 20 16 bo B8 6a da 88 @@ 45 @@ D b E
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Figure 6. Client-to-server command transfer
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WIT=TSTT TET=T

51 4.375472208  192.168.1.12 192.168.1.109 TCP 249 89 > 57111 [PSH, ACK] Seq=1l Ack=332 Win=1813 Len=195 [TCP PDU reassembled in 53]
52 4.428363308 192.163.1.189 192.163.1.12 TCP 54 57111 + 30 [ACK] Seg=332 Ack=196 Win=65340 Len=0

- 53 4.431423308 192.168.1.12 192.168.1.109 HTTP 142 HTTP/1.1 208 OK (text/plain)
54 4.47771878@  192,163.1.189 192.163.1.12 TCP 54 57111 + 80 [ACK] Seg=332 Ack=284 Win=65252 Len=@

P Internet Protocol Version 4, Src: 192.168.1.12, Dst: 192.168.1.169

b [2 Reassembled TCP Segments (283 bytes): #51(195),
P Hypertext Transfer Protocol
Line-based text data: text/plain (1 lines)

#53(88)]

T

- Frame 53: Packet, 142 bytes on wire (1136 bits), 142 bytes captured (1136 bits) on interface \Dg
) Ethernet II, Src: Espressif a8:d5:44 (e8:db:84:38:d5:44), Dst: Intel 88:6a:da (20:16:b9:88:6a:d3

P Transmission Control Protocol, Src Port: 88, Dst Port: 57111, Seq: 196, Ack: 332, Len: 88
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Figure 7. Data transmission from server to client under Security Stage 3
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Figure 8. Client-to-server LED command transfer under Security Stage 3
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