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A Study on Star Graph Encryption using Randomized
Masking for Preventing Vertex-Label Exposure and
Edge-Weight Growth
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Abstract

Graph-based encryption maps plaintext to graph vertices and edges, using their labels and weights as
ciphertext. Various schemes have been proposed by Ni et al, Bokhary et al, and Ali et al. Ali et al’s
star graph-based scheme maps characters to distinct prime pairs and uses their products as vertex labels.
Edge weights are generated by subtracting position—dependent values from these labels. However, identical
characters yield identical labels, and edge-weight bit lengths grow substantially with character position.
To address these limitations, this paper proposes a new star graph-based encryption scheme. It
randomizes vertex labels using a random nonce and a secret key, then splits them into bounded edge
weights and auxiliary labels. This bounds all edge weights and achieves linear ciphertext size for a fixed
character set. The scheme also mitigates vertex-label pattern leakage and provides ciphertext integrity.
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