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1. A&7 4

A isk)VE A2 Aol Isf A= A=E Yl AXE ongich
gutAos U2 Y AT e A9 TR Qs YERt R It T
7FsiS A3 R AoEnt 94714 Ad(threa)?9] 2 7RsA(likelihood of
occurrence) HIEASH] oF2 2 Ee e 2ok A4 F2 v|oed 9
FAOR Qlaf gkl WY 7549 FAHAE gttt gHH, AFAY FF=
(impact)= 1Al AAE WS 2 d Z20% o5 HE &4 -3 A

HA ALY 53 22 999 =g Telth HE Hobs d2 EH, AH A 9
dolt R 52 FHAIAHC] 7[UA(confidentiality), 24 (integrity) Ex 7h&
A(availability)ol] £4& 4o7]& AFAY HA 7hs-Ald) o] & QIgt AFAL-7401- 2 4] - =+
7k 5ol FAAQ 9FY A5 AUITHNIST, 20128 6). AL AlF-AfHIA-AFY
5ol w2t E2A A=, A4te] BopoAE Rof AJAH Fof w2} AolstA B7HE
o & 4 Qlti(Macaulay, 2016: 279).

rolr

AW H(risk assessment)= Yo 428 Wrlslr] 93t Aoz HHozE E
A A AE, MulA, AAE SO tie] £Ajcks HES AEstal o] S FAT}

d ‘danger’, ‘hazard’, ‘risk’ S22 tjeFelA ZdEH, 1 oul 22X garh B
oA ‘risk' 9 2L Ju]E ARRET
Jo] SRS 1| 4 9t FPzog gutoZ FHkAE o] 85l FPYE 9uistc},

_INO i
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(threat sources)ol ©Ia) S48 9IRS W 743} JFES WL T PAE BT

o ARAAY U 25 BRI, O Moz A A7 LUEAS £EAT

ARSI 578 Ay

oleigt gL A& AT BT A Ase] BIH] &L A%
A3 Hopol 3] aRA0R AST 4 Yeka LA Unk. 129 FALA Yol
A Qe o FREL FASTHIUES oldit BHA4S TesA] ol B
W AU 9onR, 474 4] Boke] FANARANN FAGHEA Hel o
o Reos uuslE Besd B Ad 29 FALA A5

2. ALt & NIST SP800-30 (NIST Guide)

de] E25E A3yrF o2 NIST SP800-30, OCTAVE(the Operationally
Critical Threat, Asset, and Vulnerability Evaluation)) CRAMM(The CCTA
Risk Analysis and Management Method), EBIOS(The Expression of Needs
and Identification of Security Objectives), MARGERIT(Risk Analysis and
Management Methodology for information systems) §°] It}. o|2{3t HFH7}
TS AIRARQL ARl Alel7t Qloy, fY &2 d4ske WS Az fAlsit
1 4 Qo WA, of7A s 7P gEbE o ® ZEE = NIST SP800-302 SH2E
w7t s Aot e

Y RE7|EAFANIST, National Institute  of  Standards and
Technology)= IT AIAE oA axHAQl Ydae] Z2I8 7S 919t 7tej=ekel
(SP800-30)= AlFst=dl, ol2gr 7lo|Eeiele 9] B7F 2 A9 ASHE e A&
At A3 ettt NIST SP800-30°149] He%7te & 42ARY) F25H 4
o A= oAl 2 7S] Al(task) 2 & AlEE o], AAB7HE GAl] 27 HA A

=

0.

I3

4

H7to] 4] o, 29 d9E7t 9 B, 3T Y9t 2SS 53 dAAE 9 oY B
S A, A= A8H7HY FA SFACITHNIST, 2012).
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(I 1) NIST {1257t =t

Step 1: Prepare for Assessment
Derived from Crganizational Risk Frame

Step 2: Conduct Assessment
Expanded Task View

Identify Threat Sources and Events
Identify Vuinerabilities and
Predisposing Conditions

| Determine Likelihood of Occurrence |

¥

| Determine Magnitude of Impact |

¥

| Detarmine Risk |

Step 3: Communicate Results
Step 4: Maintain Assessment

Z4]: NIST(2012: 23)

+ 15719 o]2th. g 4 ] 5 AA H%“gﬂ“—‘ Pol= ?—ii}oﬂ o g F
A A of7]1H= A kel
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A E=dl, Aol 2A0A 43 7H] Qe B A 91‘3]3}“1, 37ﬂ %—%’XV{F'—}
FPAato s FEEY AEE At HsiMe 7HXE BrekA "ok

=4, ¢ A(threat identification)ZA] AHito] &35 sl P 2L &4, &
gol] waf Zeldict. o] & ] qrE F2 FA AR S AESH Ad= A
Hote, Ford 9 =4 &85 ¥ A(intent)? FA(method) Ee HEAOE
Forde 8T & e AR TAY Ad(threat source)dl HsiME THofstA
et o714 AFELE OA] FFoln Ar Al HH(attack) B HIQ =AM AT 4)
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A’ o2 FEH o Ho|1 A9l A HejHE FARY I, =, #A5}
A=E Briste, B (H ) AFel dejre AFES 2 HAE B7eHA
Hoh 191 SEeEE AT 4 e AEARE AEst] Zstith olEdt R4S
Hgog HEHozg 9F A& (threat statement)S ZHI5HA Hoh.
AR, FF EA(vulnerability identification)& 3t} A2 AR ZAHA
4024 AHY o]& thiol He Ae Yuish=d], F L A4t 9 Afolof #
AE ®ol F&= ot WiZiAL & 4 ok JAdd], Ferdo] gl w2 Rlxet 7
=] o] EAsttzte £AE ofojAA] eheth 3TACNAE ot Fode AE
stal AdE FHoHY A7 aEE B7RITH

YA, B 754 4 (likelihood determination)o]th. B4 7FsAL JF 2 A
Zo] o JFe 2T 7FeAde Anlsk=dl, Adid AFAY A 74, BIAHA
AL A 71eAd, AFAR0] AHito] oS AN TheAde I BT
AdrA ol 754 A4 (likelihood rating)& AHESiY

A, FFE A4 (impact analysis) S0 9F= F(impact rating)E Ah
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T A= BAsts Aot ¥ 24 A ¥ B7F AxE ARSsted ol A3
U &-47 g7t 428 ARSte Aol itolt.

AA, A9 AH(risk determination)@AZA, o] EA A= o] TA A ¢
B2 AR Y TR IS ARst HEAY A aEE & I8
AFHoR RS A Hed, ol Adha AP xS} viAgA AAR(2E 2)
Fz2)2 FEt AT & Aok

G/} ARl EH A

TAlE A M EdA 28T o e AT siuE, ARgld #Aeke ok
e fEe AaA7l7] A AREHL e FAHLR A SRR, SUgd, B
A-9=, AR-AR 849 5 1 gido] FololeA] o 2240z 9 2 52
A AAe AaAIE H 2 4] An. WA A o -AdsEA fdE
< A9 A A8 die 2AE AANT 2T okt 1A
o) A%, ¥l 5= 24oke d afRl =72 AE 4 Ao M %iﬁoi 2]
QoFE, A At 2 & FFlAM AdBPE FEA EEHAL Oﬂ
TAXETA AL WTO AA ofe] Aeafol1 dretaQl A&tz i %’4
FHE A olF, HdRvte =7H ddE AAE AR A éé %74]
71 o] gjE 1 JTHAERA, 20131 27). of°fl 9 oA F7bollA = AFtAH
g QoFE A7 Sl Wizt g7t Zhol=ekele iEstel E-gotal Al

A R A ZopollAe ARB7P & Y-8l A dE S0 ¢4
LEte] - HH=A] AFJAolA o] AL Al 2ol i 4 e Ol o3 AEEIHE
g 9, 2015), A3 A W mAEA o] it B &3] 9, 2013), Hd 3}
Aol izt FEEA AUP7HIAE 9, 2003) 5 ot A 2 At Lol o
e AHE7H e AT A7 AREAL Jlod, olf E3 =Ed 2E HH
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guetets 29 39 F8 7oA E HFEHE AR AEstE e ko] A&
A ket ot oAl 2 FEZE A% 1A oA B A=542
2 Z8HY Je=d, FEE B A9 AE Y99 A4(hazard
identification), €% B3 H7Hdose-response assessment), ‘=% 7Hexposure
assessment)= & AW —2HE Edz 7MF 29 B4 7|E2 vidste 39
£ 1A &% A A&ste 24U oyl ATHACS, 2016: 1). taolAe 9
HB7tet FARAE AASH] 9t =¥ OECDY H=g $4HCoE AWE

1) OECDY B AHHYH A

OECD+ 1990dH) FHHee A%t #AE3 e dAstd #A49 522 &l

I AEsk 9ith OECD(2002)9 EIAMAE AHFAQ Y97t Saf 5
St Ao digt SAeHE THE £ 9loH, o]F B 7 £a3 JEAAE A
o] Hjlgo& AHojd 4= ukx SFIYTHOECD, 2002: 130; A4l 2007: 41 AQ1).

OECD= Hd%7Ie A& AA 27400 digt <14 o, sled=o] feB7HE
517] 918 Ao} ofeke st QAo o] AR Beek YA o
g AL ZAME SHSIAHAAL 2007: 41). TH OECDE 20064 €= 7t A4
3} AT BN B8 Aro] Hol7h 3¢ Felely, A= 9 -FAY A

o Tgt Q4 Ane el AR 4] AFEL BHoZ "YHAIT Ao A%(Risk
Policy and the Capacity of Governments)” ZZAEE Adsl= 5 3G=0] 9
%7]~ FARAY 5-100] F4T 4 YES A47

, 2007: 41). B3, OECDE 3¥=9] YH7te #4329 A 1# Jﬂr%}ﬂ
A3 A AMTstglon, ofF Higor AA 9 o] W sld=of g fdH7t
28 7438 FESL 9ok
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2) D=l AZT/ IRt FRIEH A

oA E 19959 AR = (OMB, Office of Management and Budget)¥}
7}3817)1&3 A (0STP, Office of Science and Technology Policy)°] &52o& 3t
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7, A%, Hdo AFE 4o 7HsAol de AYE 24 -Hrlsket €8T 5 e
HAS AASIHHAAL, 2007 44-5). "HEEAY YF(Principles for Risk

Analysis)solZal 8= o] AL FAFH 1 -HPol lojA SEafof T Y=
A3H7Hrisk assessment), YT (risk management) A AFYA ol A(risk
communication), 49 A& (priority setting) 5282 WFo] AAJStL 9loH,
AT A7l o3f ZEE 1 Ut o] % ul=E ol E'*Olzoﬂ A7 A&3iA 4
&l 9lom, olF IO RE OMBE 20064 A A &ofofl i3t 1HB7F A& A
Zol 93719 &M Proposed Risk Assessment Bulletin)i& vlglsto] A&7}
o # 7S Yo R AL $HIHL

OMBZ} Hl= W A% +A17139] AAB7E 30l QoA 583 71&= AAdh= o
g FYstttd, JEFAA(OIRA, Office of Information and Regulatory
Affairs)E 99 24 -AARH7F-Teo] #HE ZE 452 #3UH 5 A%
1286691 w2t OIRAS] A ¥ A AStdA A 71HE0] AFB7HE A dstA AP
St IEAIE &Qlshy] s ZE S8 Aol o AdE7te A4S AR
0)=+9] 34 H S H(EPA, Environmental Protection Agency)ollA AA|stL
A= ARB7I FAEAS AASH: dEA AFE FIh EPA= 19704
B g3 o149 fRE7H] FRo/de QAste], dapHd -ddEd 5o gt
B7HE A2 A v 9loH, °E5d 1Al FA(regulatory process)9
FROo2A A4S Aoy &4 Hidt Y= dideE At AAF7PH AP
129] 7124 7HH 2 AAstal ItHEPA, 2020). EPAE 53] 9J3]ofA
SoHE EHY ARA A WE& vtHske oA fdE7E 23S Z85tL 9l
o, 1A A oM E 7Y AR whstal itk

om0 A A7 At B9 Ao disiM e HeB7E 25| AASte] &85t
2tk dE &0 3D ZHE 7|&2 A, 2R, = 5 TRt G909 &t
2 AR e Y92E, 7Ie THY &7l A FU1AE, A4 i J,
57 At & B I715= YEAIE 7Hs/de] UTHNIST, 2015: 4-5). ol o
2 HEEHEE7IEATANISTIE SHLE A7|&9] dgo wet tifse ookt
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An Exploratory Study on Risk Assessment for
Rationalization of Regulations in the New
Industry Sectors

Shim, Woo-Hyun & Park, Jung-Won®

The regulatory policy of the Korean government in new industry sectors
is a mixture of deregulation to revitalize the industry and reinforcing
regulation to minimize damages and risks. The pursuit of the two-track
policy is inevitable when simultaneously considering the ‘potential of
industrial development’ and ‘various uncertainties and risks in technology
and services' of new industry sectors. The issue is how to determine an
appropriate level of regulation between the revitalization of new
industries and risk minimization. Between the two ends, this study
examined the measures to implement a risk assessment framework for
rational regulatory design. Specifically, this study applied and utilized the
risk assessment method of the U.S. National Institute of Standards and
Technology (NIST) to propose methods of risk identification and
composition of risk scenarios. Moreover, regulations related to the work
and scenarios of evaluating risk level by confirming the likelihood of
threats and the influence thereof regarding scenarios were organized and

presented, in addition to the methods of deriving appropriate regulatory
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measures via the analysis of risk level differences identified from
scenario-related regulations and scenarios. In conclusion, this study
discussed the limitations of various regulatory reform strategies being
implemented by the government to lead innovative growth and the
necessity of applying risk assessment frameworks and regulatory

improvement in new industry sectors.

Keywords: risk assessment, regulatory design, scenario, regulation, new

industry



